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Nota Prévia

Com satisfacdo, damos a conhecer os artigos selecionados para
apresentacdes na 1.2 edicdo dos «Didlogos Atlanticos sobre Tecnologia e
Regulacio». Esta iniciativa foi concebida como um evento publico anual
de debate resultante de uma parceria entre a Faculdade de Direito da
Universidade Catdlica Portuguesa (UCP), através do Catdlica Research
Centre for the Future of Law, e a Escola de Direito da Fundacio Getulio
Vargas (FGV), Rio de Janeiro, através do Center for Technology and Society.

Os «Dialogos Atlanticos sobre Tecnologia e Regulagio» propdem-
-se analisar diferentes expressdes da evolucéo tecnoldgica global, os
seus impactos em diferentes sistemas regulatérios nacionais e interna-
cionais, e as potenciais sinergias entre tais sistemas. O evento tem um
formato multissetorial, promovendo andlises pluridisciplinares de alto
nivel com base na interagdo entre representantes da academia, do setor
empresarial, do setor publico e da sociedade civil.

O primeiro debate teve lugar em Lisboa, nos dias 3 e 4 de abril de
2025, e foi dedicado a quatro temas essenciais para o futuro da tecno-
logia e da regulacdo: a Inteligéncia Artificial, a Protecdo de Dados, a
Cibersegurancga e a Regulacdo de Plataformas Digitais. Antecedeu a rea-
lizagdo do encontro uma chamada de artigos sobre os temas convocados
para os «Didlogos».

Esperando que a leitura seja proveitosa para a comunidade interes-
sada, publicam-se os textos escolhidos. A este propdsito, cabe agradecer
ao Instituto de Conhecimento da Abreu Advogados, na pessoa do Pro-
fessor Luis Barreto Xavier, seu Presidente, o financiamento da publica-
cdo. O proximo volume reunird os artigos selecionados para a segunda
edicdo (Rio de Janeiro, 28 a 30 de abril de 2026).

Henrique Sousa Antunes, Luca Belli,
Filipa Urbano Calvao, Yasmin Curzi,
Walter Britto Gaspar, Eduardo Magrani,
Filipe Medon



We are pleased to bring together in this volume the articles selec-
ted for presentation at the 1%t edition of the “Atlantic Dialogues on Tech-
nology and Regulation.” This initiative was conceived as an annual
public debate event resulting from a partnership between the Faculty
of Law of the Catholic University of Portugal (UCP), through the Caté-
lica Research Centre for the Future of Law, and the Law School of the
Getulio Vargas Foundation (FGV), Rio de Janeiro, through the Center
for Technology and Society.

The “Atlantic Dialogues on Technology and Regulation” propose to
examine different expressions of global technological evolution, their
impacts on different national and international regulatory systems, and
the potential synergies between such systems. The event has a multisec-
toral format, promoting high-level multidisciplinary analyses based on
the interaction between representatives of academia, the business sec-
tor, the public sector and civil society.

The first debate took place in Lisbon, on April 3 and 4, 2025, and
was dedicated to four essential topics for the future of technology and
regulation: Artificial Intelligence, Data Protection, Cybersecurity and
Regulation of Digital Platforms. A call for papers on the topics of the
“Dialogues” preceded the meeting.

Hoping that the reading will be useful for the interested commu-
nity, the chosen texts are published. In this regard, we are grateful to the
Knowledge Institute of Abreu Advogados in the person of Professor Luis
Barreto Xavier, its President, for financing the publication. The next
volume will bring together the articles selected for the second edition
(Rio de Janeiro, April 28 to 30 2026).

Henrique Sousa Antunes, Luca Belli,
Filipa Urbano Calvao, Yasmin Curzi,
Walter Britto Gaspar, Eduardo Magrani,
Filipe Medon



Regular a Inteligéncia Artificial: da necessidade
a dificuldade

A. BETAMIO DE ALMEIDA*

Resumo: Apds um breve enquadramento da Inteligéncia Artificial
(IA), sublinhando as respectivas caracteristicas e dilemas principais, a
comunicacio refere a necessidade e a dificuldade na regulacéo das suas
aplicagdes. O autor salienta a importancia da IA no futuro da sociedade
humana e refere algumas potenciais consequéncias sociais e individuais
da mesma. A Etica e o Direito tém uma funcéo relevante na estrutura-
¢do dos limites a ter em conta na relagdo com a IA e na fundamentacéo
de medidas de regulacdo ou regulamentacio na legislacdo que venha a
ser considerada adequada.

Os desenvolvimentos da IA sdo muito rapidos e impdem um acom-
panhamento ético e uma preparagdo que permita aproveitar as capa-
cidades uteis da mesma sem pOr em causa as caracteristicas e direitos
essenciais bem como o percurso futuro da Humanidade. A presente
comunicacio pretende ser um contributo para a reflexdo e a discussio
sobre a IA tendo em vista proporcionar um desenvolvimento com equili-
brio responsavel e justo.

1. Enquadramento introdutdrio

A Inteligéncia Artificial (IA) e os respectivos sistemas digitais de
suporte constituem actualmente um modo desafiante do processo tec-
noldgico histérico impulsionado pelo ser humano. Tal como as tecnolo-
gias anteriores e outras novas tecnologias, a IA mostra-se propiciadora
de beneficios notaveis, inigualaveis, mas também geradora de efeitos
potenciais preocupantes para a sociedade.

" Professor Catedratico Emérito (Universidade de Lisboa/IST, Portugal) e membro do Grupo
Direito e Inteligéncia Artificial da Faculdade de Direito (U. Catdlica de Lisboa).
Por opg¢éo do autor, o presente artigo néo segue o novo acordo ortografico.



REGULAR A INTELIGENCIA ARTIFICIAL: DA NECESSIDADE A DIFICULDADE

A antropologia mostra a evolucdo do ser humano e as sucessivas
etapas de reforco das suas capacidades em lidar com o mundo para além
do corpo biolégico. O braco, a méo e os instrumentos podem ser con-
siderados prolongamentos que proporcionaram ganhos fundamentais.
Instrumentos e técnicas desenvolveram-se para defesas essenciais a
vida, a sobrevivéncia, e a ampliacdo e controlo de forcas e energias para
uso intensivo na exploracéo e transformacdo de recursos naturais e rea-
lizagdes que marcaram o poder do ser humano no nosso planeta (e.g.
em A. Leroi-Gourhan,1943-19731, e L. Mumford, 1967-19702). Esse
poder foi também uma consequéncia do desenvolvimento do cérebro® e
das manifestacdes do que se designa como inteligéncia humana. A inte-
ligéncia como o centro humano do conhecimento, da racionalidade e da
decisdo conducentes aos progressos cientificos e técnicos e a civilizagdo
associada.

Em resultado dos avancos em areas de computagdo, comunicagao,
automacdo e controlo, o interesse pela reproducido e aplicacdo de fun-
¢Oes cognitivas semelhantes s humanas desenvolveu-se desde meados
do século xx. Em 1956, na conferéncia de Darmouth (E.U.A.), a desig-
nacdo “inteligéncia artificial” foi cunhada e desde entédo adoptada e uti-
lizada ndo obstante néo ser, para alguns especialistas, o termo correcto.
Mas o termo vingou até ao presente e influencia a apreciagio e a identi-
ficacdo que as pessoas fazem desta 4rea tecnoldgica. E actualmente uma
area que fascina jovens estudantes, empresarios e a comunicagio social
sendo incentivada pelas forgas politicas dominantes e, naturalmente,
muito publicitada ou divulgada pela comunidade técnica associada a
IA%.

Em 2024, a IA e os sistemas digitais associados constituem uma
histdrica e vibrante componente da tecnologia com avangos e vantagens

1 A. LeEroI-GouRrHAN, “Evolution et Techniques”, Vol. I (L"homme et la matiére,
1943/1971) e Vol. II (Milieu et techniques, 1945/1973), Ed. Albin Michel.

2 LEwrs MuUMFORD, “The Myth of the Machine”, Vol. I (Technics and Human Development,
1967) e Vol. II (The Pentagon of Power, 1970), Ed. H. Bruce Jovanovich.

3 MIGUEL NicoLELIs, “O Verdadeiro Criador de Tudo. Como o cérebro humano moldou o
Universo tal como o conhecemos” (2021), Ed. Elsinore.

4 Exemplos em Portugal: ARLINDO OLIVEIRA, “Mentes Digitais. A ciéncia redefinindo a
Humanidade”, 2017, Ed. IST; e “Inteligéncia Artificial”, 2019, Ed. Fundagdo Francisco
Manuel dos Santos.
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A. BETAMIO DE ALMEIDA

em varios sectores. As aplicacdes na drea da saude (diagndsticos, preven-
cdo e tratamentos) juntam-se outros dominios proporcionando melho-
rias de eficiéncia, mais rapidez, menos esfor¢co na obtencio de resulta-
dos e a capacidade de criar “valor” econdmico no mercado. Com o uso
intensivo da IA anunciam-se aumentos significativos de produtividade®
(do PIB) para os paises, o que entusiasma naturalmente as comunidades
empresarial e politica. A possibilidade da IA para melhorar a gestio de
bens publicos é também muito considerada (e.g. os sistemas denomina-
dos de “cidades inteligentes”).

A TA é também uma ideia que é reconhecida pela capacidade de
realizar actos anteriormente sé associados a mentes humanas. Os dis-
positivos, os algoritmos da IA n&o se distinguem por um modo estético
imediato, através de objectos técnicos com uma forma fisica, corpodrea,
marcante®. Sem um sinal exterior das suas capacidades ou funciona-
lidades especificas. Na realidade, os dispositivos de IA tém como base
conjuntos de fungdes e relagdes matematicas, num suporte digital, que
para funcionarem bem necessitam de uma grande quantidade de dados
e de uma “aprendizagem” intensiva que pode ser muito consumidora de
energia.

Fortemente associada a poderosas empresas tecnoldgicas, no mer-
cado mundial, e numa agressiva competicio geoestratégica, a IA e outras
novas tecnologias constituem no presente um foco de atrac¢do poten-
ciador de inovacgdes e transformacdes anunciadas como decisivas para o
futuro da Humanidade. Os “robots” e os sistemas auténomos inteligen-
tes, nomeadamente viaturas, constituem temas que tém popularizado a
IA e suscitam analises sobre as suas caracteristicas e desafios. Salienta-
-se 0 entusiasmo extraordinario pela IA generativa, nomeadamente do
ChatGPT desde 2022, com capacidade para desafiar o conceito de autor
como o conhecemos.

A importancia do uso de técnicas, agora tecnologias, na evolugdo da
Humanidade é reconhecida e, ndo estando em causa a existéncia e os
desenvolvimentos da IA, considera-se que o controlo do respectivo uso €

5 O que pode néo se traduzir em aumentos dos rendimentos médios dos cidadados dos paises.
¢ O modo frequente de representar um algoritmo de IA sdo esquemas simbdlicos de arquitec-

turas de redes neurais, mas sem uma forma externa visivel.
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necessario. Analises, recomendacgdes e orientacdes €ticas’ tém sido apre-
sentadas institucionalmente®. Formas de regulacdo tém sido ensaiadas
e discutidas tendo em vista uma aplicacdo eticamente responsavel da
IA. O Al Act da Uni&o Europeia, aprovado em 2024, constitui o exemplo
internacional mais conhecido de uma regulamentacéo estruturada das
aplicacdes da IA e é uma referéncia a nivel internacional.

Uma proposta de Cddigo de Conduta para Organizagdes que
Desenvolvem Sistemas Avancados de IA — Processo Internacional de
Hiroshima apareceu numa cimeira do G7 em 2023. O Papa Francisco
apresentou em 2024, em discurso realizado no Féorum do G7 em Borgo
Egnazia (Itdlia), os aspectos fundamentais da relagdo entre a IA e a
sociedade humana. O tépico mereceu também uma atengao especial no
documento final da reunido do G20 no Brasil (2024) — “Declaracdo de
Lideres do Rio de Janeiro” - salientando a ética na defesa do uso seguro
e confidvel da IA (pontos 77, 78 e 79 da declaracdo).

Sintese

Nao obstante o reconhecimento dos beneficios, afigura-se ser impor-
tante sublinhar a necessidade da regulacido da IA, com reflexos necessa-
rios e desafios novos na aplicacdo da Lei®. Esta regulacdo deve ser adap-
tavel a evolucdo rapida da IA. Em nosso entender, néo é pertinente ali-
mentar medos existenciais inspirados por alguma ficcdo. O que importa é
o comportamento humano perante o desenvolvimento tecnolégico. N&o
é dispiciente esta afirmacio de Jacques Lafitte em 19321 “Na maquina,
em todo o progresso humano, o que € necessario temer somos nos e os
nossos abandonos.” Neste caso, € “nds” ndo temermos alguns potenciais

7 Luciano Froripr, “The Ethics of Artificial Intelligence, Principles, Challenges and Oppor-
tunities”, Ed. Oxford; Mark Coeckelbergh, “Al Ethics”, 2020, Ed. MIT Press Essential Knowl-
edge series.

8 Um exemplo em Portugal: o Livro Branco “Inteligéncia Artificial (IA). Inquietacdes Sociais,
Propostas Eticas e Orientacdes Politicas” do Conselho Nacional de Etica para as Ciéncias da
Vida (2024).

° H. Sousa ANTUNES et al. (eds.), “Multidisciplinary Perspectives on Artificial Intelligence and
the Law”, 2024, Ed. Springer-Verlag, Law, Governance and Technology, Series 58.

10 JACQUES LAFITTE, “Réflexions sur la Science des Machines” (1932), Ed. Librairie Philoso-
phique J. VRIN (1972).

9



10 \ A. BETAMIO DE ALMEIDA

efeitos a curto e a longo prazos da IA. A afirmacio de Lafitte reforca o
principio de ndo submissio a um determinismo tecnoldgico.

Tal como tem acontecido ao longo da histéria das técnicas, a regu-
lamentagio e a regulacdo da IA suscitam duvidas, resisténcias e oposi-
¢Oes para além da respectiva complexidade objectiva. Sdo dificuldades
a ter em conta e que devem ser discutidas e gradualmente superadas.
Tendo em conta o modo de desenvolvimento e as aplicagdes actuais da
IA, um cenario limite pode ser considerado: o dominio absoluto de um
conjunto de empresas tecnoldgicas na estruturacio da sociedade mun-
dial, impondo os seus produtos e regras, e com a tendéncia para uma
submissdo mais ou menos acelerada, mais ou menos completa, aos efei-
tos dessa imposigao.

2. Necessidade de regulacao

A Humanidade muda sempre, muito ou pouco, cada vez que mudam
instrumentos e sistemas técnicos ou sistemas institucionais. As aplica-
¢bes em curso e os desenvolvimentos previsiveis da tecnologia digital e
de IA configuram uma alteracio muito profunda da sociedade humana.
E frequente a afirmacdo que muitos problemas associados & IA sdo
decorrentes de comportamentos humanos antigos. Recorrendo a citacio
de Lafitte, tal pode ser parcialmente correcto, mas as novas capacidades
e a escala (no tempo e no espago) de propagacio dos efeitos constituem
uma nova realidade. Convém assinalar que a analise dos impactos da IA
mobiliza preocupacgdes diversificadas abrangendo diferentes perspecti-
vas, incluindo as das ciéncias sociais e humanas. Alguns dos efeitos com
relevancia ética tém sido identificados!! e sdo ja sentidos.

Salientam-se, numa dimensao individual:

— As transgressdes éticas ou ameacas a direitos fundamentais dos
cidadéos e das institui¢cdes, como os da privacidade, autonomia, segu-
ranca e vulnerabilidade. A recolha, gestéo e uso direccionado de dados
pessoais (e.g. na orientagdo de decisdes pessoais) ¢ um dos aspectos
importantes e marcantes dos sistemas de preparacdo e gestdo de dados

1 M. C. PaTRA0 NEVES e A. BETAMIO DE ALMEIDA, Before and Beyond Artificial Intelligence:
Opportunities and Challenges, em “Multidisciplinary Perspectives on Artificial Intelligence and
the Law”, 2024, Ed. Springer-Verlag Law, Governance and Technology, Series 58,
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pela TA. O regulamento de proteccio de dados em vigor na Unido Euro-
peia é um contributo na proteccio dos cidad&os.

Na dimensé&o social ou colectiva ha outros efeitos potenciais:

— Ultrapassados que foram os limites humanos de forca e energia,
estas novas tecnologias desafiam as capacidades intelectuais humanas
de suporte a decisio e a criagdo, nomeadamente a artistica e a cientifica.
De um modo auténomo ou como apoio intensivo, colaborativo (e.g. na
escrita, na traducéo e edicio de textos), os sistemas de IA podem propi-
ciar a perda de algumas qualidades mentais e conduzir a uma desqualifi-
cacdo intelectual progressiva dos humanos, nomeadamente no dominio
da criatividade.

— A externaliza¢do da membdria e do raciocinio em sistemas algorit-
micos tenderd a afectar nos humanos as capacidades proprias de conhe-
cimento e de solugdo de problemas complexos. Os conhecimentos tedri-
cos podem tornar-se operacionalmente desnecessarios (o fim de teorias)
e substituidos por uma dependéncia dos algoritmos IA. No entanto, um
modo de utilizacdo adequado da TA podera também conduzir a um apro-
veitamento equilibrado das suas capacidades na obtencio de beneficios.
Este aspecto é importante a ter em conta nos diferentes graus de ensino
e no modo de encarar a IA.

— O incremento da “aceleragio do tempo” e as alteracdes relacionais
tendo como modelo as caracteristicas operacionais da IA, com o conse-
quente impacto psicoldgico e na individuacio dos humanos. A imple-
mentacio de procedimentos automaticos mais eficientes e rapidos, dis-
pensando progressivamente a intervencdo humana (considerada pre-
judicial ou ineficiente), faz com que os sistemas de IA tendam a impor
alteracdes nos relacionamentos entre pessoas e com as instituicdes. Um
processo que intensifica o da digitalizagdo e da desmaterializagcdo em
curso, com repercussdes sociais e politicas.

— A criagdo de envolventes sociais estruturadas por sistemas de IA
com uma capacidade de controlo pessoal e social impar na historia da
Humanidade. Mais preocupante que a imitagdo das capacidades huma-
nas pelas “maquinas” é a gradual tendéncia para um comportamento
humano (condicionado ou mesmo imposto),sincronizado e semelhante
ao de “maquinas”. O relacionamento directo, natural, entre humanos
a ser substituido por um “jogo digital” através de interfaces (ecras) exi-
gindo uma relacdo limitada e assimétrica, decorrente das caracteristicas

11



12 \ A. BETAMIO DE ALMEIDA

dos modos automaticos de comunicagdo ou conexio (os contactos tele-
fonicos com instituicdes, com empresas, sujeitos a opcdes restritas sem
a flexibilidade da comunicacdo pessoal directa, € um dos exemplos).

— Os impactos no trabalho acompanham a técnica desde a revolu-
cdo industrial. E frequente a afirmacio que a IA tomara conta do que
é muito complexo e eliminard actividades penosas ou repetitivas. Os
empregos que desaparecem poderdo ser substituidos por outros, mas
resta saber qual sera a relevancia social dos novos tipos de actividades
e daqueles que permanecerido. O impacto no trabalho acompanha a téc-
nica desde a revolucéo industrial. E frequente referir (e por vezes des-
considerar) os movimentos de revolta laboral designados por “ludistas”
(inicio do século x1x) como sendo opostos a um progresso inevitavel.
Estes movimentos de luta e protesto de quem sente o seu emprego amea-
cado continuaram e continuardo a ocorrer, como aconteceu no século xx
(globalizacdo da economia) e também no século xx1 (e.g. a reagdo a subs-
tituicdo pela IA de actividades na industria do cinema). N&o deixando
de ser um aspecto importante e que podera vir a ser muito significativo
no futuro (as previsdes ndo sdo concordantes), as preocupacdes da filo-
sofia da técnica e da ética que tém sido manifestadas, ha mais de um
século, incidem mais sobre outros aspectos.

— Salienta-se, em algumas aplicacdes de IA, uma superioridade
epistémica e opaca que desafia e tende a impedir (ou impede mesmo) a
explicabilidade das decisdes e a responsabilidade pelos resultados. Este
facto pode colocar em causa garantias juridicas e a aplicagdo de princi-
pios de Direito. Uma tendéncia para se considerar a IA como manifesta-
¢do de Verdade e a induzir uma submissdo progressiva (cémoda) a sua
utilizacdo. As utilizagdes da IA em actividades socialmente criticas (e.g.
medicina, justica, ensino, sistemas bancdarios...) exigem um cuidado
especial na proteccdo de direitos e da individuagdo auténoma humana.
A racionalidade e a eficéncia nédo sdo os Unicos factores a ter em conta.
Ha caracteristicas humanas, mais analdgicas que digitais, que se consi-
deram ser (por enquanto) indispensaveis.

— A introducdo progressiva de sistemas de IA e de “robots” auténo-
mos nos dispositivos militares ndo tem sido objecto de uma regulacéo
reconhecida internacionalmente, mas, a par dos perigos no dominio
da ciberseguranca, esta actividade pode configurar uma ameaca exis-
tencial. E um dominio em grande desenvolvimento, muito opaco ou
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secreto, mas que permite desenvolvimentos & margem da apreciacio
ética. O comando de sistemas criticos de defesa e ataque por dispositi-
vos autonomos conectados (fora de uma intervencdo humana), nomea-
damente os dispositivos baseados em armas nucleares, constitui uma
preocupacgao.

— Os impactos nas democracias da utilizagao de técnicas avancadas
de TA desafiam valores consolidados e colocam em perigo o funciona-
mento e a confianca das institui¢cdes do Estado. Os desafios a percepcio
da verdade e da realidade social estdo identificados, bem como a mani-
pulacdo de opinides e decisdes em contexto eleitoral. A utilizacdo inten-
siva da IA em plataformas digitais (redes sociais) pode “sincronizar” em
simultaneo ideias em milhdes de pessoas, com imagens ou factos “cons-
truidos”, e criar movimentos de massa para determinados objectivos.
A democracia representativa como € conhecida tera dificuldade em ser
defendida ou mantida sob a pressdo dos sistemas de IA e a sua utilizagédo
intensiva para efeitos politicos. Em qualquer regime, a utilizacdo de sis-
temas eficientes de vigilancia e controlo podem ser uma tentagdo. Em
sistemas autoritarios podem (ja) ser uma realidade.

Sintese

Os aspectos referidos podem vir a afectar a identidade e funcgio
social dos humanos segundo diferentes dimensdes, nomeadamente a
espiritual. Alteragdes da humanidade em resultado das aplicacdes digi-
tais e da IA serfo inevitdveis, mas a experiéncia e o bom senso aconse-
lham a reflexdo e uma actuacéo eficaz. A preocupacio com os efeitos da
técnica, da tecnologia, tem sido objecto de muitos contributos ha mais de
um século. Muitas personalidades deram o seu testemunho num acervo
notavel. Salienta-se, entre muitas outras, a obra de Gunther Anders “A
Obsolescéncia do Homem” (1956 e 1980)!2. Poderosos interesses eco-
ndémicos estdo actualmente em jogo, nomeadamente na aplicacdo da
IA como instrumento de inducdo de consumo, de aumento de produ-
tividade e crescimento econdmico. Atendendo a dificuldade actual no
controlo democratico das empresas tecnoldgicas, a regulacdo baseada

12 GUNTHER ANDERS, “A Obsolescéncia do Homem?”, Vol. I (1956) e Vol. II (1980), Ed. Pre-
‘Textos (em espanhol).

13



14 ‘ A. BETAMIO DE ALMEIDA

em principios éticos, acompanhada por uma regulamentagio juridica
consistente e eficaz, torna-se necessaria. A ética constitui um referencial
para orientagdo na identificacdo do que € aceitavel fazer e do que é acei-
tavel aplicar na sociedade humana'. Pode-se mesmo considerar que se
corre o risco de um verdadeiro “periculum in mora” se a regulagdo da IA
néo for encarada, no presente, com determinacao.

Muitos dos avancos, perigos ou ameacas suscitados por obras de
ficcao cientifica ndo sdo de ter em conta na IA actual. Outras tecnolo-
gias e ciéncias da vida podem colocar riscos vitais mais relevantes, como
parece poder ocorrer, a titulo de exemplo, com as designadas “bactérias
espelho”'4. Mas ha afirmacgdes interessantes de especialistas como o de
I.J. Good em 1965%5: “E mais provéavel do que nio que, no século xx,
uma maquina ultrainteligente seja construida e que seja a ultima inven-
¢do que o homem precisa fazer, uma vez que levara a uma ‘explosio inte-
ligente’. Isso vai transformar a sociedade de uma forma inimagindvel.”
Talvez tal ocorra no século xx1, mas tudo leva a supdr que esta revolucao
(a super Inteligéncia Geral Artificial, IGA, a antecipacdo de uma “singu-
laridade”) esteja a ocorrer. Serd a ultima?

3. Dificuldade na regulacéo

A revolucao digital e da IA estd em curso e as dificuldades presentes
na regulacio eficaz da IA sdo muitas e diversas.

— Destaca-se a ideia geral do progresso tecnoldgico como motor
indiscutivel da melhoria da condicdo humana. Um ideia antiga que o
progresso “traz trabalho e pdo”. Este tipo de ideia e a da necessidade de
inovacdo tendem a constituir uma barreira psicoldgica a analise critica
(ética, social, filoséfica...) de novas tecnologias. O principio da inovacéo
tende a sobrepor-se ao principio da precaucédo. A resisténcia de produto-
res dos dispositivos técnicos a uma regulamentacéo de seguranca € his-
torica. Acidentes tragicos € que impulsionaram muitos dos regulamentos

3 M. C. PaTrRAO NEVES e M. GrRaga CARVALHO (eds.), “Novas Tecnologias, Etica Aplicada”,
2018, Edigdes 70.

14 ApamalLa et al., Technical Report on “Mirror Bacteria: Feasibility and Risks”, December
2024, Stanford University.

5 IrviNG JOHN Goob, Speculations Concerning the First Ultraintelligent Machine. Advan-
ces in Computers, Vol. 6 (1965), Academic Press Inc. New York.
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técnicos no século x1x. Uma resisténcia semelhante a que identificamos
com a IA no século xxI e com outras tecnologias no século xx.

— As dicotomias superficiais ou maniqueistas, optimismo-pessi-
mismo ou progressista-conservador, sdo exemplos deste dispositivo de
resisténcia que podera ter raizes profundas, antropoldgicas, mas que se
afastam da racionalidade ponderada aplicada as novas condicdes e de
uma prudéncia temperada pela sabedoria. A analise humana racional
nio segue dualismos rigidos (do 1-0), e com essa dicotomia o realismo
fundamentado tende a ser subvalorizado.

— A defesa da inovacdo e da investigacdo tecnoldgicas é compreensi-
vel e suscita o apoio de poderes predominantes, econdmicos, comerciais
e politicos, nacionais e internacionais. Na Unido Europeia colocam-se
nesta balanca disputas geoestratégicas e de competi¢éo entre poténcias
mundiais que tendem a minimizar a importancia da apreciacéo ética
das aplicacdes. Os principios éticos podem, assim ser, considerados
facilmente como “radicais” e prejudiciais ao avancgo da sociedade. Uma
afirmacdo muito usada pelos que se opdem: “a Europa tem excesso de
normas e de regulacdo”. No embate entre o desenvolvimento acelerado
da tecnoeconomia e as preocupacdes éticas ha uma assimetria objectiva
dificil de ser superada. O primeiro apresenta-se como gerador de poder
econémico enquanto a €ética sugere uma prudéncia associada a outros
valores.

— O conceito de disrupcido, como atitude vanguardista positiva,
benéfica, manifesta-se junto da opinido publica. A potencial desvalo-
rizacdo pelo respeito dos direitos fundamentais do ser humano face a
valores de oportunidade instrumental constitui uma dificuldade sig-
nificativa da regulacido baseada na ética. Acresce a rapida adaptagio,
e até submissdo, das pessoas e das instituicdes a dispositivos novos na
procura de um incremento de eficiéncia, poder, rapidez e comodidade
na satisfacdo de desejos e de concretizacdo de objectivos. Umas vezes
(talvez uma caracteristica inconsciente, antropoldgica) para evitar uma
exclusdo social ou comercial sem cuidar de potenciais consequéncias
sociais, a médio ou longo prazo. Esta dindmica conduz a alteracdes de
valores societais que podem dificultar a aceitagdo de uma regulagéo. O
caso dos “smartphones” e das redes sociais e da respectiva influéncia no
comportamento dos jovens (e talvez de adultos) € ja um exemplo a ter em
conta.

15
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— A aplicagdo da anadlise e avaliacdo formal dos riscos da IA tem difi-
culdades. A quantificacido precisa dos danos sociais e pessoais € ainda
dificil. As probabilidades de ocorréncia perdem significado cientifico:
os eventos estdo em curso, os efeitos finais previstos nunca ocorreram
no passado e serdo actos futuros, isolados e dificeis de serem simulados
laboratorialmente. Em rigor, estamos perante ameagas que devem ser
reconhecidas no presente, sdo riscos mal definidos.

— A prevencio de potenciais efeitos considerados prejudiciais pode-
ria ser tentada através de uma auto-regulacido na fase de concepgdo dos
dispositivos ou da actuacio de conselhos de ética empresariais indepen-
dentes. O Cddigo de Conduta de Hiroshima podera ser considerado um
exemplo de uma auto-regulagdo preventiva. Contudo, este tipo de regu-
lacdo n&o se tem revelado muito eficaz e a multiplicidade de novos tipos
de utilizacdo dos dispositivos a jusante do produtor inicial é uma das
possiveis razdes.

— O desenvolvimento da IA, tal como o de outras tecnologias, € con-
siderado por algumas linhas de pensamento como o resultado de uma
co-evolucdo técnico-humana. Um tipo de evolucio resultante da forte
influencia da técnica no ser humano e da continuidade, ao longo do
tempo, das relagbes entre humanos e técnicas. Esta evolucdo nédo anu-
laria a evolucdo bioldgica, mas seria um novo tipo de evolucdo hibrida
e social muito mais rapida. Esta posicdo torna mais dificil a auto-regu-
lagdo: o processo de producéo resultaria de uma continuagido com utili-
zagdo e alteragdo de processos anteriores. Os progressos nao resultam
de uma posicdo inicial pura ou de “criacionismo digital” como ¢é desig-
nado por Edward A. Lee, um dos mentores da co-evolucio!®. Uma ideia
muitas vezes transmitida, talvez inconscientemente, por especialistas
ao comentarem uma novidade técnica: “ndo surgiu agora, € o fruto de
uma evolugio técnica em curso desde ha um tempo...”. Uma nova antro-
pologia que pode ter convergéncias com outras posicdes filosdficas que
compreendem (e podem considerar correcta) uma certa despromogcao
do ser humano na posigao face ao Universo corrigindo, assim, uma posi-
¢do considerada excessivamente antropocéntrica. Uma co-evolugéo que
atenuaria o poder do humano obrigado a partilhar com os sistemas IA

16 EpwARD A. LEE, “The Coevolution. The Intertwined Futures of Humans and Machines”,
2020, Ed. The MIT Press, Cambridge, Massachusetts London, England.
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possuidores de capacidades de inteligéncia muito superiores. Esta posi-
¢do, sem impedir acgdes de regulacio, tenta ou sugere uma parceria
quase fraterna.

— As novas tecnologias, em particular a IA, ndo tém fronteiras ter-
restres e estdo “dominadas” por poderosas empresas que defendem os
seus interesses desafiando, por vezes, o poder de governos democraticos
ou ndo. Uma regulacdo que nfo abranja todo o espaco de intervencio
da IA tem dificuldade em ser rapida e plenamente eficaz. No entanto,
hé& que comecar por uma parte e tentar influenciar o todo. E o caso do
regulamento, o IA Act, da UE que podera ser uma referéncia para outras
propostas internacionais de regulacdo. A aplicagdo deste novo regula-
mento exigird uma organizagao relativamente complexa e poderad ter de
enfrentar dificuldades processuais em algumas situacdes.

Sintese

A protecgdo contra as aplicacdes consideradas socialmente noci-
vas &, actualmente, o processo de regulacdo considerado possivel. E o
processo com mais possibilidade de eficacia, ndo obstante as diferentes
dificuldades referidas anteriormente. Estd, contudo, muito dependente
da capacidade de garantir o respectivo cumprimento, das alteracdes
tecnoldgicas rapidas que podem tornar ineficazes alguns dos aspectos
regulatérios e exigir uma avaliagdo e uma adaptagio consequente. Exige
uma estrutura relativamente complexa de apoio. Do ponto de vista ideal
deveria ter um ambito internacional. O Al Act é, na Europa, como ja foi
referido, o exemplo recente que se espera possa vir a atingir os objectivos
desejados.

4. O dilema dos opostos

uma analise ponderada dos efeitos potencialmente positivos e nega-
tivos da IA como uma tecnologia poderosa e tendencialmente univer-
sal conduz a um dilema de apreciagdo: a cada aspecto potencialmente
nocivo ou perturbador para a sociedade humana, podemos encontrar,
como num espelho, um aspecto excepcionalmente promissor. Exemplos:

— A externalizacdo da memodria pode propiciar uma gradual perda
dessa capacidade em resultado da ndo exigéncia na sua pratica, mas

17
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conhecemos a grande vantagem pratica no facil acesso as informacdes
armazenadas em sistemas digitais. E uma ajuda ja indispensavel no
apoio a actividade intelectual e uma forma de proporcionar acesso a
muitos conhecimentos que tenderiam a ser ignorados. N&o é um tipo de
preocupacgio de agora: Platdo (428-347 a.C.), no texto “Fedro”, quando
Socrates narra o mito de Teuth no qual o deus egipcio considera que a
escrita tornaria os homens mais sabios e de melhor memdria. Mas tal

3

eficacia € questionada: “... provocarda nas almas o esquecimento do
quanto se aprende devido a falta de exercicio.”

— A transformacdo do conhecimento com base na analise de dados
e producdo de resultados podera alterar a criatividade e a exigéncia inte-
lectual humanas para explicar fendmenos ou realidades, podendo colo-
car em causa o conhecimento tedrico. Por seu turno poder-se-4 atingir
resultados de um modo mais rapido e eficaz e “libertar” os humanos do
esforco em conhecer uma justificagdo ou o enquadramento tedrico de
uma solugdo. Menos esforco e mais tempo para questionar e aplicar.

— A intervencéo de algoritmos de IA falantes em sistemas de comu-
nicacdo publicos pode ser muito limitativa e até penosa para humanos,
mas pode ser uma acgdo para diminuir encargos ou uma resposta deses-
perada face a uma eventual caréncia de recursos humanos.

H4, contudo, a consciéncia de que algumas praticas consideradas
como adquiridas e respeitadas podem correr o risco de desaparecerem
com inovagdes. A regulacdo tera assim de ser eficaz nos propdsitos, mas
prudente, para se conciliarem os aspectos positivos da IA com a defesa
de direitos do ser humano.

5. Consideracdes finais

— A TA estd em pleno desenvolvimento e serd cada vez mais um fac-
tor de mudanca da sociedade humana prosseguindo e ampliando a tran-
sicdo digital. A capacidade rapida de analise e gestao de dados e de inte-
raccdo com os humanos coloca desafios e perplexidades. Tal como tem
acontecido com todos os outros objectos técnicos, poder-se-ia considerar
a IA como um produto técnico com novas funcionalidades especificas,
mas ontologicamente distinto dos seres humanos. A funcdo de capaci-
dade de decisdo inteligente, de producdo de “obras” e de didlogo bem
como a ideia de uma inteligéncia superior vieram perturbar, no caso da
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IA, o tipo de relagdo homem-maquina. As inferioridades humanas em
velocidade, deslocagdo, forca ou energia foram aceites e superadas. A
tentativa de reproducdo e o confronto operacional com as capacidades
humanas consideradas superiores e Unicas veio causar fascinio e per-
turbacdo. Mas a realidade n&o deve ser esquecida: os humanos sdo o
resultado de uma heranca bioldgica de milhdes de anos baseada num
processo evolutivo relativamente lento. Os algoritmos de IA actuais séo
um produto humano, sio “artefactos artificiais” com uma natureza nao
biolégica muito diferente daquela que é a dos humanos. O futuro dira
se esta situacdo ira ser alterada com capacidades acrescidas de accéo
auténoma intencional e de criacdo de novos sistemas sem intervencéo
humana criando, entao, uma nova forma de vida.

— A TA e outras novas tecnologias estdo a criar um “mundo novo”,
anunciado como um “admirdvel mundo novo”, lembrando o titulo da
obra muito conhecida de Aldous Huxley, mas convém ndo esquecer a
resisténcia (tenaz) no passado a prevencio activa contra os efeitos das
tecnologias predominantes no ambiente, no clima do planeta. No caso
das novas tecnologias, convém sublinhar que o alvo pode ser directa-
mente a Humanidade, o que aconselha uma atencéao ética acrescida.

— As propostas ou iniciativas de uma eventual convergéncia indu-
zida entre humanos e sistemas de IA, nomeadamente a introducéo de
dispositivos artificiais para aumento de capacidades humanas ou a pro-
mocédo de alguns desses sistemas com estatutos legais equivalentes aos
existentes para humanos ou para instituicdes criadas e dominadas por
estes (e.g. a cidadania ou a personalidade juridica), devem ser encaradas
com muita prudéncia.

— E conveniente saber aproveitar o melhor possivel as novas capaci-
dades da IA para a resolucdo de problemas complexos, nomeadamente
os da saude e os sociais a nivel planetario. Com mais atengdo para o
desenvolvimento, ao contrario de uma énfase redutora no crescimento
e na eficiéncia.

— A regulacdo afigura-se ser, no presente, o modo mais eficaz de con-
trolo de algumas aplicacdes da IA e para estabelecer “baias” que evitem
excessos e danos, mas potenciando os beneficios desta tecnologia. Nao
obstante as dificuldades praticas referidas, a regulacio ainda transmite
esperanca e alguma confianga no futuro.

Mas é de apontar alguns condicionantes:
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— A formacdo académica deveria ser mais multidisciplinar e inte-
grada. Uma proposta frequente, mas com resultados pouco visiveis.
A visfo integrada do progresso humano, social e técnico, e dos objecti-
vos prioritarios e desejaveis para o futuro beneficiaria de uma formagao
menos compartimentada.

— Os poderes politicos democraticos deveriam ter os instrumentos
de intervencao e de regulacio da IA necessdarios para maximizar os bene-
ficios desta nova tecnologia nomeadamente na resolucdo de problemas
sociais prementes, mas também para controlo das ameacas indesejaveis
em diferentes dominios ou aspectos da sociedade.

— Os dispositivos digitais e de IA sdo aplicados, de um modo cada
vez mais geral, em todo o nosso planeta. Uma regulacdo eficaz deve ser
o mais abrangente possivel. Esperamos que o Al Act da Unido Europeia
motive outras iniciativas e seja uma referéncia internacional.

Concluséo: a regulacdo eficaz da IA € uma necessidade dificil de ser
concretizada, mas deve ser defendida como uma manifestacao de res-
ponsabilidade social e civilizacional.

Antdnio Betamio de Almeida
Lisboa, 15/12/2024
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Abstract: This article assesses compliance with the Brazilian Gen-
eral Data Protection Law (LGPD) by messaging apps in Brazil. It analy-
ses the privacy policies of the six largest messaging platforms in Brazil in
2023-2024 through the lens of three criteria considered as essential for
the implementation of LGPD and any other data protection framework:
regulatory effectiveness, privacy policy explainability, and accountabil-
ity of the entities processing personal data. Interdisciplinary research
tools and mixed methodologies — including analytical techniques
and bibliographic review — are applied to documentary and legislative
sources. The article develops a comparative analysis of the technical and
legal aspects of these platforms’ privacy policies.
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1. Introduction

Over the past decade, data protection has emerged as a key priority
for policymakers around the world, with 70% of nations having imple-
mented such legislation (Apacible-Bernardo & Fischer, 2024; Greenleaf,
2023). This trend has gained momentum due to multiple high-profile
scandals, such as the revelations of former NSA-contractor Edward
Snowden,! and the Facebook-Cambridge Analytica scandal,? both tell-
ingly illustrating the need for sound data protection regimes. In such
context, established data protection standards, such as the European
Union’s General Data Protection Regulation (GDPR), have acquired
global prominence, becoming a global benchmark and prompting
non-European policymakers to follow the EU lead, adopting similar
frameworks.

National jurisdictions, such as Brazil with its General Data Protec-
tion Law (LGPD — Lei Geral de Protecdo de Dados), have implemented
comprehensive data protection laws aimed at giving individuals more
control over their personal information, while also providing more legal
clarity for businesses and other entities processing personal data. This
article critically explores how Brazilian regulation influences the struc-
ture and content of privacy policies (Policies),? affecting trust and clear

! Hu, Margaret, Taxonomy of the Snowden Disclosures (November 28, 2015). Washington
and Lee Law Review, Vol. 72,2015, Washington & Lee Legal Studies Paper No. 2016-5. https://
ssrn.com/abstract=2730245 ; Pohle, Julia and Van Audenhove, Leo, Post-Snowden Internet
Policy: Between Public Outrage, Resistance and Policy Change (March 22, 2017). Media and
Communication, 5(1), 1-6. https://ssrn.com/abstract=2939503; for a full media coverage of
the scandal, see: Ewen Macaskill and Gabriel Dance. NSA Files Decoded: What the revela-
tions mean for you. The Guardian. (1 November 2013). https://www.theguardian.com/world/
interactive/2013/nov/01/snowden-nsa-files-surveillance-revelations-decoded#section/1

2 Kim, Tami and Yemen, Gerry, Facebook, Cambridge Analytica, and the (Uncertain) Future
of Online Privacy. Darden Case No. UVA-M-0979. http://dx.doi.org/10.2139/ssrn.3660467;
Mukunde, Doreen, Analyzing the Influence of Data-Driven Marketing: Cambridge Analyt-
ica’s Role in Political Campaign Strategies and Public Perception (April 14, 2022). http://
dx.doi.org/10.2139/ssrn.4749836 ; for a full media coverage of the scandal, see: The Guard-
ian. The Cambridge Analytica Files. 2018. https:/www.theguardian.com/news/series/
cambridge-analytica-files

3 Although we are aware of the technical difference between the terms “Privacy Notice”
(a document intended for data subjects and interested third parties) and “Privacy Policy”
(a document intended for the data controller’s internal audience), for the purposes of this
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understanding by individuals. The results are based on a careful exam-
ination of the Policies of the largest messaging apps in Brazil (Kemp,
2024), elucidating the empirical impact of data protection regulations.

As we will illustrate in this paper, transparency* and comprehensi-
bility of Policies, although essential for compliance and effectiveness of
these regulations, remain uncertain. Clear and understandable Policies
are crucial because their function is, precisely, to allow individuals to
make informed decisions when providing their data to multiple provid-
ers. This article examines the structure and content of Policies through
objective standards set by the LGPD and via interpretation based on
jurisprudence and technical guidance by the Brazilian Data Protection
Authority (ANPD).

1.1. Methodology

This article analyses the Policies® of six amongst the most popular
messaging platforms in Brazil — WhatsApp, Facebook Messenger, Ins-
tagram,® Signal, Telegram, and Discord — chosen due to their extensive

article, we will use both as synonyms, considering that the “Privacy Policy” denomination is
the dominant practice adopted by the stakeholders involved in this study.

1 See, in this regard, item 2 of the WP29 guide (Article 29 Working Party, 2018): “Transpar-
ency is a long established feature of the law of the EU. It is about engendering trust in the
processes which affect the citizen by enabling them to understand, and if necessary, chal-
lenge those processes. It is also an expression of the principle of fairness in relation to the
processing of personal data expressed in Article 8 of the Charter of Fundamental Rights of
the European Union. Under the GDPR (Article 5(1)(a)), in addition to the requirements that
data must be processed lawfully and fairly, transparency is now included as a fundamental
aspect of these principles. Transparency is intrinsically linked to fairness and the new prin-
ciple of accountability under the GDPR. It also follows from Article 5.2 that the controller
must always be able to demonstrate that personal data are processed in a transparent man-
ner in relation to the data subject. Connected to this, the accountability principle requires
transparency of processing operations in order that data controllers are able to demonstrate
compliance with their obligations under the GDPR.”

5 The analysis was conducted in May 2024. The versions of the Policies analysed were as
follows: a) Discord — 15 March 2024; b) Facebook Messenger and Instagram — 27 December
2023; ¢) Signal — May 2018; d) Telegram — 31 March 2024; e) WhatsApp — Policy dated 4
January 2021 and Brazilian User Notice dated 12 September 2023.

6 Meta’s Privacy Policy covers both Instagram and Facebook Messenger.



user bases.” While these platforms are not exclusively messaging apps,
they all provide messaging functionalities, either as a core function or as
a relevant one, fitting the scope of the research. The evaluation of each
Policy was based on a set of essential criteria,® distilled from the LGPD
provisions as highlighted below (Figure 1).

Provides previous verions of the Privacy Policy are available for consultation.

)

Informs on processing of personal data for entirely automated decision-making ("ADM") processes

Informs the third parties with whom personal data is shared.

Informs whether there are international transfers of personal data

) 4

Uses non-verbal resources that enhance understanding of the Policy.

Figure 1. Evaluation criteria of the Privacy Policies subject to analyses.

These criteria have been identified as representing the essential ele-
ments of what could be considered as “meaningful transparency,” which
is the idea that transparency and accountability should not merely imply
the disclosure of information but also the auditability of the disclosed

7 According to DataReportal’s social media statistics for Brazil in 2024, there were 144.0
million active identities of social media users in Brazil as of January 2024, which is equiv-
alent to 66.3% of the total population. The most used messaging platforms in Brazil are
WhatsApp (93.4%), followed by Instagram (91.2%), Facebook Messenger (60.8%), Telegram
(56.5%) and Discord (16.4%). In addition, Panorama Mobile Time 2024 measures the pop-
ularity of the main messengers in Brazil based on the percentage of the smartphone base
that has each app installed: WhatsApp (98%), Instagram (88%), Facebook Messenger (69%),
Telegram (63%) and Signal (13%) (Kemp, 2024; Paiva, 2024).

8 The criteria were developed and refined based on previous work by Professor Nicolo Zin-
gales and his team. The authors would like to express their gratitude to Professor Zingales.
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information, to make sure that legal obligations are duly fulfilled.® To
achieve meaningful transparency, we posit that sometimes legal require-
ments must be complemented or interpreted in light of technical stand-
ards of best practices.

This is the case of the first criterion, the availability of previous ver-
sions of the Policy, which we have considered a key enabler of individ-
uals’ capacity to assess how the data controller’s processing activities
have evolved and, consequently, to what extent the initial ‘rules of the
game’ have changed. Although there is no express legal requirement for
it in the LGPD, it is a good practice referenced in at least two ISO/IEC
standards'® and we deemed it as an important criterion to assess trans-
parency, explainability, and accountability of data controllers, and, indi-
rectly, their privacy programmes’ effectiveness.

Subsequently, the details provided by the Policy were also evaluated
in light of a set of basic requirements set by the LGPD. First, we con-
sidered that identification of the data controller and the Data Protec-
tion Officer (DPO, referred in the LGPD as Encarregado!!) is critical to
allow data subjects to know who is responsible for carrying out decisions

° Belli, Luca; Curzi, Yasmin; Almeida, Clara; et al. Towards Meaningful and Interoperable
Transparency for Digital Platforms. Addis Ababa, Ethiopia: United Nations Internet Govern-
ance Forum, 2022. https://www.intgovforum.org/en/filedepot download/57/23886

10 A critical review of current and historical policies and procedures may be required (e.g., in
cases where the client enters into litigation and an investigation by a supervisory authority).
The organization must retain copies of its associated privacy policies and procedures for a
period as specified in its retention schedule (see 7.4.7). This includes keeping previous ver-
sions of these documents when they are updated. ABNT NBR ISO/IEC 27701:2019 (Infor-
mation Privacy Management System - SGPI).

1 There remain nuanced distinctions between the Brazilian Encarregado and the GDPR’s
DPO, now refined by two complementary ANPD regulations. In summary: (i) Resolucdo
CD/ANPD n.° 2/2022 exempts “agentes de tratamento de pequeno porte” (small-scale data
processing agents) from the duty to designate an Encarregado, provided they offer a reliable
channel of communication with data subjects; should they choose to appoint one, the meas-
ure is deemed a best-practice in governance (art. 11, §§ 1.°-2.°). (ii) Resolucdo CD/ANPD
n.° 18/2024, which approves the specific Regulation on the Encarregado, reaffirms the gen-
eral obligation of controllers — and, as a voluntary good-practice, operators — to nominate
an Encarregado, while specifying guarantees of functional autonomy, resource adequacy
and freedom from undue interference that approximate the independence afforded to the
GDPR DPO (arts. 3, 6 and 10). Hence, although the GDPR continues to lay down a more
explicit compliance-monitoring mandate, the Brazilian framework — fortified by the above
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regarding the processing of their data, effectively processing their data,
and protecting individuals’ data protection rights. According to the
LGPD, the Encarregado is the natural or legal person responsible for act-
ing as a communication channel between data processing agents, data
subjects and the Brazilian Data Protection Authority (ANPD — Autori-
dade Nacional de Protecdo de Dados),'? and for assisting the data control-
ler in data protection compliance (Lopes et al., 2022). Hence, the Encar-
regado plays a fundamental role as regards the construction of both
transparency and accountability in personal data protection. Emphasiz-
ing this fundamental role, the LGPD establishes that the Encarregados’s
identity and contact information must be publicly disclosed, clearly and
objectively, citing the controller’s website as a preferred option.'® Such
information is usually found in the Policy, commonly available on the
controller’s website, in accordance with the DPO requirements set by
Resolution CD/ANPD 18/2024 (ANPD, 2024). Additionally, Resolution
CD/ANPD 18/2024 also clarified that “identity” means the full name of
the person appointed as the DPO.

The LGPD is also adamant with regard to the need to provide
clear and accessible information on the types of personal data (includ-
ing publicly available data)'4 processed, the processing purposes, and

Resolutions — has drawn closer to the European model in safeguarding the Encarregado’s
autonomy and delineating its advisory and liaison functions. .

12 General Data Protection Law, article 5, VIII (Brasil, 2018). See also ANPD (2024b), which
details the Regulation on the performance of the person in charge of the processing of per-
sonal data.

3 LGPD, article 41, §1: “The identity and contact information of the person in charge must
be publicly disclosed, clearly and objectively, preferably on the controller’s website” (Brasil,
2018).

14 Before the enactment of the LGPD, Bruno Bioni, following the European position, argued
that public data could only be used by data processing agents based on legitimate interest if
they were processed according to the reasons for their disclosure (Bioni, 2019, p. 269). How-
ever, the Brazilian regulation distanced itself from the European decision after adding para-
graph 7 to article 7 of the LGPD. Thus, in theory, there would be no express prohibition on
such data being used for new purposes, as long as they are legitimate and specific. Although
there is no legal prohibition, Jodo Pedro Ferraz Teixeira points out that “the release of the
attribution of new purposes for the processing of personal data publicly accessible and made
manifestly public, although it may be considered interesting for processing agents, reduces
the degree of protection for data subjects, thus reducing the degree of protection of Brazilian
legislation when compared to European legislation” (Teixeira, 2021, p. 190).
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information regarding data sharing, such as categories of data shared
and sharing purposes. Moreover, data processing agents must clearly
identify the legal bases that justify the processing, choosing from the
options presented in articles 7% or 11'¢ of the LGPD. Importantly, this
list of legal grounds justifying data processing is exhaustive (CJF, 2022)
and clear identification of one of the bases is instrumental for the pro-
cessing to be considered lawful and transparent.

Information provided by the analysed platforms about the types of
personal data processed was also examined in detail. Distinguishing
personal data types is complex, especially when defining the legal basis
for data processing (de Teffé, 2022, p. 45; Doneda, 2019).!” Conspicu-
ously, such distinction has legal consequences, as the LGPD is stricter
when it comes to special categories of personal data (“sensitive personal
data”), to limit its use to the minimum necessary and prevent illicit or
illegitimate discrimination (Miragem, 2019).

Similarly, information on data subject rights should be clear, acces-
sible, and the data controller must specify what is the available chan-
nel for their exercise. This study focused on the rights listed in article
18 of the LGPD.'® Moreover, we decided to jointly analyse information
regarding disclosures of data sharing!® and international personal data

15 Legal bases for the processing of personal data.

6 Legal bases for the processing of sensitive personal data.

Y7 Danilo Doneda states that: “The elaboration of this category and the specific disciplines
applied to it was not exempt from criticism. One of these criticisms states that it is ultimately
impossible to define in advance the effects of the processing of information, whatever its
nature. And yet, it is increasingly clear that even data not qualified as sensitive, when sub-
jected to a certain processing activity, can reveal aspects considered sensitive about some-
one’s personality, which can lead to discriminatory practices. It is affirmed, in summary, that
a piece of data, in itself, is not dangerous or discriminatory — but the use that is made of it can
be s0” (DONEDA, 2019, p. 142 (ebook)).

'8 These rights include confirming whether there is data processing; accessing data; cor-
recting incomplete or inaccurate data; requesting anonymization, blocking or elimination
of unnecessary or unlawfully processed data; data portability; requesting deletion of con-
sent-based data (and being informed of the consequences of withholding or revoking con-
sent); and obtaining information regarding entities with whom data were shared.

19 According to the legal definition of article 5, XVI of the LGPD, the shared use of data is
the “communication, dissemination, international transfer, interconnection of personal data or
shared processing of personal databases by public bodies and entities in compliance with their legal
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transfers, as both stem from controllers’ decisions that entail data pro-
tection responsibilities after the transfers.

Importantly, this study has not delved into data sharing with public
entities, due to distinct legal bases and rules. The analysis focused on
transparency and accountability to data subjects, ensuring they under-
stand why their data are shared, what protection measures are taken,
and how to exercise rights such as consent revocation and/or opposition.
For international transfers, controllers’ duty must ensure protection
equivalent to that required by the LGPD, even when the data are under
another jurisdiction.?®

Lastly, our analysis also evaluated whether the Policy explicitly
mentions the use (or non-use) of artificial intelligence (AI) or machine
learning (ML) models in personal data processing and automated deci-
sion-making activities. Although the LGPD does not expressly mention
Al or ML processes, it establishes principles and best practices to protect
data subjects, as well as additional transparency obligations specifically
resulting from entirely automated decision-making data processing
activities which impacts individuals’ interests, according to article 20.
These factors are increasingly important, as Al-driven technologies
powered by personal data introduce new privacy and personality risks.

Regarding automated decision-making, contrary to the GDPR, the
LGPD does not explicitly state that the Policy must contain a provision
on the existence of such decisions. However, article 20 LGPD grants data
subjects the right to request a review of decisions made solely by auto-
mated processes?! affecting their interests, including decisions intended
for profiling. Moreover, paragraph 1 of article 20 also grants individu-
als’ the right to obtain “clear and adequate” information regarding the

competences, or between these and private entities, reciprocally, with specific authorization, for one
or more processing modalities allowed by these public entities, or between private entities.”

20 The ANPD has recently approved its Resolution for International Data Transfers, setting
forth the possibility to use either standard contractual clauses (SCCs), binding corporate
rules (BCRs) or specific contractual clauses for international data transfers. However, this
obligation will only be enforceable in 2025. Thus, it was left out of the scope of our study.

21 This topic will not address whether the Policies have any provision on the exercise of the
right to request the review of automated decisions or how they comply with this right, but
only if there are explicit or generic mentions of automated decisions in the processing of data
included in the Policies.
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criteria and procedures used for the automated decision. Thus, the Pol-
icy must provide information about automated decision-making, ena-
bling data subjects to understand when they are subject to such type of
processing, and know when and how to request a review.

To conclude, as an important corollary of meaningful transparency,
our analysis also considered whether any visual, audible or other multi-
media resources were used to enhance understanding of the respective
Policies. To ensure transparency, explainability and accountability, the
inclusion of non-verbal elements in the Policies was deemed a key crite-
rion for meeting the principles of transparency and the duty to inform
imposed to data controllers.??

2. Exploring LGPD Compliance and its Significance

This section will present findings of our analysis of the Privacy Pol-
icy of the selected messaging services, following the criteria outlined in
the methodology. Subsequently, the descriptive results provided in this
section will be critically analysed in the discussion provided in the fol-
lowing section.

Importantly, these empirical results are essential to allow data sub-
jects, the ANPD and the Brazilian society at large to have a clearer picture
of how some of the largest platforms operating in the country implement
data protection legislation and enable data subjects’ right to access infor-
mation regarding how their personal data are processed. Our findings
also offer some evident instances of what can be considered as inade-
quate transparency measures and are complemented with some of our

22 In the consumer sphere, which also applies here, the Brazilian Superior Court of Justice
(STJ) has already determined: “The right to information aims to ensure the consumer a con-
scious choice, allowing his expectations in relation to the product or service to be actually
achieved, manifesting what has been called informed consent or qualified will. In view of
this, the command of article 6, III, of the CDC will only be effectively complied with when the
information is provided to the consumer in an appropriate manner, thus understood as that
which is simultaneously complete, free and useful, prohibited, in the latter case, the dilution
of the effectively relevant communication by the use of loose, redundant or devoid of any use
for the consumer” (Resp No. 1.144.840/SP, Rapporteur Minister Nancy Andrighi, judged on
03/20/2012).
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subjective interpretations aimed at offering further insight, beyond the
mere legally required criteria presented in the tables.

2.1. Availability of Previous Versions of the Policies

The availability of previous versions of data protection policies
holds significant relevance in nurturing transparency within messaging
platforms. Beyond merely serving as a record of changes, these archives
embody principles of transparency, accountability and informational
self-determination, thus playing an essential data-subject empowerment
function. By preserving historical versions, platforms enable data sub-
jects and regulators to trace the evolution of privacy practices, detect
substantive alterations, and assess whether modifications reflect better
compliance or potentially adverse shifts in personal data handling.

This retrospective accessibility imposes an implicit constraint on
arbitrary or opaque changes to the data controller’s Privacy Policy, fos-
tering confidence that platform users’ personal data rights will not be
diminished without appropriate notice. Moreover, the existence of
archives supports audit trails by all interested parties (civil society, data
subject and regulators), which are vital in investigations or disputes
regarding data processing, thereby enhancing institutional responsi-
bility and the overall integrity of data governance frameworks. Interest-
ingly, all six analysed platforms provide access to previous versions of
their Policies through links, and they all state that any Policy content
updates will be notified to the impacted individuals.

Table 1. Availability of older versions of Privacy Policy

WhatsApp ﬁig:z’g;’; Instagram | Telegram Signal Discord
Availability Yes Yes Yes Yes Yes Yes
of previous
versions of

the Policy
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Telegram stood out for creating a concise summary of changes for
each version, detailing specifically what was added, deleted or modified,
improving accountability and transparency for users.

2.2. Controller and Encarregado Identity and Contact Information

As mentioned in the introductory section, provision of detailed
information concerning the data controller and the Encarregado, includ-
ing their identity and contact information, is another essential trans-
parency mechanism. Particularly, the Encarregado’s role is pivotal in
bridging the communication gap between data subjects and the organ-
ization, tasked with monitoring compliance and handling data protec-
tion inquiries or complaints, both from the data subjects and from the
ANPD. Indeed, transparent identification and accessibility of the Encar-
regado is instrumental to facilitate effective exercise of data subject rights
by providing a designated point of contact for clarifications or remedial
actions regarding personal data protection matters.

This transparency not only operationalizes accountability at an
institutional level but also affirms the organization’s commitment to
effectively uphold data protection, through dedicated oversight. In legal
terms, appointing, identifying and disclosing the Ewncarregado aligns
with regulatory expectations, reinforcing procedural safeguards against
non-compliance and trust through verifiable channels of redress.

It is therefore interesting to note that there is a stark difference in
how the analysed platforms deal with the disclosure of identity of the
data controller and the Encarregado. The identity of the data controller
is disclosed in all Policies analysed, with each messaging platforms sat-
isfactorily meeting this legal requirement by providing at least the name
of the controller in their respective Policies.?® On the other hand, regard-
ing the Encarregado’s identity and contact information, none of the six

23 As an interesting note, the research found that the Discord controller is different depend-
ing on where the data subject is located. Discord is the controller within the European Eco-
nomic Area and the United Kingdom, while Discord Inc. is the controller in the rest of the
world.
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platforms (five Policies, considering Facebook and Instagram as one)
had included this information at the time of our analyses.?*

Table 2. Controller and Encarregado Identity and contact information

Facebook . .
WhatsApp Messenger Instagram | Telegram Signal Discord
Controller’s Yes Yes Yes Yes Yes Yes
identity
Encarre- No No No No No No
gado’s
identity

Despite this, all Policies provided at least one way to contact either
their customer services channel, their Privacy team or their DPO,
demonstrating varying approaches: (i) an e-mail address (Signal); (ii) an
interactive chat interface (Telegram?®); (iii) online forms (Meta, with a
different form for WhatsApp); and (iv) multiple options, such as email
and mail addresses (Discord).

2.3. Definition of Data Processing Purposes

Clearly defining the purposes of personal data processing within Pri-
vacy Policies emerges as a fundamental transparency element empha-
sizing not only the principle of purpose limitation, but also of good faith,

24 We highlight once again that our research was conducted in May 2024. After that, the topic
of the Encarregado was further developed by Resolution CD/ANPD n. 18/2024, published on
July 17,2024. This Resolution’s main subject was the role of the Encarregado (DPO) and estab-
lished once more the requirement to publish theiridentityand contactdetails. After that, several
platforms analysed in our study made changes in their Policies to address this topic. Moreo-
ver, the ANPD also initiated an administrative procedure to investigate the lack of the Encar-
regado’s information against 20 companies, which included Telegram. See: ANPD. (2024c,
December 13). ANPD fiscaliza 20 empresas por falta de Encarregado e canal de comunicagdo ade-
quado. Autoridade Nacional de Protecdo de Dados. https://www.gov.br/anpd/pt-br/assuntos/
noticias/anpd-fiscaliza-20-empresas-por-falta-de-encarregado-e-canal-de-comunicacao

25 Telegram has a bot, called @LGPDbot, for data subjects with questions about privacy and
Telegram’s Privacy Policy in Brazil, and also an interface that works as a Voluntary Support,
where the data subject can submit a question.
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which is a fundamental pillar of Brazilian data protection and civil laws.
Such explicitness assists in delineating the lawful grounds upon which
personal data are collected and processed, preventing the risk of func-
tion creep where data might be repurposed for activities beyond the orig-
inal scope.

The rationale of this essential requirement is to ensure that data sub-
jects are not left guessing how their information is utilized, thus enhanc-
ing informed opt-in and/or consent, whenever applicable, and control.
Furthermore, articulating personal data processing purposes with pre-
cision supports compliance monitoring by providing clear benchmarks
against which actual data use can be audited. This clarity mitigates legal
uncertainties and reinforces the legitimacy underpinning data collec-
tion practices.

Reassuringly, our results indicate that all Policies provide sufficient
information about the purposes of the personal data processing, allow-
ing individuals familiar with the LGPD to at least infer the legal basis
for the data processing activities. Additionally, two Policies — WhatsApp
and Meta — stood out by offering a detailed correlation, exclusive to
Brazilian users, between data categories and their respective processing
purposes.

Table 3. Information on processing purposes and legal basis

Facebook . .
WhatsApp Messenger Instagram | Telegram Signal Discord
Indicated Yes* Yes* Yes* Yes* Yes* Yes*
purpose
Indicated No** No** No** No** No** No**
legal basis

" These platforms indicated purpose in a more detailed manner, directly correlating data cat-
egories and processing purposes.

“ None of the platforms explicitly indicated legal bases contained in articles 7 and 11 of the
LGPD; however, in all cases legal bases might be inferred from the wording of the purposes.

As mentioned in the Methodology section, a detailed list of the
purposes allows for the inference of the legal basis used. For example,
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WhatsApp claims that it processes a certain set of data to “help you find
out if your contacts are WhatsApp users when you choose to sync your
device’s contact list...” (emphasis added) (WhatsApp, 2024). This sug-
gests that the legal basis may be consent, as the user ‘chooses’ to perform
a certain action.

Still, without an explicit statement of the legal basis used, such
inferences remain speculative and imprecise at best, thus highlight-
ing the need for clearer and more detailed information on this matter.
Furthermore, another preliminary conclusion is that the processing
purposes are dispersed throughout the Policies, presented through spe-
cific examples correlated to certain data categories. While this struc-
ture may enhance readability for users, it can also decrease ineligibil-
ity of purposes and, ultimately, create opacity regarding the overall
processing activities. Additionally, only two Policies explicitly cite the
legal basis of legitimate interests (Telegram and Discor), though its use
can be inferred on more occasions in the other Policies (for example,
WhatsApp).

2.4. Use of Personal Data for Al/Machine Learning Training

The explicit mention of the use of personal data for artificial intel-
ligence (AI) and machine learning (ML) training in Privacy Policies has
gained prominence alongside technological developments affecting data
processing. This disclosure addresses the elevated risks associated with
automated analytics, where personal data may be leveraged to train Al
systems aimed at influencing predictions or decisions that directly affect
data subjects’ interests.

From a data protection perspective, transparency on AI/ML use
is critical because it implicates issues of lawful data processing bases,
adherence to data protection principles, such as necessity, and poten-
tial impacts on fundamental rights, due to the complexity and potential
for unintended consequences of the processing, including discrimina-
tory profiling or reinforcement of biases. Hence, transparency on these
elements helps demystify often opaque technological processes, equip-
ping users with knowledge to assess their participation in algorithmic
systems and to exercise their rights meaningfully.
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Particularly, in the Brazilian context, evaluating whether the
platform is deploying Al or ML training is instrumental to ascertain
whether LGPD’s article 20, which establishes “the right to request
a review of decisions made solely based on automated processing of
personal data that affect their interests, including decisions intended
to define their personal, professional, consumer, and credit profiles,
or aspects of their personality,” and the consequent controller obliga-
tion to “provide, whenever requested, clear and adequate information
regarding the criteria and procedures used for automated decision-mak-
ing,” is applicable. In this respect, we assessed whether Policies men-
tioned the use or non-use of Al or ML systems to process personal data.
The results indicate that:

a) Signal does not mention Al or ML at all, making it unclear
whether such processing occurs, although its strong data minimi-
sation stance may lead the reader to believe it does not occur;

b) Telegram provides only generic mentions that could indicate an
Al or ML type of training;*®

c) Discord explicitly acknowledges using personal data to train Al in
at least two instances;?2’

d) Meta offers the most detailed information, clearly outlining the
use of personal data for Al training.?®

26 For example, Telegram’s Policy states that “We may use some aggregate data about how
you use Telegram to develop useful features.”

27 (i) data used “to help us train models that proactively detect content that violates our pol-
icies”; and ii) “we may also use content posted in larger spaces to help us develop, improve,
and power our Services, including features that will help you stay on top of conversations, as
well as safety that identifies harmful content on the Services and helps enforce our terms of
service and Community Guidelines.”

28 Some examples found in Meta’s Policy: “For the purpose of receiving data from public
sources: to enhance our Al technologies and to support the research and development of Al
products, such as translations, computer vision, content understanding, natural language
processing, and tools for people and businesses to create content. [...] To research and inno-
vate for social good: We support research in areas such as artificial intelligence and machine
learning to, for example, create COVID-19 prediction models. [...] For sharing purposes
between Meta companies: For example, your videos can help train our products to recognize
objects, such as trees, or actions, such as a dog chasing a ball. They can also help train tools
that allow people and businesses to create content, such as images and videos. This technol-
ogy is used to help us offer new products or features in the future.”
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Table 4. Mentions of ML and Al

Facebook . .
WhatsApp Messenger Instagram | Telegram Signal Discord
Information No Yes Yes Yes* N/A™ Yes

on ML/ Al

" Mentions purposes of processing personal data that can be interpreted as ML/AI without
providing further detail.
" Does not mention ML/AI at all, thus it is impossible to evaluate its effort to inform on it.

It is also important to note that none of the Policies expressly spec-
ified which personal data are used for model training, nor did they pro-
vide information on whether that processing would constitute an auto-
mated decision leading to the person’s right to explanation and revision.

2.5. Information on Automated Decision-Making (ADM)

As mentioned in the previous section, disclosure of information
relating to automated decision-making (ADM) personal data process-
ing activities, including profiling, plays a fundamental role, reflecting
a transparency mandate designed to safeguard individuals from the
adverse impacts of such decisions and allowing them to know what is the
extent and rationale of the applicable ADM process. In this perspective,
article 20 LGPD aims at guaranteeing that data subjects must receive
meaningful information about the logic involved, the significance of
such processing, and potential consequences of the ADM. Hence, here
transparency serves a dual juridical purpose: enabling affected individ-
uals to challenge decisions that impacted their interests and promot-
ing accountability by compelling data controllers to justify automated
practices.

Clarifying ADM processes allows users to understand whether
and how their data influence decisions without human intervention,
addressing concerns about fairness, discrimination, and due process in
the digital environment. Therefore, together with the abovementioned
disclosure about the usage of Al and ML tools, the use of ADM is deemed
as instrumental to trigger the need to respond to data subjects’ requests
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on information about the criteria and processes used to automate the
decision-making process.

Interestingly, all platforms analysed either made generic references
to automated decision-making in data processing or did not mention it
at all. Only Telegram’s Policy contained mixed provisions, with inferred
ADM in the descriptions of the contact list analysis and friendship rec-
ommendations;?° and explicit mentions of automated algorithms used
to analyse chat messages in the cloud, to avoid spam and phishing.3°

Table S. Information regarding ADM

Facebook

WhatsApp Messenger Instagram | Telegram Signal Discord
Informa- Yes Yes Yes Yes Yes Yes
tion on
ADM

The findings indicate that the platforms studied do not satisfacto-
rily fulfil their information duties regarding ADM. In addition, explicit
and clear information on the subject were not available, indicating a sig-
nificant lack of transparency and clarity in the Policies.

2.6. Information on the Categories of Personal Data Processed

Providing comprehensive information on the categories of personal
data collected and processed is an intrinsic component of transparency
that enhances the data subject’s ability to comprehend the extent and
sensitivity of data processing activities. Processing specific categories
of personal data, such as sensitive personal data, can lead to adverse
effects especially in terms of unjust discriminatory processing, carrying
varied implications for a wide range of fundamental rights. By explic-
itly categorizing the types of personal data, Policies (and, subsequently,

2% “Our automated algorithms can also utilize anonymized sets of phone numbers to estimate
the approximate number of potential contacts that an unregistered phone number may have
on Telegram. When you open the ‘Invite Friends’ interface, we display the resulting stats next
to your contacts to give you an idea of who might benefit the most from joining Telegram.”

30 “We may also use automated algorithms to analyse cloud chat messages to prevent spam

and phishing.”
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data controllers) enable users to evaluate potential risks and understand
the data footprint created by their use of these messaging services. Clear
identification of personal data categories also aids compliance by estab-
lishing the scope of personal data processing, thereby facilitating tar-
geted safeguards and reducing ambiguity related to data handling.

Our analysis reveals that all platforms mention the categories of
personal data collected and processed by them — such as user-provided
data, usage and registration data, device data, metadata, and data pro-
vided by third parties — and declare, to some extent, which data are the
subject of processing. Signal stands out, since it explicitly indicates the
exclusive collection of users’ “email, phone number, metadata, name,
and photo,” which could mean that the app does, in fact, minimise per-
sonal data collection for its purposes.

Meanwhile, the other platforms provide extensive lists of data cat-
egories in their Policies, with Meta and WhatsApp collecting the most
different categories of personal data. Moreover, Meta states that even
non-users can have their data processed.3!

Table 6. Information regarding the categories of personal data processed

WhatsApp I\ljlizzsr?ggr Instagram | Telegram Signal Discord
Disclosure Yes Yes Yes Yes Yes Yes
of types of
data pro-
cessed

31 In Meta’s Privacy Policy: We also collect your contacts’ information, such as their name and
email address or phone number, if you choose to upload or import it from a device, like by syncing
an address book. If you don’t use Meta Products, or use them without an account, your information
might still be collected. This is also complemented by a specific link for non-user data process-
ing, available at: https://www.facebook.com/help/637205020878504, that highlights: Meta
Platforms, Inc. (“Meta”, “we”, “our” or “us”) processes your name, mobile phone number and/or
your email address if we receive it from our users through the contact uploading or contact syncing
feature available on Facebook, Messenger or Instagram (“contact uploading”). We process this infor-
mation even if you are not a user of Facebook, Messenger or Instagram and/or don’t have an account

with us (a “non-user”).
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In addition, most platforms seem to use broad language when defin-
ing the categories of personal data, citing basic and generic examples,
giving interpretative leeway to collect or process different personal data
attributes within the generic categories (for example: “product usage
data”) in a manner not always aligned with what is legitimately expected
by an average user.

2.7. Processing of Publicly Available Data

The processing of publicly available data, particularly in relation to
Al training, introduces distinctive transparency challenges rooted in the
complexity of legal bases and user expectations. Public data ‘scraped’
from external websites, social media, or other sources may nonetheless
contain personal information, whose processing clearly falls under data
protection regulation. Disclosing how such data are collected and pro-
cessed addresses the tension between data utilization for technological
advancement and respect for data rights.

Hence, transparency regarding this practice informs users about
indirect uses of their personal information beyond the platform’s direct
interactions, elucidating the legal grounds, as well as limits of this pro-
cessing. It thereby fosters essential trust and compliance by how far data
practices go. In this perspective, we adopted this criterion to verify how
the platforms approach the topic, whether they indicate its use (or non-
use) or even allow the inference that they perform data scraping. Signal
and Telegram make no mention of processing publicly accessible data,
while Discord, Meta and WhatsApp declare that they collect data from
sources other than their services.

Interestingly, WhatsApp states, in a complementary Policy, that it
processes data collected from other sources and from the platform’s own
channels. Meta’s Policy, in addition to being the one that most claims to
collect this type of data, is the only one that declares different purposes
for the collection of publicly accessible data.?®?

32 For example, “Research and innovate for social good. We use the information we have, such as
that from researchers and datasets from publicly available sources, professional groups, and non-

profit groups to conduct and support research.”
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Table 7. Mention of processing of publicly available data

Facebook

WhatsApp Messenger Instagram | Telegram Signal Discord
Mention of Yes Yes Yes No No Yes
processing
of publicly
available
data

2.8. Data Retention

Explicit explanations of data retention practices constitute a funda-
mental transparency concern, reflecting the principle of necessity, ade-
quacy and purpose limitation embedded in LGPD’s article 6 and most
data protection laws. Users’ understanding of how long their personal
data are held, which categories are affected, and the rationale for reten-
tion is vital to assess the proportionality and necessity of continued pro-
cessing. As such, detailing retention periods and relevant factors that
impact such retention assures data subjects that their information is not
held indefinitely or without lawful basis, mitigating risks of misuse or
unauthorised access over time.

Such disclosures also support data minimisation efforts and provide
a temporal framework for rights such as erasure, enabling individuals to
gauge when and how their data will be removed, thus reinforcing con-
trol and trust in the platform’s stewardship of information. Our findings
illustrate that, with the exception of Signal, each platform provides at
least some information about data retention, informing data subjects
about the duration of the processing.

Table 8. Information on data retention

Facebook

WhatsApp Messenger Instagram | Telegram Signal Discord
Definition Yes Yes Yes Yes No Yes
of duration
of

processing




DATA PROTECTION COMPLIANCE IN MESSAGING APPS IN BRAZIL: MEASURING
THE EFFECTIVENESS OF THE BRAZILIAN GENERAL DATA PROTECTION LAW ‘ 41

Signal does not provide any type of explanation in its Policy
about the duration of data processing. Telegram, Discord, Meta, and
WhatsApp Policies have at least one instance where they provide a spe-
cific duration, or a factor that shall define the duration, for a particular
data processing. Despite this, some particularities should be highlighted
about these provisions.

Discord’s Policy has a specific item on retention that mentions that
the data will be processed for as long as the controller deems necessary
to comply with its legal requirements and the purposes of the process-
ing. In addition, the same item provides a link to a specific Data Reten-
tion Policy, where Discord establishes different periods for data deletion,
depending on the specific purposes and categories of data collected.??

The Policies of Meta, WhatsApp and Telegram also use a general
rule establishing that the data will be processed for the time necessary to
comply with legal requirements and processing purposes, granting some
criteria that will be used to assess this need. Telegram’s Policy estab-
lishes that all data will be automatically deleted if the data subject does
not use the application for 6 months,** except for metadata, which will
be deleted after 12 months.3®

It is worth noting that Meta’s Policy only establishes specific peri-
ods in some cases (e.g., data shared with third parties), lacking a specific
document (such as a separate Data Retention page) or comprehensive
section on the Policy for the topic. On the other hand, in WhatsApp’s
Policy, there is a specific deadline for deletion applicable to certain cases,
such as: (i) 30 days for undelivered messages; (ii) 120 days for auto-
matic account deletion due to lack of use;3¢ and (iii) 90 days for account

33 “We retain personal information until we determine that it is no longer necessary for the
processing purposes for which we collected or retain it or for legal compliance. You can learn
more about data retention periods in our data retention policy.”

34 “If you stop using Telegram and don’t stay online for at least 6 months, your account will
be deleted along with all messages, media, contacts, and any other data you have stored in
the Telegram cloud.”

35 “To improve the security of your account, as well as to prevent spam, abuse, and other
violations of our Terms of Use, we may collect metadata such as your IP address, Telegram
devices and apps you have used, username change history, etc. If collected, this metadata can
be stored for up to 12 months.”

36 “Check your activity every 30 days and delete your account when your phone hasn’t been
online for 120 days (in general) to maintain security, limit data retention, and protect your

privacy.”
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deletion, if requested by the data subject.3” However, it is unclear which
categories of data will be deleted with the account, and which will still be
processed for other purposes (such as to comply with legal obligations).

Thus, on this criterion, while most Policies checked the require-
ment, Discord is the data controller that provides the most comprehen-
sive information regarding personal data deletion, not because of the
existence of a specific document focused on data retention periods, but
because the document contained clear, adequate and specific informa-
tion. As for the other apps, Telegram also has a satisfactory provision,
WhatsApp’s Policy has commendable points, despite the need of some
clarification, and Meta’s Policy requires extra provisions, with some indi-
cation of retention deadlines for specific purposes and/or legal grounds.
Signal’s lack of any information regarding data retention can be consid-
ered a serious breach of LGPD obligations, especially compared to the
other controllers analysed.

2.9. Data Subjects’ Rights

Providing clear and accessible information about data subject rights
and practical mechanisms to exercise them is critical to transforming
formal LGPD prescriptions into tangible protections. Transparency
in this regard encompasses the articulation of data protection rights
including access, rectification, erasure, restriction of processing, data
portability, the right to object to certain types of processing and the right
to revoke consent given for specific processing activities.

Explaining how these rights can be exercised, the procedural
steps involved, and any potential limitations ensures that users are
not merely informed abstractly but are empowered to assert control
over their personal data. This procedural transparency aligns with the
LGPD’s goal of fostering active data subject participation and promotes

37 “It may take up to 90 days from the start of the deletion process to delete your WhatsApp infor-
mation. Copies of your information may also remain after the 90 days in the backup storage we use
to recover in the event of a disaster, software error, or other data loss event. Your information will
not be available to you on WhatsApp during this time,” in: ‘Why and how we treat your data —
WhatsApp’ (WhatsApp.com) <https://www.whatsapp.com/legal/brazil-privacy-notice/why-
and-how-we-process-data> accessed on April 25, 2024.
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a user-centric approach to data governance, enhancing both compliance
and trustworthiness.

We found that most platforms indicate the data subjects’ rights in
their Policies, except for Signal. However, platforms vary in how they
explain such rights. While some deal with the subject in a tailored man-
ner (e.g., WhatsApp), others simply repeat legal provisions, without
going into further detail about how they operate or how to exercise them
on that platform (e.g., Discord).

Table 9. Information on data subjects’ rights

Facebook

WhatsApp Messenger Instagram | Telegram Signal Discord
Explana- Yes Yes Yes Yes No Yes
tion of data
subjects’
rights

Some highlights include Telegram’s interesting use of a ‘self-service’
chatbot for the exercise of data subjects’ rights, a technological solution
which can be surprisingly effective, and we have not seen this on any
other platform. For some of the rights listed in LGPD article 18, auto-
mated exercise is an interesting and perhaps effective choice. However,
it is questionable whether users will have their rights fully guaranteed,
since the bot can only be accessed by users and provides two functions:
(i) access the data collected by the platform, or (ii) contact the controller
regarding data privacy.

Discord indicates that options for exercising rights may differ
depending on the user’s age and location. Meta presented a confusing
repetition of the legal text,?® while rights are only entirely mentioned
in a separate document intended for Brazilian users. Thus, in addition

38 By analysing the Privacy Policy in its printed version, the researchers concluded that the
repetition of several passages throughout the document makes it difficult to understand the
text and tires the reader in general. This practice can be classified as a dark pattern, specif-
ically overload. For more information on this topic: DIRECTORATE-GENERAL FOR JUS-
TICE AND CONSUMERS (EUROPEAN COMMISSION) et al. Behavioural study on unfair
commercial practices in the digital environment: dark patterns and manipulative personali-
sation : final report. Brussels: Publications Office of the European Union, 2022.
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to reading and understanding the general Policy, users would need to
access a separate document to obtain a full explanation of their rights.
Lastly, WhatsApp’s Policy demonstrates an explicit path for exercising
rights and, although its wording is not clear enough, the platform chose
to develop a specific explanation of some of the rights listed in article 18.

2.10. Withdrawal of Consent and its Consequences

Clarifying the right to withdraw consent and its consequences is rel-
evant within transparency frameworks because consent often forms the
basis for personal data processing. Hence, informing data subjects that
consent is a dynamic and revocable permission reaffirms the voluntari-
ness and control inherent in data protection law. Furthermore, detailing
the consequences of consent withdrawal — such as limitations on ser-
vice functionality or alternative legal grounds for processing — ensures
that individuals can make informed decisions about their ongoing use of
a specific service.

Transparency on this point dispels assumptions that consent, once
given, is irrevocable and emphasises the responsive nature of data pro-
cessing activities. However, despite the importance of this dimension,
we found that neither Signal nor Telegram provide any kind of explana-
tion on how data subjects can revoke consent. Meanwhile, Discord and
Meta’s Policies lack extensive explanation on how to revoke consent.
Importantly, Discord does provide specific information on revoking con-
sent regarding personal data processed for marketing communication;3°
and Meta repeats the formulation of the LGPD, although lacking more
information.

WhatsApp’s Policy provides tailored information on how data sub-
jects can revoke their consent through access to in-app privacy settings
and device settings. WhatsApp also shows some examples where consent
is used, such as to collect location data.® Regarding the consequences

39 “You may revoke this consent at any time (usually directly through our Services), but please
note that you may not be able to use services or features that require the collection or use of
such personal information.”

40 “We only rely on your consent under the LGPD in limited circumstances. For example,
when we collect and use information that you allow us to receive through device-based set-
tings when you enable certain features and services, such as access to your GPS location,
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of revoking consent, only Discord presents an explanation of what will
happen if the data subjects withdraw their consent,*! while all others fail
to provide any type of information on this topic.

Table 10. Information on consent withdrawal

Facebook . .

WhatsApp Messenger Instagram | Telegram Signal Discord
How to Yes Yes Yes No No Yes
withdraw
consent
Conse- No No No No No Yes
quences of
withdrawal

Thus, the preliminary conclusion of the research is that none of the
Policies fully complied with the LGPD according to this criterion. While
Signal and Telegram’s policies were considered the worst, WhatsApp
and Discord are the best, although they all require at least some sort of
adjustment to achieve full LGPD compliance.

2.11. Third-Party Sharing of Data and International Data Transfer

Information on third-party data sharing practices and international
data transfers, including associated risks, addresses complex aspects
of data flows that have significant implications for privacy and legal
compliance.*> Messaging services commonly engage with various third

camera, or photos, so that we can provide you with those features and services. Where we
process data based on your consent, you have the right to withdraw your consent at any time.”
4 “Information from optional features. Certain features, like contact syncing, may require
that you provide additional information (or grant us access to such information) to make them
work. This also includes third-party integrations you choose to enable and the data you author-
ise those third-party services to share with us. For example, when you link a music streaming
account, we may collect information about that account such as the song you are listening to in
order to display that information on your profile or as your status (if you have chosen to do so0).”
42 For a detailed analysis of international data transfers regimes see. e.g., Belli, Luca et
al, Transferéncia internacional de dados pessoais na América Latina: rumo a harmo-
nizagdo de normas, 1.2 edi¢do. Rio de Janeiro, RJ: Lumen Juris (2024). https:/hdl.handle.
net/10438/36141
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parties — such as cloud providers, analytics companies, or service sub-
contractors — and often transfer data across borders. Transparency in
disclosing recipients, transfer mechanisms, and applicable safeguards is
therefore vital to let users understand the extent and nature of data dis-
semination beyond the immediate service provider.

Additionally, outlining risks linked to jurisdictional differences in
data protection standards, potential governmental access, or security
vulnerabilities helps data subjects appreciate the broader context of their
data’s journey, while complying with security and accountability princi-
ples set by article 6 LGPD. In this context, it is interesting to note that
all platforms have stated that they share personal data with third parties
and transfer data to other countries, and we can observe that, regarding
data sharing, there are a wide variety of ways to disclose it.

All analysed platforms declare that personal data sharing is made
by suppliers and partners that assist them in their operations (e.g., tech-
nological infrastructure, payments or security checks). Apart from Sig-
nal, all other platforms share personal data with other companies in
their economic group. Discord and Meta declare to share personal data
with advertising and marketing companies, without listing or mention-
ing any example of these companies. Meta’s Policy lists more personal
data sharing purposes than others, because it consolidates all its prod-
ucts into a single policy. However, it does not relay which categories
of personal data are being shared with what types of third parties, nor
explicitly mentions any recipients for these purposes. In Meta’s Policy,
it is possible to find categories of companies that receive personal data,
which include everything from game developers to “industry peers, such
as other online platforms and technology companies.”

Facebook . .

WhatsApp Messenger Instagram | Telegram Signal Discord
Mention of Yes Yes Yes Yes Yes Yes
third-party
sharing
Mention Yes Yes Yes Yes Yes Yes
of inter-
national
transfer
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Regarding international data transfers, some of them (Meta and
Telegram) name at least 2 countries/regions to which personal data of
their users is transferred, although broadly (“and for other countries™).
None of the platforms has a comprehensive, assertive list of countries,
regions or third parties that receive such data transferred internation-
ally. Meta and Discord claim to use standard GDPR clauses, at least
for data transfers leaving the European Economic Area. None of them
cited the use of binding corporate rules (BCRs) when providing the
information that personal data of their users is shared with other com-
panies from the same group. All platforms only state that the transfer
may occur to other data centres, allowing the inference that the data are
possibly transferred for reasons of redundancy, latency, and availability.
Both Signal*® and Meta** mention transfers of personal data to other
third parties located in other countries.

2.12. Use of Non-verbal Language

The use of non-verbal language in Policies, through visual ele-
ments such as icons, charts, pictograms, videos, and interactive graph-
ics, plays a critical role in enhancing transparency by complementing
textual explanations with intuitive clarity. LGPD’s article 6 emphasizes
the necessity for information to be “clear, precise, and easily accessible,”
criteria that are challenging to meet through dense legal prose alone.
In this context, the use of visual communication resources serves as a
cognitive aid that can reduce the complexity of technical and juridical
language, making Policies conditions more comprehensible to a diverse
audience, including those with limited legal or technical literacy.

Data controllers can facilitate quicker information retrieval, support
retention of key concepts, and encourage an active user engagement with
data governance through the employment of well-designed non-verbal
resources when providing transparency regarding personal data pro-
cessing practices. This approach not only helps users grasp the ramifica-
tions of data processing more effectively but also mitigates information

43 “Other countries where we have or use facilities, service providers, or partners.”
44 “Other countries where our partners, vendors, service providers, and other third parties are
located outside of your country of residence.”
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asymmetry inherent in asymmetrical knowledge relationships between
platforms and users, ultimately fostering a more inclusive and user-
-centred paradigm of data protection communication. Consequently,
the strategic use of non-verbal language goes beyond a simple aesthetic
consideration, representing a substantive factor in operationalizing
meaningful transparency within privacy governance frameworks.

Table 11. Use of non-verbal language

Facebook

WhatsApp Messenger Instagram | Telegram Signal Discord
Use of No Yes Yes No No No
non-verbal
aids

Of the platforms studied, Meta is the only one that makes use of
visual resources to provide information regarding personal data process-
ing, through the use of images and videos explaining some topics of its
Policy. Although WhatsApp is part of Meta’s economic group, the same
standard has not been adopted, with no multimedia or interactive mate-
rial available to users.

3. A Limited Compliance

The results presented in the previous sections (summarised in
Table 12, below) shed important light on whether and how messaging
platforms incorporate transparency, accountability, and explainabil-
ity into their most immediate privacy communication front, i.e., their
Policies. Our effort attempts to go beyond the mere verification of these
documents in search of verbatim reproductions of statutory provisions,
aiming to discern what is implicit in these Policies, what is omitted and
what reinforces transparency, accountability and explainability.
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Table 12. Summary of responses over all platforms

aids

o Whats Facebook . .
Criteria App Messenger Instagram | Telegram | Signal | Discord
Availability of
previous versions Yes Yes Yes Yes Yes Yes
of the Policy
_Contl"oller s Yes Yes Yes Yes Yes Yes
identity
Encarregado’s No No No No No No
identity
Indicated purpose Yes* Yes* Yes* Yes Yes Yes
Indicated legal oo o o ok Jox o
— No No No No No No
11\21{‘0/1'21131 tion on No Yes Yes Yes*™* N/AS Yes
IAn]g?\l/‘[matlon on Yes Yes Yes Yes No No
Disclosure of types Yes Yes Yes Yes Yes Yes
of data processed
Mention of proces-
sing of publicly Yes Yes Yes No No Yes
available data
Definition of
duration of Yes Yes Yes Yes No Yes
processing
Explanation of
data subjects’ Yes Yes Yes Yes No Yes
rights
How to withdraw Yes Yes Yes No No Yes
consent
C9nsequences it No No No No No Yes
withdrawal
Mention O.f third- Yes Yes Yes Yes Yes Yes
party sharing
Mention of
international Yes Yes Yes Yes Yes Yes
transfer
Use of non-verbal No Yes Yes No No No

* These platforms indicated purpose in a more detailed manner, directly correlating data cat-
egories and processing purposes.

** None of the platforms explicitly indicated legal bases contained in articles 7 and 11 of the
LGPD; however, in all cases legal bases might be inferred from the wording of the purposes.

*** Mentions purposes of processing personal data that can be interpreted as ML/AI without

providing further detail.
§ Does not mention ML/AI at all, thus it is impossible to evaluate its effort to inform on it.
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Together, the elements analysed in the previous sections collectively
shape the contours of meaningful transparency in the data protection
practices of messaging platforms, reflecting legal imperatives and the
ethical dimensions of digital privacy. Their analysis reveals the multi-
faceted nature of transparency, integrating rights, responsibilities, and
technological realities into a coherent framework that sustains trust and
compliance.

Importantly, the selected group of platforms is particularly relevant
for the centrality of the services they provide — messaging services,
either as a core activity or as a relevant functionality — for the Brazilian
social, political and economic development. In light of their relevance,
we believe they deserve a particularly careful scrutiny from data sub-
jects, civil society and regulators. In this respect, Policies play a key func-
tion as they can mitigate opacity regarding the way these online services
work. However, such documents may also work to further conceal how
these services are provided and how personal data are processed for the
performance of the main and secondary functions within the platforms.

Worryingly, we observed multiple failures in compliance with the
LGPD in different degrees of complexity. As illustrated in the previous
sections, there are evident flaws in the implementation of communica-
tion efforts, such as not providing accurate information about the conse-
quences of withdrawing consent or about data retention periods, as well
as more sophisticated non-conformances, such as insufficiently explain-
ing the use of personal data in the contexts of Al models and related
technologies, as well as in automated decision-making.

Some concrete examples demonstrate the challenges of achieving
a complete understanding of data processing activities based exclu-
sively on the platform’s Policies. Signal’s overly short and simplified
policy lacks sufficient detail and falls into seemingly contradictory state-
ments, possibly due to insufficient explanations. Although the company
has vocally demonstrated in other statements (moxieO, 2017) its con-
cern with designing systems that are conscious of privacy and security,
its Policy does not reflect the same level of care. This may stem from
a presumption that, due to the nature of their services and how it is
structured, their main users are tech-savvy ones, and, thus, completely
aware of how a company such as Signal may process their data even if
the information is not provided in its Privacy Policy. Other examples
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include Discord’s mention of automatic data processing for content con-
trol without specifying how this occurs and how it relates to transpar-
ency and explainability obligations in relation to LGPD’s article 20; and
the widespread opacity regarding the personal data sharing practices;
and Meta’s generic transparency about data sharing with third parties
and data retention periods.

Notably, for the most part, there is a generalised lack of implemen-
tation of simple compliance steps that concretely undermines users’
understanding of how their data are processed. These include:

— Detailed information about data sharing with third parties.
Third parties may include operators or even joint controllers or
independent controllers with whom personal data are shared. In
some cases, the information provided includes general catego-
ries of these third parties, but does not specify purposes, scope,
period, contact information, etc. In other cases, the Policies only
mention that such sharing may happen. This is crucial for infor-
mational self-determination, since being able to have a clear pic-
ture of one’s personal data’s current controllers, as well as the
types of processing agents involved in the data flows required to
achieve the controllers’ processing goals, is a necessary condition
for exercising self-determination.

— Lack of information about international data transfers. There
is a paucity of concrete indications of paucity of concrete indi-
cations regarding the destination jurisdictions of personal data
flows. This may derive from the lack of specific regulation, since
the ANPD only recently drafted its Resolution for International
Data Transfers, still not fully applicable. However, the princi-
ples and rules of information and transparency regarding inter-
national data flows also apply, so the total lack of clarification
regarding transfer of personal data represents an insufficient ade-
quacy effort.

— Purposes, legal bases and rights of the data subject. Although they
constitute an essential part of the LGPD, in some cases, there has
not been sufficient transparency regarding the purposes of data
processing, legal bases and data subjects’ rights. These are funda-
mental components of a data protection governance framework,

51
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as well as the initial steps in designing a data protection pro-
gramme, thus, the lack of clarity in Policies regarding these ele-
ments, whether due to silence or incompleteness, may indicate
potential issues with the platform’s governance programmes.

— Appointment of an Encarregado — DPO. The LGPD and ANPD
guidelines are explicit in determining that the identity and con-
tact information of the Encarregado must be public. The mere
provision of multiple contact channels for a DPO or rights exer-
cises is not a substitute for this obligation.

— Clarity regarding automated decision-making. While various
forms of uniquely automated decision-making are routinely
applied across the studied platforms, and there are somewhat
vague mentions of their existence in the Policies reviewed, the
efforts of platforms to explain these techniques and how personal
data are used in ADM have been insufficient. In some cases,
the use of automated decisions was suggested from descriptions
of specific aspects of the services, but not explicitly named and
explained, nor linked to specific data subject rights and how to
exercise them.

The fact that these services operate in Brazil despite presenting
both self-evident and more complex forms of non-compliance with the
LGPD raises questions about the consequences of these findings and
the broader regulatory scenario. Consequences for users of the identified
issues amount to concrete challenges to the exercise of their rights as
data subjects.

Basic breaches of the duty of information by platforms, such as
insufficient information about the Encarregado,*® or about personal data

45 In fact, the ANPD has recently started inspection processes regarding 20 companies oper-
ating in Brazil for lack of clear indication of an Encarregado. Among these, X and Telegram
can be found. The importance of an Encarregado is explained by Fabricio Lopes, General
Coordinator of Inspection of the ANPD, as “[tlhe absence of an Encarregado or an effective
communication channel prevents data subjects from exercising their rights and compro-
mises transparency in the processing of personal information. This scenario harms both
the data subjects and the performance of the ANPD, which depends on this dialogue to
ensure compliance with the LGPD” (ANPD, 2024c)”container-title”:"Autoridade Nacional

3 3 3 5

de Protecdo de Dados”,”language”:”pt-br”,’title”:”ANPD fiscaliza 20 empresas por falta de
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sharing practices and international transfers, impair the data subject’s
knowledge, and consequently their effective control over their data —
thus, impairing informational self-determination. The same can be said
about insufficient information on data processing purposes and legal
bases, which may also indicate possible gaps in the controller’s own
adequacy efforts beyond the public-facing privacy policy. Finally, issues
involved in clarity of presenting and explaining user rights and particu-
larly complex data protection and technical functions, such as AI/ML
and ADM, deepen the informational imbalance between controller and
data subject. In all, users enjoy a reduced sphere of rights when informa-
tion, transparency and explainability are affected.

In terms of the broader regulatory scenario, non-compliance with
the LGPD persists in Brazil due to a combination of socio-economic and
regulatory factors. Enforcement mechanisms?*® have seen limited use,
and limited resources at the disposal of the ANPD, the Brazilian Data
Protection Authority, contribute to insufficient oversight. Further atten-
tion to the role of the Encarregado, international data flows, data secu-
rity practices, and automated data processing, among others, seem both
necessary and urgent.

Importantly, the ANPD has applied only six sanctions through
administrative processes, although it has acted more frequently through
other non-coercive means (i.e., oversight, monitoring and recommen-
dations, etc.) (ANPD, 2024a). This included a joint action concern-
ing WhatsApp’s privacy policy in Brazil, which may have influenced

Encarregado e canal de comunicacdo adequado”,”URL”:’https://www.gov.br/anpd/pt-br/
assuntos/noticias/anpd-fiscaliza-20-empresas-por-falta-de-encarregado-e-canal-de-comu-
nicacao”,”author”:[{“literal”."’ANPD”}],”accessed”:{“date-parts™:[[“2024”,12,16]]},”issued”:{“-
date-parts”:[[“20247,12,13]]}}}],”schema”:”https://github.com/citation-style-language/
schema/raw/master/csl-citation.json”} .

46 Under Brazil’'s LGPD, administrative sanctions imposed by the national authority include
a formal warning with a deadline for corrective actions; monetary penalties consisting of a
‘simple’ fine of up to 2 % of the private-sector entity’s gross revenue (capped at R$ 50 million
per infraction) and a daily fine that respects the same overall limit; mandatory publicization
of the confirmed violation; technical measures such as blocking the offending personal data
until it is regularised and outright elimination of those data; and operational restrictions
ranging from a partial suspension of the affected database for up to six months (renewable
once) to a suspension of the entire data-processing activity for the same period, as well as a
possible partial or total prohibition on any related data-processing activities (art. 52, LGPD).
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the messaging service’s adequacy efforts (although some basic faults
remain according to our analysis) (ANPD, 2021a, 2021b). Addressing
these issues requires a multifaceted approach, including bolstering the
ANPD’s capacity, enhancing public awareness campaigns, and incen-
tivizing compliance through a combination of the Authority’s sanction-
ing and educational capacities. In this perspective, we hope that this
study provides useful material to support the activity of the ANPD.

4. Conclusion

This article presented some preliminary results and analyses that
pave new paths for future research, while also uncovering important
findings regarding the efforts (or lack thereof) of messaging platforms
to comply with LGPD requirements. The examination of these plat-
forms’ Privacy Policies revealed that there are significant gaps in the
fundamental elements of transparency regarding data processing. Sur-
prisingly, many of the basic information expected in LGPD compliance
were not adequately covered by the platforms’ Policies, demonstrating a
lack of thoroughness in addressing core legal obligations. This shortfall
is compounded by an insufficiency in transparency and explainability
in how these platforms describe the widespread use of Al and ML tools
to automate data processing.

More broadly, we assert that current approaches to informing users
and data subjects tend to fall short — they often stop at merely offering
generic statements about data collection, without fully connecting the
dots between the technical functioning of the services and the required
legal safeguards under the LGPD.

As we have emphasised, the act of adequately informing data sub-
jects is an essential feature of the Brazilian data protection framework.
It should be more than the mere presentation of basic — and sometimes
incomplete — information; it should rather constitute a meaningful
explanation that relates abstract concepts to the concrete instructions
allowing the data subjects to understand fully the purposes of data pro-
cessing and how to enjoy their rights. This means platforms need to pro-
vide clear, accessible, and context-specific information that demystifies
how personal data are collected, used, stored, and shared, as well as how
users can exercise their rights. Without this, data subjects remain in the
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dark about the actual impact of the utilized services, reducing the effec-
tiveness of LGPD’s protections in practice.

From a broader analytical perspective, one of the fundamental
questions raised by this study concerns the very purpose and nature of
the Privacy Policies published by these platforms. Clearly, the investi-
gation unveiled contrasting approaches towards these documents, sug-
gesting that the “Policy” may mean very different things to different
platforms. On one hand, some platforms opt for excessive simplicity
in their policies, which may superficially satisfy legal requirements but
effectively diminish the importance of these instruments. This raises a
critical inquiry: Does this simplification reflect a deliberate strategy to
assign less weight to legal instruments relative to the underlying techni-
cal architectures? Such an approach risks side-lining the core principles
embedded in the law, undercutting users’ granular understanding and
effective control over their data.

On the other hand, certain platforms present policies laden with ver-
bose, repetitive, often confusing and convoluted language, but without
indicating concrete means to fully enable the exercise of LGPD rights.
This complexity might originate either from a genuine intention to be
comprehensive or from a strategic design choice aimed at creating opac-
ity through confusion. The consequences of such design are profound:
instead of enlightening users, the dense, bureaucratic, or jargon-heavy
text serves as a barrier to understanding, effectively undermining the
transparency and accountability goals of the LGPD. This duality —
between overly simplistic and excessively complex policies — points to
an important area of tension in the current compliance landscape.

Moreover, it is important to interrogate the design language and
underlying intent behind these policies. How are these documents con-
structed, both in terms of language and structure? These policies do not
exist in a vacuum; rather, they are ‘living artifacts’ that hold meaning
in their ongoing interactions with the various actors involved in the
data-processing ecosystem — ranging from regulators and users to devel-
opers and corporate stakeholders. A meticulous study of these docu-
ments as autonomous objects of analysis can unearth the latent interests
that shape them and expose the underlying reasons for the deficiencies
observed.
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This exploratory study thus contributes to the ongoing discourse
by shedding light on the multi-dimensional nature of data protection
compliance in Brazil’s messaging app sector. Rather than merely cata-
loguing compliance or non-compliance, it seeks to understand the sub-
tler dynamics behind policy formulation and presentation, highlight-
ing why basic LGPD principles may remain obscured and ineffectively
communicated.

Looking forward, this investigation opens several promising ave-
nues for further research. Future studies could delve deeper into the
socio-technical interplay between policymaking, technological design,
and legal requirements, especially as regards the implications of embed-
ding generative Al to improve the set of functions offered by the apps.
Additionally, empirical research involving user perceptions and experi-
ences could reveal how differently the presentation of these documents
(and information) actually impacts users’ comprehension and trust.
Such insights would be invaluable for regulators, developers, and advo-
cacy groups striving to enhance the transparency, accountability, and
ultimately, the efficacy of data protection under the LGPD.

In conclusion, ensuring that Privacy Policies (or Notices) are both
legally robust and meaningfully communicative is not simply a matter of
checking regulatory boxes; it is a vital component of fostering trust and
protecting fundamental rights. Messaging platforms play a crucial role
in mediating this relationship, and their policies must evolve beyond
superficial compliance toward genuine transparency and engagement
with data subjects. Only then can the LGPD be fully implemented in
practice, establishing a data protection culture that is not only aspira-
tional but also effective.
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Abstract: This article provides a comprehensive historical and leg-
islative analysis of freedom of expression in Brazil, tracing its evolution
from 1964 to 2021. By examining the House of Representatives’ Diaries
and infraconstitutional legislation, the study reveals how Brazil’s legal
framework has continually balanced the protection of free speech with
the imposition of necessary limitations, reflecting the country’s shifting
political regimes and technological advancements. The research high-
lights the transition from overt state censorship during the military dic-
tatorship to the democratic guarantees enshrined in the 1988 Constitu-
tion of the Republic and explores how contemporary challenges — such
as digital disinformation and judicial intervention — have reshaped the
boundaries of expression. Recent events, including high-profile disputes
involving digital platforms and landmark judicial decisions, illustrate the
ongoing tension between platform autonomy and regulatory oversight.
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Notably, the Supreme Federal Court’s 2025 ruling on Article 19 of the
Civil Framework for the Internet marks a significant shift towards greater
platform accountability, requiring proactive content moderation and
robust self-regulation. The article’s methodology encompasses a quali-
tative review of approximately 6,000 legislative records and 33 pieces
of legislation, focusing on periods of heightened censorship, demo-
cratic transition, and the digital era. The findings demonstrate that
limits on freedom of expression have long been considered compatible
with democratic values in Brazil, with restrictions evolving to address
new societal risks. This historical perspective offers essential insights
for understanding current debates and informs future policy considera-
tions in Brazil’s dynamic digital landscape.

Keywords: Digital platforms, Content moderation, Censorship,
Freedom of expression, Legal history

1. Introduction

This study charts the legislative journey of freedom of expression
in Brazil from 1964 to 2021, revealing a dynamic evolution shaped by
shifting political regimes and rapid technological change. By analysing
the House of Representatives’ Diaries (Diario do Congresso Nacional)
and infraconstitutional legislation, it concludes that Brazilian legal
framework and legislative history highlight that certain limits on free-
dom of expression have long been considered compatible with demo-
cratic values. The ongoing tension between safeguarding free speech
and imposing necessary limitations has defined Brazil’s legal and poli-
tical landscape — from the overt state censorship of the military regime
to the democratic guarantees enshrined in the 1988 Constitution. This
historical perspective provides a useful lens for understanding the con-
temporary challenges facing freedom of expression in Brazil, especially
as new digital realities and judicial interventions continue to reshape
the boundaries of speech.

This ongoing evolution is vividly illustrated by events and trends
in Brazil’s digital public sphere over the past few years. On 6 January
2022, the hashtag #TwitterApoiaFakeNews (TwitterSupportsFake-
News) gained momentum on Twitter (now X) in Brazil. Users expressed
their dissatisfaction with the prevalence of anti-vaccination rhetoric and
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COVID-19 misinformation. In response, the advocacy group Sleeping
Giants Brasil posted the following message:

@TwitterBrasil must heed the concerns of its users, who refuse to tole-
rate the rampant spread of disinformation. We need a clear stance
and a reporting mechanism for falsehoods, akin to what is already
available in the United States. Use #TwitterApoiaFakeNews and
help intensify the pressure.t

This call to action referenced a tool designed to report posts contain-
ing misinformation about the COVID-19 pandemic. Twitter confirmed
to the Brazilian news portal G1 that such a feature had been tested since
August 2021 in jurisdictions such as the United States, South Korea,
and Australia.?

A few days later, on 13 January 2022, the suspension of the Twitter
account of prominent Brazilian businessman Luciano Hang due to
breaches of the platform’s policies sparked intense debate. Hang claimed
that the ban followed his posting of content by Dr José Augusto Nasser,
a right-wing physician who commented on child vaccination policies
and discussions in the Brazilian Senate concerning the introduction of a
health passport.® Hang maintained that this suspension was an affront
to his constitutionally protected freedom of expression and opinion.

During the tenure of former President Jair Bolsonaro in Brazil, there
were significant efforts to limit content moderation by digital platforms,
including proposed amendments and vetoes related to legislation such
as Bill No 2330/2023, which aimed to curtail the discretion of these
platforms in moderating content.*

The dispute involving Elon Musk, owner of X, and Justice Alexandre
de Moraes of Brazil’'s Supreme Federal Court (Supremo Tribunal

!t Sleeping Giants Brasil, Tweet (6 January 2022) https://twitter.com/sleepgiantsbra accessed
December 9, 2024.

2 G1, ‘Twitter testa ferramenta para denunciar fake news nos EUA, Coreia do Sul e Austrélia’
(G1, 17 January 2022) https://gl.globo.com/ accessed on December 9, 2024.

3 Daniel Porto, Gisele Alecrim and Henrique Andrade, “Twitter suspende conta de Luciano
Hang, dono da Havan’ TecMundo (13 January 2022) https://www.tecmundo.com.br/
accessed on December 9, 2024.

4 On attempts to limit the discretion of platforms to remove content, see Projeto de Lei No
2330/2023 (Brazil) https://www.camara.leg.br/ accessed on December 9, 2024.
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Federal, STF), illustrates the ongoing tension between platform auton-
omy and judicial intervention. Between August and September 2024,
Justice Moraes imposed a general block on X in Brazil, in addition to
millionaire fines against it on the grounds that the platform would have
willfully and persistently circumvented the block through an update that
used cloud services offered by third parties, such as Cloudflare, Fastly
and Edgeuno, allowing some Brazilian users to illegally access X with-
out the need for a VPN.5

These are just some of the starring cases of litigation involving con-
tent moderation by digital platforms in Brazil. Courts have dealt with
claims involving individual users, companies and Big Tech. The Sao
Paulo State Court of Justice, for instance, has presided over hundreds
of cases in which users seek the reinstatement of accounts or removed
content from platforms such as Facebook, YouTube, Twitter, and
Instagram, judging cases based on very different kinds of legal argu-
ments, and offering a wide range of outcomes.®

In 2024, the Superior Court of Justice (Superior Tribunal de Justica,
STJ) issued a landmark ruling affirming that platforms are not only per-
mitted but indeed ought to remove content that violates their policies.”
This decision reinforces the legitimacy of content moderation practices
and underscores the evolving legal consensus that online platforms
carry responsibilities commensurate with their role as gatekeepers of
digital communication.

Alongside these developments, Brazil has just witnessed the review
of Article 19 of the Civil Framework for the Internet (CRFI), which estab-
lishes a general liability limitation for content providers, who should
only be held accountable for damages resulting from third-party content

5 The Guardian, “Brazil’s top court lifts Twitter ban but fines company over failure to block
accounts” (19 September 2024) https://www.theguardian.com/technology/2024/sep/19/bra-
zil-twitter-ban-fine-musk-alexandre-de-moraes accessed on December 10, 2024.

¢ For representative cases, see Tribunal de Justica do Estado de Sdo Paulo case law reposi-
tory, accessible at https://www.tjsp.jus.br/, accessed on December 9, 2024.

7 Carlos Affonso de Souza, “STJ decide que YouTube pode (e deve) moderar contetudo: por
que isso importa?” (UOL, 24 October 2024) https://www.uol.com.br/tilt/colunas/carlos-affon-
so-de-souza/2024/10/24/stj-decide-que-youtube-pode-e-deve-moderar-conteudo-por-que-
isso-importa.htm accessed on December 9, 2024.
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if they refuse to comply with a court order.® On June 26, 2025, Brazil’s
STF partially declared Article 19 of the CRFI unconstitutional, shift-
ing away from a strict “judicial order only” liability rule. Now, platforms
can be held liable for unlawful content or inauthentic accounts just by
receiving extrajudicial notice — no court order needed. Moreover, if con-
tent has already been deemed unlawful, platforms must remove identi-
cal reposts even without a new court decision, and there’s a presumption
of liability for boosted content or content spread by bots unless the plat-
form can prove they acted diligently.

This landmark decision could mean that what used to be the excep-
tion for platform liability — acting without a court order — has become
the new normal. While the STF avoided calling it “strict liability,” the
introduction of numerous legal presumptions nudges Brazil towards an
almost automatic system of accountability for internet providers. This
new precedent, which also extends to email, closed meeting, and private
messaging services (for interpersonal communication), now requires
platforms to implement robust self-regulation, transparent reporting
channels, and to have legal representation in Brazil, urging all online
services to urgently adapt their content moderation practices.

Within this multi-sided context, this study aims to provide a com-
prehensive examination of the legislative debates concerning freedom
of expression and its constraints in Brazil, especially as they inform the
regulation of online content. It seeks to establish a historical and con-
ceptual foundation for understanding freedom of expression and its
shifting contours over time. As Carlos Maximiliano has observed, an
appreciation of legal norms is best attained by examining their histori-
cal evolution and the changes they have undergone, thus clarifying the
current role and meaning of such norms.°

This study focuses on the House of Representatives’ Diaries and
infraconstitutional legislation (excluding state and municipal laws)
spanning from 1964 to 1974 (covering the early and most repres-
sive years of the military regime), 1985 to 1991 (the transition from

8 Lei No 12.965, de 23 de Abril de 2014 (Marco Civil da Internet) DOU 24.04.2014, art
19. Judicial review materials accessible at Supremo Tribunal Federal https://www.stf.jus.br/
accessed on December 9, 2024.

° Carlos Maximiliano, Hermenéutica e Aplicacdo do Direito (19™ edn, Forense 2002) 114.
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dictatorship to democracy), and 2015 to 2021 (when the debate on
freedom of expression in digital environments and the spread of misin-
formation intensified). The research also examines all legislation from
1964 to 2021 which contains the keyword ‘freedom of expression’.

It is important to note that the scope of this research extends up
to 2021, a deliberate choice reflecting the period during which the pri-
mary data collection and analysis for this study were conducted. While
acknowledging the rapid and significant developments in the legal and
technological landscape concerning freedom of expression since then,
this historical demarcation allows for a focused examination of specific
legislative trends and conceptual shifts within the chosen timeframe.

The study addresses the following questions: What concepts and
interpretations of censorship have emerged in Brazil’s legislative debates from
1964 to 2021, and in what ways have lawmakers approached and justified
possible limitations on freedom of expression? Furthermore, to what extent
have these legislative perspectives and rationales continued or evolved follow-
ing the adoption of the 1988 Constitution?

The first part of this paper analyses extracts from the House of Rep-
resentatives’ Diaries, presenting a concise overview of legislative debates
on freedom of expression and its limitations. The subsequent section
discusses infraconstitutional rules pertaining to freedom of expression,
providing critical reflections on their evolution. Finally, the paper turns
to the contemporary discourse around content moderation by internet
application providers — informing legal and policy debates in the digital
age.

2. Methodology

The methodology employed for this study involved the analysis of
two primary sources: (i) editions of the House of Representatives’ Dia-
ries, the official publication of the House of Representatives, which
encompasses various information, including minutes of committee
meetings, plenary sessions, and proposals;'® and (ii) infraconstitutional

10 Please see: https://www.congressonacional.leg.br/legislacao-e-publicacoes/glossario-leg-
islativo/-/legislativo/termo/diario da camara dos deputados dcd. Accessed on February 4th,
2022.
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legislation, excluding state and municipal laws, spanning the period
from 1964 to 2021.

In reference to (i), a comprehensive examination was conducted
on all editions of the House of Representatives’ Diaries spanning three
distinct timeframes: (1) from 1964 to 1974, encompassing the com-
mencement of the dictatorial regime through to the conclusion of the
era characterized by heightened violence and censorship; (2) from 1985
to 1991, marking the onset of the transition from military dictatorship
to the democratic regime; and (3) from 2015 to 2021. This analysis spe-
cifically targeted editions that made reference to the term “freedom of
expression.”*! The selection of date ranges for analysis was determined
by considerations of both temporal constraints and technical feasibility,
aimed at offering a comprehensive albeit partial historical perspective
of legislative discussions regarding the right to freedom of expression
and its boundaries in Brazil. The daily editions were scrutinized using
the search platform provided by the House of Representatives, with each
year constituting a distinct search.!?

With regard to (ii), a search was carried out for infraconstitutional
legislation based on a search for the term “freedom of expression” on the
Planalto®® Legislation Portal'* and the Federal Official Gazette!® state
and municipal laws were not included.

11 References to the House of Representatives’ Diaries (“Didrio do Congresso Nacional”)
throughout the article vary due to the historical change in the names of the Collection of
House of Representatives, which between 1946 and 1995 were called the Diary of the
National Congress (Section I, between 1953 and 1995), and from 1995 onwards were called
the Diary of the House of Representatives. Available at: http:/imagem.camara.leg.br/diarios.
asp. Accessed on February Sth, 2022.

2 Available at: https://imagem.camara.leg.br/pesquisa diario basica.asp. Accessed on
December 9, 2024..

13 Please note that ‘Planalto’ stands for the official residence of the Brazilian Presidency.

4 Presidéncia da Republica (Brasil), ‘Legislagdo’ http://www4.planalto.gov.br/legislacao/
accessed on December 10, 2024.

'S Imprensa Nacional (Brasil), ‘Pagina Inicial’ https://www.gov.br/imprensanacional/pt-br
accessed on December 10, 2024.
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1. Results
a. House of Representatives’ Diaries

Approximately 6,000 editions of the House of Representatives’
Diaries were analysed, from which 477 were selected*® that contained

t6 They are: 15.2.1965; 7.10.1967; 14.2.1968; 19.6.1968; 26.11.1968; 13.5.1970;
28.5.1971; 10.6.1972; 3.8.1972; 5.2.1974; 7.3.1974; 9.3.1974; 19.4.1974; 7.3.1985;
15.3.1985; 23.3.1985; 13.4.1985; 12.6.1985; 27.8.1985; 1.10.1985; 4.4.1986;
22.5.1986; 13.6.1986; 26.8.1986; 4.12.1986; 19.5.1987; 30.10.1987; 25.3.1988;
16.6.1988; 20.10.1988; 8.11.1988; 18.11.1988; 25.2.1989; 28.2.1989; 1.3.1989;
16.3.1989;23.3.1989; 1.4.1989; 5.4.1989; 19.4.1989; 21.4.1989; 28.4.1989; 12.5.1989;
30.5.1989; 7.6.1989; 23.6.1989; 29.6.1989; 29.6.1989; 24.8.1989; 14.9.1989;
15.9.1989; 29.9.1989; 20.10.1989; 25.10.1989; 20.3.1990; 28.3.1990; 24.4.1989;
8.6.1990; 19.6.1990; 10.10.1990; 25.1.1991; 9.3.1991; 28.3.1991; 2.4.1991; 3.5.1991;
28.61991; 7.8.1991; 17.8.1991; 26.9.1991; 25.10.1991; §5.12.1991; 11.12,1991;
12.12.1991; 16.12.1991; 17.12.1991; 4.2.2015; 5.2.2015; 10.2.2015; 11.2.2015;
26.2.2015;27.2.2015; 5.3.2015; 6.3.2015; 11.3.2015; 19.3.2015; 25.3.2015; 27.3.2015;
1.4.2015; 7.4.2015; 8.4.2015; 10.10.2015; 18.4.2015; 23.4.2015; 28.4.2015; 15.5.2015;
10.6.2015; 12.6.2015; 17.6.2015; 2.7.2015; 8.7.2015; 17.7.2015; 22.8.2015; 10.9.2015;
18.9.2015; 10.10.2015; 22.10.2015; 23.10.2015; 25.11.2015; 19.12.2015; 19.02; 2016;
24.2.2016; 25.2.2016; 6.4.2016; 7.4.2016; 27.4.2016; 29.4.2016; 4.5.2016; 20.5.2016;
2.6.2016; 9.6.2016; 30.6.2016; 8.7.2016; 11.8.2016; 16.8; 2016; 17.8.2016; 20.8.2016;
1.9.2016;17.9.2016;26.10.2016;19.1.2017,3.2.2017,17.2.2017,22.2.2017,10.3.2017,
14.3.2017,16.3.2017,22.3.2017,23.3.2017,24.3.2017, 31.3.2017, 1.4.2017, 7.4.2017,
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7.6.2017,10.6.2017,13.6.2017, 15.6.2017,27.6.2017, 28.6.2017, 29.6.2017, 5.7.2017,
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14.9.2017, 20.9.2017, 21.9.2017, 22.9.2017, 27.9.2017, S5.10.2017, 7.11.2017,
4.10.2017, 10.10.2017, 18.10.2017, 19.10.2017, 20.10.2017, 24.10.2017, 25.10.2017,
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relevant passages referring to discussions on freedom of expression in
different contexts. The qualitative research, the results of which will be
presented below, was based on analysing the relevant passages found in
the 477 editions selected.

1964-1974: Military dictatorship and censorship

In the early years of the military regime, references to freedom of
expression frequently took the form of criticism by opposition Members
of Parliament (MPs) against governmental repression and censorship.
In a 1965 session, for example, Deputy Jodo Herculino condemned the

29.5.2019, 30.5.2019, 26.6.2019, 3.7.2019, 5.7.2019, 11.7.2019, 18.7.2019, 17.8.2019,
23.8.2019, 24.8.2019, 27.8.2019, 29.8.2019, 30.8.2019, 3.9.2019, 6.9.2019, 11.9.2019,
12.9.2019; 13.9.2019, 18.9.2019, 19.9.2019, 20.9.2019, 26.9,2019, 4.10,2019,
5.102019, 8.10.2019, 9.10.2019, 12.10.2019, 16.10.2019, 17.10.2019, 18.10.2019,
22.10.2019, 23.10.2019, 25.10.2019, 30.10.2019, 31.10,2019, 1.11.2019, 2.11.2019,
6.11.2019, 9.11.2019, 12.11.2019, 13.11.2019, 21.11.2019, 29.11.2019, 3.12.2019,
4.12.2019, §.12.2019, 12.12.2019, 13.12.2019, 18.12.2019, 19.12.2019; 21.12.2019;
4.2.2020, 6.2.2020, 7.2.2020, 12.2.2020, 19.2.2020, 21.2.2020, 3.3.2020, 6.3.2020,
11.3.2020, 13.3.2020, 8.4.2020, 17.3.2020, 24.4.2020, 29.4.2020, 15.5.2020,
27.5.2020, 28.5.2020, 29.5.2020, 3.6.2020, 4.6.2020, 5.6.2020, 6.6.2020, 10.6.2020,
17.6.2020, 18.6.2020, 19.6.2020, 26.6.2020, 1.7.2020, 2.7.2020, 8.7.2020, 11.7.2020,
15.7,2020, 16.7,2020, 21.7,2020, 23.7.2020, 30.7.2020, 5.8.2020; 6.8;2020, 11.8.2020,
12.8.2020, 14.8.2020, 19.8.2020, 28.8.2020, 2.9.2020, 22.9.2020, 25.9.2020,
30.9.2020, 2.10.2020, 7.10.2020, 28.10.2020, 29.10.2020, 30.10.2020, 5.11.2020,
20.11.2020, 24.11.2020, 4.12.2020, 8.12;2020, 10.12.2020, 11.12.2020, 12.12.2020,
17.12.2020, 19.12.2020; 23.12.2020; 1.2.2021, 3.2.2021, 9.10.2021, 10.2.2021,
12.2.2021, 20.2.2021, 23.2.2021, 24.2.2021, 25.2.2021, 26.2.2021, 27.2.2021,
3.3.2021, 4.3.2021, 6.3.2021; 9.3.2021, 10.3.2021, 11.3.2021, 18.3.2021, 17.3.2021,
24.3.2021,27.3.2021, 31.3.2021, 1.4.2021, 6.4.2021, 13.4.2021, 14.4.2021, 15.4.2021,
17.4.2021,20.4.2021, 21.4.2021, 24.4.2021, 27.4.2021, 30.4.2021, 5.5.2021, 7.5.2021,
12.5.2021, 13.5.2021, 14.5.2021, 21.5.2021, 22.5.2021, 26.5.2021, 10.6.2021,
22.6.2021,17.6.2021, 25.6.2021, 1.7.2021, 8.7.2021, 10.7.2021, 13.7.2021; 15.7.2021,
17.7.2021, 5.8.2021, 7.8.2021, 18.8.2021, 20.8.2021, 21.8.2021, 25.8.2021, 26.8.2021,
1.9.2021, 2.9.2021, 4.9.2021, 9.9.2021, 10.9.2021, 11.9.2021, 16.9.2021, 18.9.2021,
1.9.2021, 2.9.2021, 4.9.2021, 9.9.2021, 10.9.2021, 11.9.2021, 16.9.2021, 18.9.2021,
14.10.2021, 15.10.2021, 20.10.2021, 28.10.2021, 29.10.2021, 9.11.2021, 13.11.2021;
17.11.2021,18.11.2021; 19.11.2021, 25.11.2021, 3.12.2021, 10.12.2021 ¢ 15.12.2021.
Available at: https://imagem.camara.leg.br/pesquisa diario basica.asp. Accessed on Decem-
ber 9, 2024.
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curtailment of freedoms and political persecution of parliamentarians.'”
Similarly, debates from 1967 reveal MPs voicing concerns that, despite
claims of democratic ideals, the government’s policies severely restricted
freedom of speech and assembly.'®

From 1968 onward, following the enactment of Institutional Act No
5 (AI-S), parliamentary discourse increasingly endorsed state-imposed
limitations on freedom of expression to maintain public order.!® Dis-
cussions on Decree-Law 1.077/1970, for instance, addressed the cen-
sorship of books and periodicals, highlighting the tension between
alleged national security interests and the preservation of fundamental
freedoms.?°

Between 1970 and 1974, discussions about freedom of expression
prevailed in the context of press freedom, political freedom and trade
union freedom. For example, in the context of parliamentary discus-
sions on Bill 86/1971, which, among other things, dealt with trade
union freedom, deputy Peixoto Filho stated that the concept of freedom
with responsibility constituted the norm.

Freedom of expression was also mentioned in the context of the dis-
cussion of a decree intended to regulate the general administration of
the Post Office in 1972. In this context, deputy José Mandelli empha-
sised the importance of expanding the communications network and
guaranteeing freedom of expression, especially political freedom.?!

In the same year, deputies Dayl de Almeida, from the ARENA party,
and Pacheco Chaves, from the MDB, spoke out about the concept of
press freedom in Brazil, after parliamentarians raised controversy about
the MDB’s claims that its members’ political freedoms and freedom of
expression were being violated by the military regime. On that occasion,
deputy Pacheco Chaves reported that newspapers were censored due to
the presence of government censors in the newspaper editorial group
itself, or due to the group’s fear of reprisals from the State for the content
published.??

7 Didrio do Congresso Nacional (1965) 279-280.

8 Didrio do Congresso Nacional (1967) 6404-640S5.
19 Ato Institucional No 5 (Brazil) 13 December 1968.
20 Didrio do Congresso Nacional (1970) 12-13.

21 Didrio do Congresso Nacional (1972) 705-706.

22 Didrio do Congresso Nacional (1972) 2410.
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1985-1991: Transition to democracy and rethinking limits

With the gradual end of the military dictatorship and Brazil’s return to
democracy, legislative debates reflected a renewed emphasis on disman-
tling censorship and restoring free speech. MPs critiqued ‘self-censor-
ship’ practised by media outlets under economic and political pressures,
noting that while overt censorship had diminished, the fear of state
reprisal lingered.??

This issue was addressed by PMDB deputy Luiz Henrique in 1985, a
period of effective transition from the military dictatorship to the demo-
cratic regime, who described the censorship carried out by newspapers
at the time as self-censorship due to economic pressure from the govern-
ment media:

“Mr Luiz Henrique: (...)  was a Deputy in this House during the
AI-5, during the lamentable and obscure time when newspa-
pers were forced to replace articles that were cut off in the news-
room, removed from the machines by agents of the Federal
Censorship and replaced with odes to Camdes or photographs
of flowers (...) We are living through censorship and self-censorship.
Self-censorship stems from the economic pressuve of the government
media, from the fear of a broadcasting concessionaire of losing the
concession or suffering other sanctions. Yes, we are living through
terrible times of censorship, of limiting creativity and artistic, cultu-
ral and intellectual production in Brazil [emphasis added] (...)"**

The idea of self-censorship was apparently used to designate the
option of newspapers to replace stories and information due to the eco-
nomic pressure exerted by the State, in view of the fear of losing the
broadcasting concession contract signed with the Government, or suf-
fering other sanctions of an economic nature — a concept that in no way
resembles the moderation of content by application platforms, based on
their business model, as will be better explored in the Conclusion.

During these years, the concept of ‘freedom with responsibility’ also
emerged, as lawmakers contemplated how to ensure freedom of expres-
sion without reverting to past abuses. Discussions surrounding proposed

23 Didrio do Congresso Nacional (1985) 2974.
24 Didrio do Congresso Nacional (1985) 2974.
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legislative measures, including those concerning press laws and public
officials’ expression on political matters, underscored the belief that
unfettered freedom of expression should not come at the expense of
democratic stability and social welfare.?®

Throughout 1985 there were discussions about the importance of
freedom of expression, as well as the existence of limits to its exercise
— a consequence of a process of political reopening that generated the
anxieties and fears of parliamentarians in relation to the regulation of a
right that had been suppressed by the State, not only in practice, but also
in the normative field, such as Art. 9 of AI-5, which authorised the Pres-
idency of the Republic to impose press censorship if “necessary for the
defence of the Revolution”, as well as Decree-Law 1077/1970, which
enabled “the moral censorship of books and recreational magazines, but
not the political censorship of news or information”.

In this context, when giving its opinion on Bill 267/83-SF, which
aimed to give military personnel in the paid reserve of the Armed Forces
the right to express themselves on matters of a political nature, the
National Security Commission pointed out that the objective in ques-
tion was in line with the right to freedom of expression, provided that
such freedom did not jeopardise national security.?®

Moreover, Congresswoman Lucia Viveiros proposed Bill
5.099/1985, which sought to amend the press law in order to impose
sanctions on public servants who, even on the basis of true news or
real facts, advertised in the unofficial media of municipal, state or fed-
eral governments. This bill passed the scrutiny of the Constitution and

25 For example, see José Jorge’s speech at the Chamber of Deputies session on 1 October
1985: “Mr José Jorge - This six-month period of conciliation and political pacification has
evened out the onslaughts of those who want to radicalise and riot, which demonstrates
the national unanimity around the ideal of democracy. Brazilian public opinion is aware of
the effort that the political class has made to overcome the forms of authoritarianism that
still remain in power, as real obstacles to the regime of freedom with responsibility that all
Brazilians have been waiting for for so long. Yes, Mr President, ladies and gentlemen, since
authoritarianism is the antithesis of political activity, democracy cannot prevail where it is
installed. This has been the essence of the National Congress’ struggle and is the permanent
goal of every representative of the Brazilian people.” Didrio do Congresso Nacional (1985)
11070.

26 Didrio do Congresso Nacional (1986) 4264.
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Justice Committees and the Communications and Information Tech-
nology Committee.?”

Still in relation to the delimitation of the right to freedom of expres-
sion, the manifesto of the National Campaign for Women’s Rights con-
tained demands regarding the new Federal Constitution and which
included, in the Education and Culture section, the provision for the
duty of the State to ensure “freedom of thought and expression: freedom
of production, distribution and dissemination of cultural products by
the media, provided that they do not convey prejudices and discriminatory
stereotypes [emphasis added].”?®

The House of Representatives’ Diaries also reveal that the desire
to combat censorship and protect freedom of expression was almost
always accompanied by statements opposing the State’s desire to protect
the information to which Brazilian society had access. As an illustra-
tion, the manifesto of the Movement for the End of Censorship, which
included representatives from civil society, presented on 19 May 1987,
stated that the Movement did not “accept that the state should be able to
guard the Brazilian population, deciding on their behalf what they can
see, read or listen to” being instead “convinced that only in this way will
Brazilians be able to fully exercise their citizenship.”?°

Furthermore, in the years leading up to the promulgation of the
Constitution, freedom of expression remained predominantly linked in
legislative debates to freedom of the press and political freedoms (such
as the Opposition’s right to power and the right to vote). For instance,
the justification for Bill 257/1987, authored by deputy Fausto Rocha,
which established National Freedom of Expression Day, highlighted
that freedom of press is part of a broader freedom of expression, since
it was “through the media that society learns about what is happening
in the country and in the world and, on the basis of the information
received, exercises its inalienable right to decide [between freedom of
expression and freedom of the press in the legislative sphere].”3¢

27 Didrio do Congresso Nacional (1986) 5748.
28 Didrio do Congresso Nacional (1986) 8166.
2% Didrio do Congresso Nacional (1987) 1711.
30 Diario do Congresso Nacional (1987) 3312.
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Pronouncements of ARENA’s deputies Sim&o Sessim and Manoel
Moreira of the PMDB on the right to freedom of expression on the eve of
the publication of the Constitution also draw attention to the impartial-
ity, commitment and independence of the press, as well as access to the
truth of facts and events, as fundamental elements for ensuring freedom
of expression:

“Mr Simé&o Sessim — The exercise of journalistic activity, in
order to acquire credibility with public opinion, requires above
all impartiality, independence and commitment only to the reader
[emphasis added]. In so doing, the press places itself as the authentic
guardian of freedom of expression, and thevefore of democracy, and
in fulfilling this important role it acquires consistency as an institu-
tion of value in the daily lives of the communities to which it belongs.
(...) Paranhos de Siqueira exemplified, in its entirety, the para-
digm of the journalist: seriousness, responsibility and respect in the
process of informing. [emphasis added].”3?

“Mr Manoel Moreira — Mr President, ladies and gentlemen,
research shows and experience proves that teaching and jour-
nalism are concrete instruments for guaranteeing the freedom
of a people. The first, if well practised, provides citizens with a
path to the inexhaustible sources of knowledge; the second, if well
practised, provides people with direct access to the truth of facts, of
events; in short, both represent legitimate, safe channels that lead to
democracy [emphasis added].”*?

About a month after the publication of the Federal Constitution,
which took place on October 5, 1988, in a debate on new perspectives and
challenges in the light of the new constitutional order, deputy Anténio
de Jesus, from the PMDB, drew attention to “the issue of the abuses
that have been committed by some television stations in broadcasting
programmes and commercials full of images and concepts that hurt
the moral standards and assault the consciences of thousands of Bra-
zilian families,” in order to request that this issue be addressed by the

31 Didrio do Congresso Nacional (1988) 1749.
32 Didrio do Congresso Nacional (1988) 176S5.
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Chamber of Deputies on future occasions.?? In his speech, the deputy
suggested some conceptual guidelines to address the issue of the limits
of freedom of expression based on a systematic interpretation of the new
Constitution (art. 5, items IV and IX), as shown below:

“Mr Antbnio de Jesus (...) - A so-called freedom that does not res-
pect the limits imposed by the legitimate right of others — who are
also free — will be as pernicious and destructive as any regime of
exception [emphasis added]. Any country that wants to demo-
cratise and develop in all aspects — economic, social and cul-
tural — needs to find this balance, translating it into clear rules
of coexistence. We have made these general and philosophical
considerations in order to address an issue that, despite having
received satisfactory constitutional treatment, has not, in our view,
been dealt with in practice in the best interests of society [emphasis
added]. This is the issue of the abuses that have been commi-
tted by some television stations in broadcasting programmes
and commercials full of images and concepts that hurt moral
standards and attack the consciences of thousands of Brazilian
families. By enshrining the principles of the free expression
of thought and the free manifestation of intellectual, artistic,
scientific and communication activity, regardless of censorship,
embodied in sections IV and IX of Article 5, the new Constitu-
tional Charter intended to guarantee Brazilians an elementary
right recognised throughout the civilised world, putting an end
to the obscurantism that had reigned until then. However, these
freedoms need to be considered from the perspective of the social func-
tion they aim to fulfil, i.e. social development and people’s well-being,
and not be raised as absolute flags [emphasis added]. In the speci-
fic case of mass communication, the Constitution itself, in Chapter
V of Title VIII, by reaffirming the principle of freedom of expression
and expressly prohibiting any and all political, ideological or artistic
censorship, has imposed rules to guide the correct use of vehicles that
propagate information [emphasis added], especially radio and
television. (...) It is thevefore necessary for the law to urgently create

33 Didrio do Congresso Nacional (1988) 3854.



74

FERNANDA CARVALHO DIAS DE OLIVEIRA SILVA,
NICOLE DE BARROS MOREIRA REIS

the mechanisms for the defence of the person and the family advocated
by the Constitution and for society, through its legitimate channels of
expression, to repudiate the perfidy of businessmen who, brutalised
by the vision of profit, have lost awareness of their duty as citizens
[emphasis added]. The media provide a public service; the
exploitation of television channels and radio stations is a con-
cession from the State. The interests of the community, which
wants leisure, information and culture, must therefore prevail in
their use, and not be attacked in their moral conscience.”?4

The discussion about controlling the content broadcast by televi-
sion stations continued at the session on 21 February 1989. When dis-
cussing the bill sent by the Executive Branch to regulate art. 220 of the
Constitution, PFL deputy Costa Ferreira also pointed out that, in his
opinion, the maturing of the precept of freedom of expression would lead
to a situation in which the material broadcast by broadcasters would be
at the discretion of their social responsibility, under penalty of violating
arts. 220, §3, item II and 221, item IV of the Constitution-which deal
with guarantees for the individual and the family in the face of radio and
television programmes that disrespect ethical and social values. See:

“Mr Costa Ferreira — (...) In 1989, after a personal appeal
from the Minister of Justice to those responsible for the broa-
dcasters, there was moderate broadcasting, which we hope to
improve much more, without prejudice to news, leisure and the
variety of programming. The broadcasters themselves set limits
on what should be shown, without being coerced by the public
authorities and without being bound by draconian legal provi-
sions, as was the case in the past. It is possible that getting used to
the precepts of freedom of expression will lead to a situation where no
legal prohibition is necessary, leaving it up to the broadcasters’ social
responsibility to ensurve the quality of the material they broadcast
[emphasis added], under penalty of violating the legal precepts
mentioned below: ‘Art. 220. (...) § 3 II, establishes legal means
that guarantee the person and the family the possibility of
defending themselves against radio and television programmes

34 Didrio do Congresso Nacional (1988) 3854-3855.
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or programming that contradict the provisions of art. 221. Art.
221, IV — to respect the ethical and social values of the indivi-
dual and the family.”3®

Since then, discussions about the limits of the media’s freedom of
expression — with television stations as the protagonists — have contin-
ued to take place, especially in the face of alleged abuses related to issues
such as content that is inappropriate for children and adolescents, con-
tent that exploits sex and obscenity, and content that violates ‘ethical
principles.’” In all the legislative discussions examined, the exercise of
limiting freedom of expression prevailed (content that offended against
personal and family rights, for example) — not seen as absolute — with-
out ever returning to the censorship exercised during the military dicta-
torship. In this sense, check out the speech by PMDB deputy Neif Jabur
on 17 August 1991, in defence of the proposal to amend the Constitu-
tion to allow censorship of television stations “when abuses are proven:”

“Speech by Mr Neif Jabur — Over the next few days, Mr Presi-
dent, I will be seeking to collect the signatures needed to pre-
sent a proposal for an amendment to the Constitution, whereby
television stations will have their programmes censored when there is
evidence of sexual abuse, deviant behaviour and other obvious signs
of aggression against ethical principles [emphasis added]. We are
not considering — and it is important to make our objective
clear — re-establishing censorship in Brazil, in political and
ideological terms. After all, we know very well the history of
political censorship practised during dictatorships, its methods,
distortions and consequences. (...) Now, when the National
Constituent Assembly ensured, in art. 220 of the Magna Carta
promulgated in October 1988, that “the manifestation of thou-
ght, creation, expression and information, in any form, process
or vehicle, will not suffer any restriction,” its purpose was only to
prevent the emergence of acts imposing the application of censorship,
but it was never to open up the abuses currently committed. [empha-
sis added].”3®

35 Didrio do Congresso Nacional (1989) 2425.
36 Didrio do Congresso Nacional (1991) 14150-14151.
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Also in relation to the control of the content broadcast by telecoms
stations, it is worth highlighting the discussions, from 1989 onwards, to
the effect that freedom of expression should be accompanied by a com-
mitment on the part of journalistic organisations to the right to informa-
tion and the truth. See the examples below:

“Mr Antbnio Salim Curiati — Article 220 of the Federal Consti-
tution states that the expression of thought, creation, expression
and information, in any form, process or vehicle, shall not be
subject to any restriction... The freedom of expression guaranteed
by the Constitution must be accompanied by a commitment to the
public and to the news broadcast in the media [emphasis added].”3”

“Mr Edivaldo Holanda — (...) The free circulation of informa-
tion, the right to inform, the modulation and even the sound in
the treatment of facts and news are the responsibility of com-
panies in the field.... Freedom of information is linked to freedom
of thought (...) Freedom of expression and the right to information
must coexist. Freedom of expression is the right of those who use it,
but the right to information reaches and encompasses the public to
whowm it is addressed [emphasis added].”3®

2015-2021: Digital era and new debates

Regarding the diaries analysed between 2015 and 2021, discus-
sions about the regulation of television stations prevailed over the first
twenty-five years after the promulgation of the Federal Constitution.
However, in the more recent period, debates on freedom of expression
shifted focus from traditional media to digital platforms. While early
discussions still addressed television and radio programming ethics, a
growing concern emerged regarding disinformation and online content
moderation.

This was first expressed by the discussion of the CRFI, which pre-
sented a new scenario in which the concept of freedom in the digital
space was linked not to the absence of laws, but to the guarantee and

37 Didrio do Congresso Nacional (1989) 1064.
38 Didrio do Congresso Nacional (1990) 2144
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preservation of freedoms enabled by technology and the development of
the Internet.3®

However, far from ending the concerns regarding the regulation of
freedom of expression in cyberspace in Brazil, the CRFI seems to have
only introduced new wave concerns regarding digital platforms, as seen
in the post-2014 diaries. From March 2015 onwards, there has been
widespread discussion about the exercise of the profession of journal-
ist, and the right of non-journalists to have access to the newsrooms of
media outlets — a time when it was also possible to identify a growth
in the debate about the risks of disinformation in Brazilian society. An
illustration of that are statements made by deputies on the proposed
amendment to the Constitution 206/2012, which would make it com-
pulsory to have a degree in Social Communication in order to work as a
journalist.404!

In the following years, the prevailing debates dealt with the limits of
freedom of expression from the perspective of conflicts between funda-
mental rights: for example, between freedom of expression and respect
for religious freedom or the right to be forgotten. These tensions often
arose when expressive acts were perceived to infringe upon deeply held
beliefs, personal reputation, or the desire for past information to remain
private, particularly in an age where digital footprints are indelible. In
addition, there were discussions on the right to demonstrate as part of
the right to freedom of expression, acknowledging the importance of
public assembly as a form of collective speech. Debates also covered the
right of fans of sporting events to freedom of expression, such as dis-
playing banners or chanting slogans,*? and notably, the right of funk
artists to disseminate songs known as “proibidées” — music often char-
acterized by explicit or controversial lyrics that challenged social norms,
prompting discussions on the boundaries of artistic freedom and cul-
tural expression.*3

39 Instituto de Tecnologia & Sociedade do Rio (ITS Rio), O Marco Civil da Internet: da Con-
strucdo a Aplicacio (2017) https://itsrio.org/wp-content/uploads/2017/02/marco civil con-
strucao aplicacao.pdf accessed on December 10, 2024.

40 Didrio do Congresso Nacional (2015) 187.

41 Didrio do Congresso Nacional (2015) 26S.

42 Didrio do Congresso Nacional (2018) 63

43 Didrio do Congresso Nacional (2018) 208.
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In relation to internet application providers, discussions about free-
dom of expression from 2015 onwards, when the CRFI was already in
force, began to focus not only on cyber-crimes, such as libel and slander
against federal deputies, but also on the clash between the idea of abso-
lute freedom of expression and combating the spread of fake news. On
May 17%, 2018, for example, deputy Irméo Lazaro, of the PSC, stated
that the main challenge for the legislative branch, the press and the
electoral justice system was to prevent the spread of fake news “without
curbing freedom of expression and with the speed needed in an election
campaign,” given the speed at which fake news circulates on the main
social networks.44

Regarding latest years (2020-2022), in parallel to the debate about
moderating content on social networks and combating fake news, there
were also discussions about combating various forms of threats to press
freedom, such as threats and attacks on journalists on social networks,
and even recent attacks on journalists perpetrated by former President
of Brazil, Jair Bolsonaro.4®

b. Legislative landscape

Throughout the research conducted, we found 33 pieces of legis-
lation containing the term “freedom of expression” — including laws,
decree-laws and legislative decrees — namely: Decree 10.222/2020;
Decree 977/1993; Decree 10.088/2019; Decree 9.637/2018;
Decree 9.603/2018; Decree 9.522/2018; Law 13.709/2018; Decree
9.306/2018; Decree 9.202/2017; Decree 8.845/2016; Decree
8.827/2016; Decree 8.799/2016; Law 13.284/2016; Decree
8.707/2016;Decree 8.521/2015;Law 12.965/2014; Law 12.852/2013;
Law 12.663/2012; Law 12.485/2011; Decree 7.518/2011; Law
12.343/2010; Decree 6.949/2009; Decree 6.728/2009; Legisla-
tive Decree 186/2008; Decree 6.177/2007; Decree 592/1992; Law

44 Didrio do Congresso Nacional (2018) 208.

45 In this regard, see Bill 2914/2020, authored by PDT deputy Paulo Ramos, which aimed to
increase the penalty for homicide and bodily injury offences for victims who are journalists
and broadcasters in the course of their duties. Available at: https://www.camara.leg.br/prop-
osicoesWeb/prop mostrarintegra?codteor=1897857&filename=PL+2914/2020.  Accessed
on December 9, 2024.
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8.313/1991; Decree 99.710/1990; Decree-law 972/1969; Law
5.250/1967; Decree 55.929/1965; Decree 27.784/1950; and Decree
25.696/1948.

Analysing the content of the legislation found, 5 expressly provided
for some kind of limitation or caveat to the exercise of freedom of expres-
sion: Decree 55.929/1965, Decree 99.710/1990, Decree 592/1992,
Law 12.663/2012 and Law 13.284/2016.

These provisions, despite guaranteeing the right to freedom of
expression, authorise the government to curb certain acts which,
although being a form of expression, generate risks to the rights of third
parties, society or the State.

Decree 55.929/1965, Decree 99.710/1990 and Decree 592/1992
deal with international conventions that guarantee the right to freedom
of expression, but allow it to be restricted in given circumstances:

(i) Decree 55.929/1965, which promulgated the Convention
on Territorial Asylum, signed on 28 March 1954, guarantees
asylees the right to freedom of expression of thought recognised
by the inhabitants of the state which granted the asylum, which
cannot be the subject of a complaint by another state, except
in the case where the manifestations represent incitement to
the use of force or violence against the government of the com-
plaining state;*°

(ii) Decree 99.710/1990, which promulgated the Convention
on the Rights of the Child, guarantees children subject to the
jurisdiction of States Parties the right to freedom of expression
(art. 13.1), authorising its restriction, subject to legal provision,
for the respect of the rights of others and for the protection of

16 “Art. VII. Freedom of expression of thought, which domestic law recognises for all inhabit-
ants of a state, may not be the subject of a complaint by another state based on concepts pub-
licly expressed against it or its government by asylees or refugees, except where such concepts
constitute systematic propaganda inciting the use of force or violence against the government of the

complaining state [emphasis added].”
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national security, public order, or public health and morals (art.
13.2);4748 and

(iii) Decree 592/1992, which enacted the International Cove-
nant on Civil and Political Rights, in its articles 19.1 and 19.2,
guarantees everyone the right to freedom of expression, but pro-
vides that this right may be subject to restrictions provided by
law to ensure respect for the rights of third parties and to protect
national security, public order, health or morals (article 19.3).4°

Laws 12.663/2012%° and 13.284/2016°" provide for measures
relating to sporting events held in Brazil, namely the 2013 FIFA Con-
federations Cup, the 2014 FIFA World Cup and World Youth Day (Law

47 “Article 13 (1) The child shall have the right to freedom of expression. This right shall
include freedom to seek, receive and impart information and ideas of all kinds, regardless
of frontiers, either orally, in writing or in print, through the media of the arts or by any other
means chosen by the child. (2) The exercise of this right may be subject to certain restrictions,
which shall be solely those provided for by law and deemed necessary: a) for respect for the rights or
reputations of others, or b) for the protection of national security or public ovder, or for the protection
of public health or morals [emphasis added].”

48 As the Federal Supreme Court clarified in 2016, this is an expression of the legislator’s
concern to harmonise the right to broad freedom of expression and the duty to protect chil-
dren morally. See: STF, ADI 2.404/DF, rel. Min. Dias Toffoli, j. 31.8.2016.

49 “Art. 19 (1) No one shall be subjected to any form of harassment for his opinions. (2)
Everyone shall have the right to freedom of expression; this right shall include freedom to
seek, receive and impart information and ideas of all kinds, regardless of frontiers, either
orally, in writing, in print, in the form of art, or through any other media of his choice. (3) The
exercise of the right provided for in paragraph 2 of this Article shall entail special duties and respon-
sibilities. Consequently, it may be subject to certain vestrictions, which must, however, be expressly
provided for by law and which are necessary in order to: a) ensuve respect for the rights and reputa-
tion of other persons; b) protect national security, public order, health or morals [emphasis added].”
50 “Provides for measures relating to the FIFA Confederations Cup 2013, the FIFA World
Cup 2014 and the World Youth Day - 2013, which will be held in Brazil; amends Laws Nos.
6.815, of 19 August 1980, and 10.671, of 15 May 2003; and establishes the granting of
bonuses and special monthly allowances to the players of the 1958, 1962 and 1970 World
Cup-winning teams.”

51 “Provides for measures relating to the 2016 Olympic and Paralympic Games and related
events, which will be held in Brazil; and amends Law No. 12.035, of 1 October 2009, which
‘institutes the Olympic Act, within the scope of the federal public administration’, and Law
No. 12.780, of 9 January 2013, which ‘provides for tax measures relating to the holding, in
Brazil, of the 2016 Olympic Games and the 2016 Paralympic Games.”
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12.663/2012), and the 2016 Olympic and Paralympic Games related
events. Art. 28 of both laws, which contains similar wording, determines
the conditions for access and permanence in the official venues of the
events.>?

Unlike the regulations above, which concern the promotion and
regulation of the right to freedom of expression, these laws seem more
focused on limiting the freedom of expression of event participants to
prevent conduct considered harmful. They prevent them, for example,
from carrying symbols of a discriminatory nature (item IV), chanting
discriminatory slurs (item V) and inciting or committing acts of vio-
lence of any kind (item VIII), among others, under penalty of not being
allowed to enter or being immediately removed from the premises (§2).
It is only then that the provisions in question reserve for the recipients
of the laws “the constitutional right to the free exercise of manifestation
and full freedom of expression in defence of the dignity of the human
person” (§1).

Finally, the other 28 pieces of legislation analysed concern exclu-
sively the provision or reinforcement of the constitutional guarantee of
freedom of expression or enshrine it as a principle of the law in question
(as is the case, for example, of Decree 10.088/2019, which deals with
the promulgation of International Labour Organisation conventions

52 “Art. 28 — The following are conditions for access and stay of any person in the Official
Competition Venues, among others: (...) IV — not to carry or display posters, flags, symbols or
other signs with offensive, racist, xenophobic messages or that encourage other forms of discrimina-
tion; V - not to chant discriminatory, racist or xenophobic slogans or songs [emphasis added]; VI —
not to throw objects of any kind inside the sports grounds; VII — not to carry or use fireworks
or any other pyrotechnic devices or devices that produce similar effects, including instru-
ments equipped with laser beams or similar, or that can emit them, except for a team author-
ised by FIFA, or a person or entity appointed by FIFA for artistic purposes; VIII —not to incite
or practise acts of violence, whatever their nature [emphasis added]; IX — not to invade or incite
the invasion, in any way, of the area restricted to competitors, press representatives, author-
ities or technical teams; and X — not to use flags, including bamboo poles or similar, for
purposes other than festive and friendly demonstrations. § Paragraph 1 — The constitutional
right to the free exercise of demonstration and full freedom of expression in defence of the dignity of
the human person is veserved. § Paragraph 2 Failure to comply with the conditions set out in this
article will vesult in the person being unable to enter the Official Competition Venue or being imme-
diately removed from the premises, without prejudice to other administrative, civil or criminal
sanctions. [emphasis added].”
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and recommendations, and Decree 9.637/2018, which establishes the
National Information Security Policy).

3. Conclusion

This study has charted the legislative journey of freedom of expres-
sion in Brazil from 1964 to 2021, revealing a dynamic evolution shaped
by political shifts and technological advancements. Our analysis of the
House of Representatives’ Diaries and infraconstitutional legislation
has illuminated the historical tensions between safeguarding free speech
and imposing necessary limitations, from the overt state censorship of
the military regime to the democratic guarantees enshrined in the 1988
Constitution. This historical understanding is not merely academic; it
provides an essential lens through which to comprehend the contempo-
rary challenges facing freedom of expression in Brazil.

Indeed, the past few years, particularly beyond our primary research
scope of 2021, have underscored the relentless pace of this evolution.
The recent landmark judgment by the STF on Article 19 of the CRFI
exemplifies this ongoing transformation. By largely moving beyond the
strict “judicial order only” prerequisite for platform liability, the STF has
ushered in a more nuanced, risk-based approach to content modera-
tion. This pivotal decision, compelling platforms to assume greater pro-
active responsibility for specific categories of harmful content — from
child sexual exploitation to anti-democratic acts — reflects a critical
judicial response to the scale and speed of online harms. This, alongside
the active debates surrounding new legislative proposals, like Bill No.
2330/2023, concerning online disinformation and digital intermediary
accountability, firmly places Brazil at the forefront of global efforts to
balance free expression with public safety in the interconnected digital
sphere.

It is precisely this dynamic interplay between established consti-
tutional principles and emergent digital realities that defines Brazil’s
current normative framework for freedom of expression. The analysis
of legislative debates in Brazil’s House of Representatives from 1964
to 2021 reveals enduring concerns about freedom of expression, its
scope, and its limitations. In the formulation of the 1988 Constitution,
the legislator was predominantly dealing with a concept of censorship
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rooted squarely in the experiences of the military dictatorship: direct,
state-imposed prior restraint on media, artistic, and intellectual output.
Historically, the term “censorship” was employed to describe such state-
driven efforts, including ending concession contracts with broadcasters
or influencing editorial boards during the military government era. Its
architects meticulously crafted provisions like Articles 5 and 220 to dis-
mantle these mechanisms and prevent their return, focusing on state
non-interference and ensuring that the government could not arbitrar-
ily vet, alter, or ban content before its public dissemination. This under-
standing of censorship was primarily vertical — an abuse of state power
over individual expression. Notably, within this historical period, there
were no legislative discussions regarding contractual or private con-
straints on freedom of expression, such as those potentially exercised by
digital platforms today.

However, the 21% century has introduced entirely new dimensions
to this discussion, fundamentally broadening what we now debate
as “censorship.” The advent of digital platforms has shifted the para-
digm, extending the concern beyond the State’s direct hand to encom-
pass the actions of private entities — the internet application providers.
When these platforms, through their terms of service, content policies,
and algorithmic decisions, remove or restrict user-generated content,
this introduces a complex form of “private” or “platform” censorship.
This dynamic is further complicated by phenomena like the pervasive
spread of disinformation and hate speech. These forms of expression,
while seemingly “free,” can cause profound societal harm, forcing a crit-
ical debate: when does the management of such content by platforms
become a necessary protective measure against defined harms, and
when does it cross the line into undue expressive curtailment?

Throughout these decades, safeguarding freedom of expression was
viewed as integral to preserving other freedoms: press freedom, political
liberties, trade union rights, and artistic expression. Freedom of the press
received particular attention, with debates continuing after democrati-
zation about protecting journalists and ensuring accurate information.
Similarly, workers’ speech focused on trade union rights, and artistic
freedom, especially in television and film, remained a central topic from
the military era through the democratic period. Parliamentarians repeat-
edly emphasized concerns about indecent programming and its impact
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on minors. After 1989, legislative measures restricting media freedoms
were consistently framed not as censorship, but as necessary modifica-
tions of expressive rights to reconcile them with the rights of children,
adolescents, and religious communities. These constraints sought to
reflect the ethical and social values outlined in the Constitution, such
as those contained in Article 221(IV). Importantly, no recorded debates
addressed the ability of private entities to impose similar restrictions
during these periods.

Moreover, the democratic reopening and the drafting of the new
Constitution did not assume absolute freedom of expression. Neither
the State nor private actors were explicitly barred from imposing certain
limits. Before the Constitution’s publication, parliamentarians stressed
the importance of ensuring accurate information to enable meaning-
ful political participation, reinforcing a strong link between freedom of
expression and access to reliable facts. This connection, also noted by
scholars such as Caldas and Fonteles and Conrado, suggests that the
historical understanding of freedom of expression did not encompass
the dissemination of disinformation. Furthermore, during the Constitu-
ent Assembly, civil society groups, including the National Campaign for
Women’s Rights, advocated for the safeguarding of freedom of expres-
sion, contingent upon the condition that it does not perpetuate preju-
dices or discriminatory stereotypes.

The legislative research has unearthed a noteworthy aspect of the
Brazilian legal framework, which allows for the restriction of content
moderation by application providers, particularly when such actions are
taken to address abuses resulting in violations of the rights of third par-
ties, the welfare of society, or the interests of the Brazilian State. This dis-
covery challenges some of the assumptions put forth during contempo-
rary content moderation debates. Furthermore, Laws 12,663/2012 and
13,284/2016, enacted for sporting events in Brazil, further illustrate
these nuances. They authorize immediate removal of individuals from
venues for discriminatory language or incitement of violence, measures
often echoed in social network terms and conditions.

In sum, the Brazilian legal framework and legislative history high-
light that certain limits on freedom of expression have long been con-
sidered compatible with democratic values. Such restrictions are not
tantamount to the censorship of the military dictatorship era. Rather,
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they reflect a constitutional mandate to balance free speech and other
rights and interests. The “self-censorship” described by MPs in the
post-dictatorship era, driven by economic pressure or fear of reprisal,
also resonates with modern discussions about how platforms’ policies
and economic models can inadvertently shape or restrict online dis-
course. Accordingly, arguments likening contemporary regulations or
platform moderation to past authoritarian censorship misread the Con-
stitution’s intentions. They overlook the reality that, historically, free-
dom of expression has always been understood as subject to reasonable
constraints aimed at preserving democratic integrity, social welfare, and
the protection of vulnerable groups. This historical overview, therefore,
provides a vital framework for understanding this enduring democratic
struggle and informs future policy considerations in an ever-evolving
digital landscape.
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A responsabilidade das plataformas pelo
conhecimento (presumido): subsidios para
uma compreensao do artigo 16.°, n.° 3, do
Regulamento dos Servicos Digitais
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Resumo: Este artigo avanca subsidios para uma compreensio e
aplicagdo pratica da norma que resulta da conjugacéo do n.° 3 do artigo
16.° com o artigo 6.° do DSA, debrucando-se, em particular, sobre o
alcance da responsabilidade dos prestadores de servicos intermedidrios
(em particular, plataformas em linha), na sequéncia de uma notificacédo
relativa & presenca de contetudo putativamente ilegal nas suas platafor-
mas ou interfaces. Através de uma abordagem eminentemente juridica,
e préxima, quer dos principios e do enquadramento de Direito da Unido
Europeia no que se refere a responsabilidade das plataformas, quer da
dogmatica dos direitos fundamentais, procura-se resposta para um con-
junto de questdes de estudo. Qual a natureza e o telos da presuncio de
conhecimento do n.° 3 do artigo 16.° do DSA? Que condicdes deverao
estar preenchidas para que se possa presumir o conhecimento da ilega-
lidade de contetidos em linha pelo prestador de servigos intermediarios,
e, em especial, para que se lhe possa ser exigida uma atuagio, sob pena
de perda da isencéo de responsabilidade pelos contetudos de terceiros?
Em particular, que bitola devera ser adotada na determinacgio da sufi-
ciéncia das informacgdes prestadas pelo destinatario do servigo-notifi-
cante? Poder-se-4 encontrar, no n.° 3 do artigo 16.° ou no préprio artigo
6.° do DSA, ancoragem para sustentar a necessidade de um regime
diferenciado, distinguindo entre conteudos ilegais evidentes ou mani-
festos, e conteudos cuja avaliacdo de (i)legalidade carece de uma ana-
lise aprofundada que o prestador ndo estd em condi¢des de (nem tem
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legitimidade para) fazer (no imediato ou sem mais) e que, portanto, ndo
sera de molde a fundar uma responsabilidade pelo conhecimento (pre-
sumido)? Que elementos devem ser considerados, pelas entidades com-
petentes, na avaliacdo da responsabilidade da plataforma? Que medidas
de execucio deverdo ser preferidas em contextos de incerteza (quanto
ao efetivo conhecimento pela plataforma)? Finalmente, tendo em conta
o principio da néo exclusividade da responsabilidade das plataformas,
qual devera ser o papel de autoridades administrativas e jurisdicionais
perante informacdes ou conteudos cuja ilegalidade nao seja manifesta,
gerando duvidas sobre o grau de diligéncia esperado da plataforma?

E para estas questdes que o texto procura avancar respostas ou prin-
cipios de um enquadramento, ndo sé proporcional e razoavel a luz dos
diferentes interesses presentes, como, € bem assim, compativel com o
objetivo de garantir a efetivacdo dos direitos fundamentais em linha.
Em particular, uma vez delimitado o alcance da presuncdo de conhe-
cimento consagrada no artigo 16.°, n.° 3, do DSA — presuncéo ilidivel
e apenas acionada perante notificacdes suficientemente precisas, fun-
damentadas, e atinentes a conteudos manifestamente ilegais —, desen-
volve-se a proposta de uma abordagem diferenciada. Nesta perspetiva,
considera-se necessario distinguir entre conteudos manifestamente
ilegais e aqueles cuja qualificacdo dependa de uma apreciacéo juridica
mais desenvolvida e, em principio, humana e publica. Em articulacio
com esta proposta substantiva, sublinha-se a importancia de uma maior
coordenacio entre plataformas e autoridades competentes, assegurando
uma intervengio acrescida das autoridades administrativas e jurisdicio-
nais na tarefa de qualificacio juridica de conteudos.

Palavras-chave: servicos digitais; plataformas em linha; isencdes
de responsabilidade; mecanismos de notificacéo e agio; conhecimento;
ilegalidade manifesta; direitos fundamentais; public enforcement; private
enforcement.

Abstract: This article provides a theoretical and practical frame-
work for understanding the rule resulting from the combination of
Articles 16(3) and 6 of the DSA. In particular, it focuses on the scope
of the liability of intermediary service providers (in particular, online
platforms) following a notification regarding the presence on their plat-
forms or interfaces of content that may be illegal under the relevant
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legislation. By adopting an approach that is both legally sound and alig-
ned with the principles and framework of European Union law regar-
ding the liability of platforms and the fundamental rights doctrine, we
aim to provide answers to a series of study questions. What is the nature
of the presumption of knowledge set forth in Article 16(3) of the DSA?
What conditions must be met for an intermediary service provider to be
presumed to have knowledge of the illegality of online content, and in
particular for it to be required to take action, under penalty of losing its
exemption from liability for third-party content? What criteria should be
employed when determining the adequacy of the information provided
by the recipient of the service (the notifier)? Could Article 16(3) or Arti-
cle 6 of the DSA itself serve as a basis for advocating a differentiated
regulatory approach, distinguishing between content that is clearly or
manifestly illegal and content whose legality may require an assessment
that the provider is not in a position to make immediately or without fur-
ther ado, and which, therefore, must not give rise to liability for presu-
med knowledge? What factors should the relevant authorities consider
when evaluating the platform’s knowledge and liability? In contexts of
uncertainty as to whether the platform may be deemed to have actual
knowledge, which enforcement measures should be preferred? Ultima-
tely, in light of the principle of non-exclusive responsibility of platforms,
what should be the role of administrative and judicial authorities when
confronted with information or content that is not manifestly illegal,
particularly in instances of uncertainty regarding the degree of diligence
expected of the platform?

The text aims to provide responses and advance principles for a
structured approach that is not only proportionate and reasonable in
light of the various interests at stake, but also consistent with the objec-
tive of ensuring the realisation of fundamental rights online. In par-
ticular, once the scope of the presumption of knowledge enshrined in
Article 16(3) of the DSA has been delimited — a rebuttable presump-
tion that is triggered only by notifications that are sufficiently precise,
well-founded, and relate to manifestly illegal content — a differentiated
approach is proposed. From this perspective, it is considered necessary
to distinguish between manifestly illegal content and that whose quali-
fication requires a more developed legal assessment, one that is, in prin-
ciple, human and public in nature. In conjunction with this substantive
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proposal, the paper underscores the importance of greater coordination
between platforms and competent authorities, ensuring enhanced invol-
vement of administrative and judicial bodies in the legal qualification of
online content.

Keywords: digital services; online platforms; exemptions from liabi-
lity; notice and action mechanisms; knowledge; manifest illegality; fun-
damental rights; public enforcement; private enforcement.

1. Introducao
1.1. Aproximacdo ao quid em estudo

Com o Regulamento (UE) 2022/2065 do Parlamento Europeu e do
Conselho de 19 de outubro de 2022 relativo a um mercado unico para
os servicos digitais (“Regulamento dos Servicos Digitais”, “Regulamen-
to”ou “DSA”)!, pretendeu o legislador europeu, através de um conjunto
de regras harmonizadas?, “assegurar um ambiente em linha seguro, pre-
visivel e fidvel, combatendo a difusdo de conteudos ilegais em linha e os
riscos sociais que a difusdo de desinformacdo ou de outros contetudos
pode gerar, e no qual os direitos fundamentais consagrados na Carta
sejam eficazmente protegidos e a inovacdo seja facilitada”. Para esse
efeito, e dado que o “comportamento responsavel e diligente dos pres-
tadores de servigos intermedidrios é essencial para um ambiente em

L UniAo EUroPEIA. Regulamento (UE) 2022/2065 do Parlamento Europeu e do Conselho de 19
de outubro de 2022, relativo a um mercado unico para os servigos digitais e que altera a Dire-
tiva 2000/31/CE (Regulamento dos Servigos Digitais). JOUE, L. 277, 27 out. 2022, p. 1-102.
Disponivel em: http://data.europa.eu/eli/reg/2022/2065/0j. Acesso em: 15 out. 2025. Para
uma andlise artigo a artigo, cf. WILMAN, Folkert; KALEDA, Saulius Lukas; LOEWENTHAL, Paul-
-John. The EU Digital Services Act. Oxford: Oxford University Press, 2024. Disponivel em:
http://dx.doi.org/10.1093/law/9780198892847.001.0001. Acesso em: 15 out. 2025.

2 Sobre este efeito de harmonizagdo e preempgéo da legislagdo nacional, cf. Husovec, Mar-
tin. “The DSA as a Cornerstone of the EU Single Market”. In: Principles of the Digital Services
Act. Oxford: Oxford University Press, 2024. Disponivel em: http://dx.doi.org/10.1093/law-
-0cl/9780192882455.003.0017. Acesso em: 15 out. 2025.

3 Cf. considerando 9, DSA. Sobre este objetivo, e a regulacdo digital que antecedeu o DSA, cf.
WiLmaN, Folkert; KALEDA, Saulius Lukas; LOEWENTHAL, Paul-John. “Introduction: Origins
and Objectives of the DSA”. In: The EU Digital Services Act. Oxford: Oxford University Press,
2024. Disponivel em: http://dx.doi.org/10.1093/1aw/9780198892847.003.0001. Acesso
em: 15 out. 2025.
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linha seguro, previsivel e fidvel e para permitir aos cidadidos da Unifo
e a outras pessoas o exercicio dos seus direitos fundamentais garanti-
dos pela Carta dos Direitos Fundamentais da Unido Europeia™, o DSA
introduz uma mudanga de paradigma no que se refere a responsabili-
dade dos prestadores de servigos intermediarios.

Além da previsdo de regras e de condi¢des determinativas da isen-
¢do de responsabilidade por contetudos ilegais fornecidos pelos destina-
tarios do servigo (atualizando a Diretiva sobre o comércio eletrénico)®,
o DSA consagra, ex novo, “um conjunto claro, eficaz, previsivel e equili-
brado de obrigagdes harmonizadas de devida diligéncia para os presta-
dores de servicos intermediarios”®, que seguem uma logica escalonada,
adequada ao tipo, a dimensao e a natureza do servico intermedidrio em
causa, algumas das quais acionadas na sequéncia de alertas, nomeada-
mente por destinatarios do servico ou outras entidades, para a presencga
de atividades ou conteudos ilegais em linha.

O aditamento desta dimensdo de responsabilidade adjetivo-proce-
dimental representa uma evolucdo demonstrativa da importéncia e da
necessidade de colaboracdo das plataformas’ no combate a dissemina-
cdo de conteudos ilegais em linha®, enquanto perigo que reclama uma
abordagem cooperativa entre atores publicos e privados. Além do mais,

4 Cf. considerando 3, DSA.

5 Sobre esta “importacdo”, cf. PEGUERA, Miquel. “The Platform Neutrality Conundrum and
the Digital Services Act”. IIC — International Review of Intellectual Property and Competition
Law, 2022. Disponivel em: http://dx.doi.org/10.1007/s40319-022-01205-7. Acesso em: 15
out. 2025. Vd., também, sobre as isencdes de responsabilidade em geral, WiLmAN, Folkert;
KaLEDA, Saulius Lukas; LOEWENTHAL, Paul-John. “Liability of Providers of Intermediary
Services”. In: The EU Digital Services Act. Oxford: Oxford University Press, 2024. Disponivel
em: http://dx.doi.org/10.1093/1aw/9780198892847.003.0003. Acesso em: 15 out. 2025.

6 Cf. considerando 40, DSA. Sobre estas obrigagdes, cf. WILMAN, Folkert; KALEDA, Saulius
Lukas; LoEWENTHAL, Paul-John. “Implementation, Cooperation, Penalties and Enforce-
ment”. In: The EU Digital Services Act. Oxford University Press, 2024. Disponivel em: http://
dx.doi.org/10.1093/law/9780198892847.003.0005. Acesso em: 15 out. 2025.

7 Apesar de as plataformas em linha ndo esgotarem os prestadores de servicos intermedidrios
abrangidos pelo DSA, a sua centralidade justifica a utilizacdo em quasi-sinonimia, no titulo
e em texto.

8 Sobre a necessidade e utilidade social desta dimensdo de processo devido, cf. Huso-
VEC, Martin. “Content Moderation: Outline”. In: Principles of the Digital Services Act.
Oxford: Oxford University Press, 2024. Disponivel em: http://dx.doi.org/10.1093/law-
-0cl/9780192882455.003.0010. Acesso em: 15 out. 2025.



A RESPONSABILIDADE DAS PLATAFORMAS PELO CONHECIMENTO
(PRESUMIDO)

reforca a qualificacdo do Regulamento dos Servigcos Digitais como “a
legal instrument that affirms the digital rule of law in the European Union.
The DSA is a cornerstone in the EU’s effort to ascertain the digital rule of law
and the digital due process™.

Esta-se perante uma mudanca necessaria, legitima e justificada
pelos deveres de protecdo que fluem das normas de direitos fundamen-
tais consagrados, quer nos textos constitucionais dos Estados-Membros,
quer, e em particular, na Carta dos Direitos Fundamentais da Unido
Europeia (“CDE”)!°, que vinculam o legislador europeu a adotar enqua-
dramentos normativos e regulatdrios capazes de assegurar a protecdo e
a efetividade dos direitos fundamentais em linha, se necessario através
da responsabilizacdo de operadores privados (e, com ela, a limitacdo dos
respetivos direitos-liberdades).

Nao obstante, e como o préprio legislador reconhece no conside-
rando 27 do DSA, “é importante recordar que, apesar do papel geral-
mente importante desempenhado por tais prestadores, a abordagem
do problema dos conteudos e atividades ilegais em linha ndo devera
incidir exclusivamente na sua responsabilizacdo e nas suas responsa-
bilidades”. Com esta ressalva em mente, considera-se crucial sinalizar
os juizos subjetivos e os cinzentos insitos a moderacido de conteudos em
linha e, em particular, a tarefa de determinacéo da ilegalidade de parti-
culares elementos de informac&o. Na pratica, poderdo ser muito diver-
sos os conteudos com os quais a plataforma se depara (na sequéncia de
uma investigacdo voluntaria, ou de uma notificacido por um utilizador).
A titulo de exemplo, ndo restardo duvidas da diferenca entre conteudos
que envolvem uma ameaga iminente para a vida ou a seguranca das pes-
soas, vis-a-vis aqueles que, em contraste, se vejam a meio caminho (num
intermezzo) entre o exercicio de direitos como a liberdade de expresséo,
a liberdade de criacéo artistica, o humor e a satira, por um lado, e a lesédo

9 Cf. RocHa, Tiago Morais. “Digital Services Act: Towards the Digital Rule of Law”. In: ENEs,
Graga; NEVEs, Inés; RocHA, Tiago Morais (eds.). A Digital Europe for Citizens (DigEUCit
2023). Cham: Springer, 2026. p. 189-208. Disponivel em: https://doi.org/10.1007/978-3-
032-02500-5_11. Acesso em: 15 out. 2025, p. 211.

10 Un1Ao EUrOPEIA. Carta dos Direitos Fundamentais da Unido Europeia. JOUE, C 202, 7 jun.
2016, p. 389-405. Disponivel em: http://data.europa.eu/eli/treaty/char 2016/0j. Acesso em:
15 out. 2025.
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de direitos pessoais, como o direito ao bom nome, & imagem, a reputa-
cdo e a reserva da intimidade da vida privada e familiar, por outro!?.

Porque assim é, torna-se necessario procurar — para os preceitos do
DSA contendentes com a possivel responsabilidade das plataformas por
conteudos de terceiros -, uma interpretagio razoavel e proporcionada.

Trata-se de desiderato particularmente relevante num contexto
de crescente civic vigilantism, com o incremento das ag¢des populares
(propostas por associagdes de defesa dos consumidores atipicas), € que
podera sujeitar as plataformas a tarefas diabdlicas de ponderacéo e reso-
lugdo de conflitos entre direitos fundamentais de diferentes titulares,
que aquelas possam ser chamadas a resolver como arbitros, e de cuja res-
posta resulte a frustracdo de alguma das expectativas de sinal contrario
em presenca.

1.2. Delimitacdo e sequéncia

Com este objetivo em mente, debruga-se o presente texto sobre um
dos preceitos e solucdes normativas cuja interpretacao e aplicacdo pra-
tica se afiguram justificativas de particulares cautelas e, acima de tudo,
carecidas de diferenciacdes, que ndo deixardo de impactar na responsa-
bilidade e na responsabilizacido das plataformas por conteudos de tercei-
ros. Referimo-nos a norma que resulta da leitura conjugada do n.° 3 do
artigo 16.° com o artigo 6.° do DSA, no que se refere as plataformas em
linha.

Com efeito, entre as obrigacdes de devida diligéncia introduzidas
no DSA - especialmente tradutoras da responsabilidade (acrescida) dos
prestadores de servicos de alojamento virtual, incluindo as plataformas
em linha —, estd a criacdo de mecanismos de notificacio e agio, que per-
mitam “a qualquer pessoa ou entidade notifica-los da presenca, no seu

11 No sentido da diferenca entre easy e hard cases, e considerando que os Large Language
Models (LLM) poderdo desempenhar um papel relevante na pré-filtragem de conteudos e na
reconducdo dos casos mais complexos a analise humana, cf. Huang, Tao. “Content Mode-
ration by LLM: From Accuracy to Legitimacy”. Artificial Intelligence Review, v. 58, art. 320,
2025. Disponivel em: https://doi.org/10.1007/s10462-025-10820-9. Acesso em: 15 out.
2025.
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servico, de elementos especificos de informacio que a pessoa ou a enti-
dade considere ser conteudo ilegal”!?.

Fiel a harmonizacdo pretendida, o legislador europeu prevé um
conjunto de requisitos aplicaveis ao design dos mecanismos de acéo e de
notificacdo, que impactam na liberdade de empresa dos prestadores!3,
restringindo a sua margem de conformacdo no que se refere a arquite-
tura digital dos seus servigos e plataformas. O objetivo €, afirma-se no
considerando 52 do DSA, assegurar “o tratamento atempado, diligente
e ndo-arbitrario das notificacdes com base em regras uniformes, trans-
parentes e claras e que prevejam garantias sélidas para proteger os direi-
tos e interesses legitimos de todas as partes afetadas, nomeadamente os
seus direitos fundamentais garantidos pela Carta, independentemente
do Estado-Membro em que estejam estabelecidas ou residam e do domi-
nio do direito em questao”.

Além da limitagdo da liberdade de design e gestdo da plataforma,
também a opcdo de escolha e a liberdade de agdo do prestador de ser-
vicos — entre concordar ou ndo com a avaliacdo do utilizador, agindo ou
nio em conformidade — surge atenuada. Com efeito, determina o n.° 3
do artigo 16.° do DSA que as notificagdes do utilizador “ddo lugar a um
conhecimento efetivo ou a um alerta para efeitos do artigo 6.° relativa-
mente ao elemento especifico de informagio em causa quando permi-
tem a um prestador diligente de alojamento virtual identificar a ilegali-
dade da atividade ou das informacdes em causa sem um exame juridico
pormenorizado”. Por outras palavras, o legislador europeu presume o
conhecimento da atividade ou conteudo ilegal pela plataforma, sempre
que uma notificacdo contenha i) informacgdes suficientes para permitir
a um prestador diligente de servicos de alojamento virtual identificar, ii)
sem um exame juridico pormenorizado, que iii) € evidente que o con-
teudo ¢ ilegal.

Ao associar as notifica¢des dos utilizadores, nos termos do n.° 3 do
artigo 16.° do DSA, um verdadeiro trigger effect de responsabilidade, de
sinal contrario & inexisténcia de obrigacdes gerais de vigilancia ou de
apuramento ativo dos factos!, e, bem assim, contrastante com o prin-

12 Cf. n.° 1 do artigo 16.°, DSA.
3 Reconhecida no artigo 16.°, CDF.
4 Cf. artigo 8.2, DSA.
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cipio de circunscricido da obrigatoriedade de atuacdo ao cumprimento
de ordens judiciarias ou administrativas'®, o legislador europeu deixa as
plataformas perante dois cenarios possiveis.

Ou 1) nfo se encontram preenchidos os pressupostos do n.° 3 do
artigo 16.° do DSA, caso em que nido se podera mobilizar a presuncdo
de conhecimento, mantendo-se a regra da isencao de responsabilidade do
prestador, nos termos do artigo 6.° do DSA (sem prejuizo da sua eventual
responsabilidade pelo incumprimento de algum dos requisitos de devida
diligéncia impostos pelo DSA®); ou ii) a notificacéo, pelo seu conteudo
e pelo tipo de ilegalidade (manifesta ou evidente), permite acionar a pre-
suncdo de conhecimento efetivo, forcando o prestador a atuar com diligén-
cia no sentido de suprimir ou desativar o acesso aos conteudos ilegais'?,
sob pena de, ndo o fazendo, poder ser considerado responsavel pelas
informacodes ilegais armazenadas na sua plataforma.

E sobre esta responsabilidade pelo conhecimento presumido que o
texto se debruca, procurando — através da metodologia tipica da inves-
tigacdo cientifica em Direito — respostas para um conjunto de interro-
gacdes com relevo pratico, seja para as proprias plataformas, que deve-
rao beneficiar de seguranca juridica no que se refere ao alcance dos seus
deveres de compliance e de diligéncia; seja para os utilizadores, que néo
deverdo ter de recear a sua participacdo em linha, num contexto confli-
tual acrescido e facilitado pela anonimidade; seja para as préprias auto-
ridades administrativas e judiciarias, chamadas a dirimir litigios que
abandonam o paradigma das relacdes bilaterais, deslocando-se para o
dominio do poligonal, com a intervencdo de uma pluralidade de partes,
entre as quais (diferentes) destinatarios e utilizadores dos servigos em
linha, e prestadores de servicos intermedidrios.

Depois de um capitulo introdutério dedicado aos mecanismos
de notificacdo e acdo, tal como consagrados no artigo 16.° do DSA, o
enfoque do texto recentra-se sobre a norma do n.° 3 do artigo 16.°, pro-
curando articuld-la com o disposto no artigo 6.° do DSA, no qual estédo
previstas as condicdes de isencdo de responsabilidade aplicaveis aos

5 Cf. artigo 9.°, DSA.

6 Por exemplo no que se refere ao design dos mecanismos de notificacdo — inter alia, a obri-
gacao de facilitar a apresentacdo de notificagdes fundamentadas, i.e., com uma explicagio
das razdes — cf. considerando 53, DSA.

Y7 Conforme preceitua a alinea b) do n.° 1 do artigo 6.°, DSA.
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prestadores de servicos de alojamento virtual (incluindo as plataformas
em linha).

Laborando sobre a teleologia apontada & norma resultante da con-
jugacido dos dois preceitos, avancam-se, depois, subsidios para uma
hermenéutica proporcional e razoavel da presunc¢io de conhecimento
consagrada no n.° 3 do artigo 16.° do DSA, tendo em conta o teor das
notificacdes e, em particular, o tipo de contetudos sinalizados. Em parti-
cular, reputa-se necessario distinguir entre conteudos cuja ilegalidade é
evidente ou manifesta e cendrios (dubios) a propdsito dos quais se con-
sidera que a plataforma — independentemente da respetiva capacidade
técnica e operacional — nem terd legitimidade ou competéncia nem ofe-
recerd as garantias de imparcialidade e de conhecimento, necessdrias
para uma aferi¢do justa, ndo arbitraria e proporcional da (i)legalidade do
conteudo, e para uma subsequente atuagdo em conformidade.

Finalmente, procura o texto avancar um conjunto de notas de cau-
tela que, em sede de aplicagdo e execugdo do Regulamento, deverdo
acompanhar e atuar a referida hermenéutica, nomeadamente pelas
autoridades responsaveis pelo public enforcement do DSA (coordenado-
res dos servicos digitais e Comissdo Europeia), e, bem assim, balizar e
enquadrar eventuais pretensdes indemnizatérias em contextos de pri-
vate enforcement.

Perante a multiplicidade de zonas cinzentas, e recordando o principio
de responsabilidade partilhada a que ja se fez referéncia, ndo sem des-
considerar os limites da delegacdo privados de tarefas eminentemente
estaduais, propde-se, como solugdo possivel, a intensificacio de vias e
canais de didlogo entre prestadores de servicos intermedidrios e autori-
dades administrativas e judiciarias competentes, por forma a assegurar
solucdes expeditas, mas, e simultaneamente, conformes e efetivamente
protetoras da multiplicidade de direitos fundamentais em presenca.
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2. Dos mecanismos de notificacdo e acdo no artigo 16.° do DSA: em
particular, a presuncio de conhecimento no n.° 3

2.1. Uma breve introducdo ao artigo 16.°do DSA

Reconhecendo que os “prestadores de servigos de alojamento virtual
desempenham um papel especialmente importante na luta contra os
conteudos ilegais em linha, uma vez que armazenam informacdes for-
necidas pelos destinatarios do servico e a pedido destes e, normalmente,
dao a outros destinatdrios acesso as mesmas, por vezes em grande esca-
la”18 o legislador europeu considera importante que todos eles, “inde-
pendentemente da sua dimensdo, criem mecanismos de notificacéo e
acdo facilmente acessiveis e de utilizagdo simples, que facilitem a noti-
ficacdo de elementos especificos de informacéo que a parte notificante
considere constituirem contetdos ilegais ao prestador de servicos de alo-
jamento virtual em causa (‘notificacdo’), nos termos da qual esse presta-
dor pode decidir se concorda ou ndo com a avaliagio e se pretende supri-
mir os conteudos ou bloquear o acesso aos mesmos (‘acdo’)”1? 20,

E no artigo 16.° do Regulamento dos Servicos Digitais que se encon-
tram previstos os mecanismos de notificagdo e acdo, af se prevendo um
conjunto de regras uniformes, transparentes e claras, explicadas pelo
objetivo de assegurar um tratamento atempado, diligente e nao-arbi-
trario das notificacdes, e que se espera que funcionem, também, como

18 Cf. considerando 50, DSA.

19 Ibidem.

20 Saliente-se, a este propdsito, que a preocupacio (de harmonizacéo) do legislador europeu
se dirige, sobretudo, aos conteudos ilegais, pese embora reconhega que os mesmos mecanis-
mos de notificacdo e acdo possam também ser aplicaveis a conteudos que violem os termos
e condigdes do servigo de alojamento virtual (e que ndo configurem conteudos ilegais). Este
ponto fulcral de preocupacéio é sobretudo visivel no considerando S0, exigindo que os meca-
nismos de notificacdo e acdo aplicaveis a conteudos ilegais devam, “pelo menos, ser tao faceis
de encontrar e utilizar como mecanismos de notificagcdo de conteudos que violem os termos
e condigdes do servigo de alojamento virtual”, regra que aponta para a possibilidade de um
tratamento de favor dos primeiros, em relacdo aos segundos. Sobre a necessidade de regras
mais especificas que evitem a atual fragmentacgdo de abordagens e praticas, cf. DROLSBACH,
Chiara Patricia; PrROLLOcHS, Nicolas. “Content Moderation on Social Media in the EU:
Insights from the DSA Transparency Database”. In: Proceedings of the ACM Web Conference
2024 (WWW °24). New York: Association for Computing Machinery, 2024. Disponivel em:
http://dx.doi.org/10.1145/3589335.3651482. Acesso em: 15 out. 2025.
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garantias sélidas para a protecido dos direitos e interesses legitimos de
todas as partes afetadas?!.

O preceito € aplicavel a todos os prestadores de servicos de aloja-
mento virtual (doravante, também “prestadores”), incluindo, como ato-
res protagonistas, as plataformas em linha (de muito grande dimensao),
de que aqui se trata em particular.

Como resulta do nele disposto, os prestadores de servicos de aloja-
mento virtual deverdo criar e desenhar mecanismos que, obedecendo a
um conjunto de requisitos minimos, permitam a qualquer interessado
notifica-los da presenca de conteudos ilegais no respetivo servico em
linha. Entre as condi¢des exigidas no que se refere ao desenho dos refe-
ridos mecanismos, esta a facilidade do acesso, da utilizacdo e da apre-
sentagdo de notificacdes, as quais deverdo ser avancadas em termos
suficientemente precisos e adequadamente fundamentados, condig¢des
que naturalmente impactam na liberdade de design e de conformacdo do
prestador, cuja interface devera ser pensada, desenhada e instituida, por
forma a permitir que as notificagdes e os seus autores apresentem esse
conteudo minimo??.

Reconhecendo, porém, esta dimenséo da liberdade de empresa do
prestador de servicos — a liberdade de conformacéo da sua plataforma
—, € a variabilidade de possibilidades que se abrem a este propdsito??,
reconhece o legislador europeu, no artigo 44.°, n.° 1, alinea a), do DSA,
a importancia de normas facultativas estabelecidas por organismos de
normalizacdo europeus e internacionais pertinentes, relevantes para
nortear o exercicio dessa liberdade em termos alinhados com as expec-
tativas do legislador, sem, porém, aniquilar o nucleo essencial de uma
liberdade de cujo exercicio — em concorréncia com solugdes concorren-
tes de outros players — podera até resultar a introdugdo no mercado de
arquiteturas digitais particularmente inovadoras e (mais) alinhadas com
os direitos fundamentais a garantir.

21 Cf. considerandos 51 e 52, DSA.

22 Cf.n.> 1 e 2 do artigo 16.°, DSA.

23 Essa liberdade decorre, desde logo, da liberdade de empresa, enquanto direito fundamen-
tal consagrado no artigo 16.° da Carta dos Direitos Fundamentais da Unido Europeia.
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Além do conjunto de requisitos contendentes com o desenho e a
arquitetura dos mecanismos, o artigo 16.° do DSA obriga, ainda, o pres-
tador a agir na sequéncia das notificagdes?*.

Com efeito, é possivel extrair do artigo 16.° do DSA um conjunto
de obrigacgdes suficientemente precisas e determinadas que impdem ao
prestador deveres de atuagio e obrigacdes comunicacionais.

Desde logo, tem-se o envio, “sem demora injustificada”, de um aviso
de recegdo da notificacdo (quando a notificacdo contenha os dados de
contacto do notificante)?S. Segue-se a ado¢do de uma decisdo atempada,
diligente, ndo arbitraria e objetiva?®. Num terceiro momento, impde-se a
notificacdo da decisdo final ao notificante, “sem demora injustificada”,
e acompanhada de “informacgdes sobre as possibilidades de reparacéo
relativas a essa decisdo”” e, bem assim, sobre a eventual utilizacdo de
meios automatizados no tratamento das notificagdes efou tomada de
decisdes?®.

24 Os deveres de agdo constantes do artigo 16.° devem ser complementados com outros,
também vinculativos para o prestador de servicos visado. Exemplos sdo os do artigo 17.° do
DSA, que obriga os prestadores de servigos abrangidos a apresentar uma exposi¢ao de moti-
vos clara e especifica a todos os destinatarios do servico afetados por eventuais restricdes
adotadas, inter alia, na sequéncia de uma notificacdo apresentada nos termos do artigo 16.°
do DSA, incluindo, caso seja estritamente necessario, a identidade do notificador. Cumpre,
ainda, realcar o dever de informacao as autoridades responsdveis pela aplicagado da lei, consa-
grado no artigo 18.° do DSA, e aplicavel aos casos de conhecimento de qualquer informagao
que levante suspeitas da pratica (consumada, iminente ou possivel) de um crime grave que
envolva uma ameagca a vida ou a seguranga de uma pessoa ou pessoas. Além destes, ha que
ndo ignorar a existéncia de regimes especiais, por exemplo, aquele constante do artigo 18.°
do Regulamento (UE) 2024/1083 do Parlamento Europeu e do Conselho, de 11 de abril de 2024,
que cria um regime comum para os servicos de comunicagio social no mercado interno e
que altera a Diretiva 2010/13/UE (Regulamento Europeu relativo a Liberdade dos Meios de
Comunicagdo Social). JOUE, L. 1083, 17 abr. 2024. Disponivel em: http://data.europa.cu/eli/
reg/2024/1083/0j. Acesso em: 15 out. 2025.

25 Cf. n.° 4 do artigo 16.°, DSA.

26 Cf. n.° 6 do artigo 16.°, DSA. Importa referir que, nos termos do artigo 22.° do DSA, “as
notificagdes apresentadas por sinalizadores de confianca, agindo dentro do seu dominio de
competéncias designado, através dos mecanismos referidos no artigo 16.°, tém prioridade e
sdo tratadas e objeto de uma decisdo sem demora indevida”.

27 Cf. n.° 5 do artigo 16.°, DSA.

28 Cf. n.° 6 do artigo 16.°, DSA.
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Pese embora a mobilizacdo de um conceito indeterminado para o
enquadramento temporal destes deveres — a “demora (in)justificada” —,
a margem de atuacgio reconhecida ao prestador € mais aparente do que
efetiva, desde logo em raz&o do relevo votado ao dia em que o destinatdrio
¢ informado. Considere-se, a titulo de exemplo, a obrigacido de os forne-
cedores de plataformas em linha concederem aos destinatarios do ser-
vigo acesso a um sistema interno eficaz de gestdo de reclamacdes, que,
ao abrigo do disposto no artigo 20.° do DSA, deverd permanecer dispo-
nivel durante um periodo minimo de seis meses, contados a partir do
momento da informacao da decisdo final ao notificante, nos termos do
n.° 5 do artigo 16.° do DSA?°, assim conformando, ainda que indireta-
mente, a celeridade esperada do prestador.

2.2. Em particular, a presuncdo de conhecimento no artigo 16.°,
n.° 3, em articulagdo com o artigo 6.° do DSA

Sem prejuizo da importancia dos diferentes nimeros do artigo 16.°,
o presente texto justifica uma atencdo particular ao disposto no seu n.°
3, e que importa ler em conjugacdo com o considerando 53 do DSA, do
qual resulta que: “[slempre que uma notificacdo contenha informacdes
suficientes para permitir a um prestador diligente de servicos de aloja-
mento virtual identificar, sem um exame juridico pormenorizado, que €
evidente que o conteudo ¢ ilegal, devera considerar-se que a notificacéo
d4 origem ao conhecimento efetivo ou ao conhecimento da ilegalidade”.

Em termos préoximos, 1é-se no n.° 3 do artigo 16.° do DSA: “[c]onsi-
dera-se que as notificacdes referidas no presente artigo dio lugar a um
conhecimento efetivo ou a um alerta para efeitos do artigo 6.° relativa-
mente ao elemento especifico de informacio em causa quando permi-
tem a um prestador diligente de alojamento virtual identificar a ilegali-
dade da atividade ou das informacdes em causa sem um exame juridico
pormenorizado”.

O n.° 3 do artigo 16.° do DSA corporiza, pois, uma presungdo, isto
é, uma ilacdo que o legislador tira de um facto conhecido (a notificagédo
de um conteudo potencialmente ilegal, com particulares requisitos) para

29 Cf.n.> 1 e 2 do artigo 16.°, DSA.
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firmar um facto desconhecido (o alerta ou o conhecimento efetivo, pelo
prestador de servicos intermediarios, da presenca de conteudo ilegal).

Na medida em que nada em contrario resulta do DSA, e inclusive
pela fragilidade pratica da relagdo entre facto conhecido e desconhecido
relativamente a particulares contetidos [aqueles cuja (i)legalidade possa
néo ser patente ou manifesta], considera-se estar em causa uma presun-
¢do relativa, e, portanto, ilidivel mediante prova em contrario, de onde
resulta a necessidade de reconhecer a plataforma, uma vez demandada
por autoridades administrativas ou judiciais competentes, o direito a
refutar o respetivo conhecimento, nomeadamente atraves de elementos
demonstrativos de duvida razoavel em relacdo a natureza (ilegal) das
informacdes ou conteudos em questao.

A compreensdo do sentido e do alcance do n.° 3 do artigo 16.° néo
prescinde, porém, de uma analise do artigo 6.° do DSA, preceito para o
qual aquele remete.

O artigo 6.° do DSA consagra as condi¢cdes necessdarias para que o
prestador de um servico de alojamento virtual, isto €, e recordando, “um
servico da sociedade da informacdo que consista na armazenagem de
informacdes prestadas por um destinatario do servico”?°, possa benefi-
ciar de uma isencéo de responsabilidade pelas informacdes armazena-
das a pedido de um destinatario do servico®!. Segundo o n.° 1 do artigo
6.° do DSA, o prestador apenas néo sera responsabilizado pelas infor-
macdes de terceiros, armazenadas no seu servico, quando “[n]Jao tenha
conhecimento efetivo da atividade ou contetdo ilegal e, no que se refere
a uma acio de indemnizacio por perdas e danos, ndo tenha conheci-
mento de factos ou de circunstancias que evidenciem a ilegalidade da
atividade ou do conteudo” e/ou, “[a] partir do momento em que tenha
conhecimento da ilicitude [ou seja alertado para a natureza ilegal dos
mesmos]®?, atue com diligéncia no sentido de suprimir ou desativar o
acesso aos conteudos ilegais”.

Segundo o considerando 22 do DSA, o “prestador pode tomar conhe-
cimento efetivo dos conteudos em causa, ou ser alertado para a natureza

30 Cf. n.° 1 do artigo 6.2, DSA.

31 Sobre estas condigdes, cf. Husovic, Martin. “Liability Exemptions: Specific Services”. In:
Principles of the Digital Services Act. Oxford: Oxford University Press, 2024. Disponivel em:
http://dx.doi.org/10.1093/law-0cl/9780192882455.003.0007. Acesso em: 15 out. 2025.

32 Cf. considerando 22, DSA.
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ilegal dos mesmos, através, nomeadamente, de investigacdes realizadas
por iniciativa prépria ou de notificagdes que lhe sejam apresentadas por
pessoas ou entidades nos termos do presente regulamento”.

Pese embora ndo o afirme expressamente, cré-se que, além destas
duas hipédteses, a saber, o conhecimento adquirido através de (i) inves-
tigacGes proprias ou de (ii) notificacdes de destinatarios do servico, nos
termos do artigo 16.° do DSA, sera ainda de acrescentar um terceiro
cenario de potencial conhecimento, resultante de (iii) outras notifica-
¢oes (por exemplo, a citagdo para ou a participagdo em diligéncias prepa-
ratdrias de uma acdo de responsabilidade civil).

Por seu turno, sendo o artigo 6.° do DSA igualmente claro na dili-
géncia imposta ao prestador — a supressdo ou a desativacdo do acesso
aos conteudos ilegais —, ndo nos parece, também, que as possibilidades
expressamente abertas ao prestador (para manter a sua isencio de res-
ponsabilidade) se quedem por ai. Pelo contrario, afigura-se-nos que uma
atuacio do prestador que va além disso (optando, por exemplo, pela sus-
pensdo ou cessacdo da prestacdo do servico, ou pelo encerramento da
conta do destinatario do servico)?? podera também néo afetar a manu-
tencdo da isencdo de responsabilidade, contanto que a concreta resposta
se afigure proporcional in casu3*.

De tudo o exposto, resulta ser o artigo 6.2, n.° 1, do DSA concreti-
zacdo da teleologia subjacente as isencdes de responsabilidade dos

33 Cf. artigo 17.°, DSA.

34 Em apoio desta interpretagido, vejam-se os considerandos 54 e 55 do DSA, dos quais
resulta que, na sequéncia da rececdo de uma notificacdo que lhe permita concluir que as
informagdes fornecidas por um particular destinatdrio constituem conteudo ilegal (ou
incompativel com os seus termos e condicdes), o prestador de servigos de alojamento virtual
devera atuar “com diligéncia no sentido de suprimir ou desativar o acesso aos conteudos ile-
gais”, podendo, em particular, “decidir suprimir ou bloquear o acesso as informagdes forneci-
das por um destinatério do servico, ou restringir de outra forma a sua visibilidade ou mone-
tizagdo”, restri¢do essa que “pode consistir na despromogao nos sistemas de classificagdo ou
de recomendagdo, bem como na limitagao da acessibilidade de um ou mais destinatarios do
servigo ou no bloqueio do utilizador de uma comunidade em linha sem que o mesmo disso
tenha conhecimento (‘bloqueamento oculto’ — shadow banning)” ou, ainda, “através da sus-
pensdo ou cessagdo do pagamento monetario ou da receita associados a essa informagao”.
Questao distinta ¢ a de saber se, com essa sua atuago, ndo lesa o principio da proporcionali-
dade, indo além do estritamente necessario para garantir a remocao de conteudos ilegais em
linha e, bem assim, a preservacdo da isen¢do de responsabilidade.
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prestadores de servicos intermediarios (por contelidos de terceiros).
Como resulta do considerando 18 do DSA, as isenc¢des pressupdem que
o prestador presta “os servicos de forma neutra, através de um trata-
mento meramente técnico e automatico das informacgdes prestadas pelo
destinatario do servico”, ndo desempenhando um “papel ativo que lhe
permita ter conhecimento ou controlo dessas informacgdes”. Isto mesmo
explica, alids, que as isen¢des se ndo apliquem “as informacdes forneci-
das nao pelo destinatario do servigo, mas pelo préprio prestador do ser-
vico intermedidrio”°.

E neste contexto que importa compreender o sentido e o alcance da
norma que resulta do n.° 3 do artigo 16.° conjugado com o artigo 6.° do
DSA, e, com ela, do afastamento do principio de isenc¢édo de responsa-
bilidade por conteudos de terceiros, em razdo de o prestador — uma vez
alertado, por um utilizador, para a presenga de conteudo ilegal em linha,
nos termos do n.° 3 do artigo 16.° do DSA — néo ter atuado “com dili-
géncia no sentido de suprimir ou desativar o acesso aos conteudos ile-
gais”3¢, Em particular, considera-se que essa diligéncia devera ser lida em
conjugacdo com outras exigéncias consagradas no Regulamento, entre
as quais a de que, seja na concecdo, seja na aplicagdo, seja no cumpri-
mento das restricdes, os prestadores de servigos intermedidrios atuem
“de forma nao arbitraria e ndo discriminatdria”, tendo em conta e em
respeito pelos “direitos e interesses legitimos dos destinatarios do ser-
vigo, incluindo os direitos fundamentais consagrados na Carta”?’.

E dessa articulacio e indagacio aprofundada que se tratard nos pro-
Ximos pontos.

35 Cf. considerando 18, DSA.
3¢ Cf. alinea b) do n.° 1 do artigo 6.°, DSA.
37 Cf. considerando 47, DSA. Vd., também, considerando 22, DSA.
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3. Subsidios para uma hermenéutica proporcionada e razoavel do
artigo 16.°, n.° 3, do DSA: entre a suficiéncia das notificacdes e o tipo e/
/ou teor dos conteudos

3.1. Aproximacdo ao telos

A diligéncia esperada do prestador na sequéncia de uma notificagéo
ou alerta referente(s) & presenca de contetido ilegal em linha deve ser
aferida e balizada pela teleologia do DSA.

Resulta, a este propdsito, do seu considerando 51 que, “[tlendo em
conta a necessidade de ter devidamente em conta os direitos funda-
mentais garantidos pela Carta de todas as partes interessadas, qualquer
medida tomada por um prestador de servicos de alojamento virtual na
sequéncia da receg¢do de uma notificacido devera ser estritamente dire-
cionada, no sentido de que devera servir para suprimir ou bloquear o
acesso a elementos especificos de informacido considerados contetudos
ilegais, sem afetar indevidamente a liberdade de expresséo e de infor-
macao dos destinatarios do servigo”®. A necessidade de tomar em conta
os direitos e interesses legitimos de todas as partes envolvidas € também
afirmada, em particular, no n.° 4 do artigo 14.° do DSA, preceito que
impde uma atuacgéo diligente, objetiva e proporcionada do prestador, na

38 No que aos fornecedores de plataformas em linha de muito grande dimens&o e aos moto-
res de pesquisa em linha de muito grande dimensao se refere, aplicam-se, ainda, deveres
adicionais de gestdo de riscos sistémicos, que incluem “mobilizar os meios necessarios para
atenuar diligentemente os riscos sistémicos identificados na avaliagdo dos riscos, no respeito
dos direitos fundamentais”, nomeadamente tendo em conta a “necessidade de evitar restri-
coes desnecessarias a utilizacdo do seu servico, tendo em devida conta os potenciais efeitos
negativos nesses direitos fundamentais. Esses fornecedores deverdo prestar especial atengdo
ao impacto na liberdade de expresséo.” — cf. considerando 86, DSA e artigos 34.°e 35.°, DSA.
Segundo o n.° 3 deste ultimo artigo, a Comiss@o, em cooperacdo com os coordenadores dos
servicos digitais, pode emitir diretrizes, contendo, nomeadamente, boas praticas e recomen-
dacdes de eventuais medidas, “tendo devidamente em conta as possiveis repercussdes das
medidas nos direitos fundamentais de todas as partes envolvidas consagrados na Carta”.
Aos deveres relacionados com os riscos sistémicos somam-se, ainda, obrigagdes acrescidas
em casos de crise, cuja identificacdo e aplicagcdo deverdo também ter em conta as respetivas
implicacdes reais ou potenciais para os direitos e interesses legitimos de todas as partes em
causa — cf. artigo 36.°, DSA.
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aplicagio e execucgio das restricdes impostas a utilizacido do seu servico
e respeitantes as informacdes prestadas pelos destinatarios do servigo®°.

Ciente da i) teia de interesses insita aos mecanismos de notificagido
e acdo; da ii) complexidade da moderagdo de conteudos em linha, e,
bem assim, dos iii) riscos de overblocking, inarreddveis perante a multi-
tude de direitos fundamentais potencialmente afetados por uma medida
de supressdo ou bloqueio de acesso a elementos especificos de informa-
¢a09, teve o legislador europeu o cuidado de salvaguardar a liberdade de
acdo da plataforma.

Com efeito, esclarece a este propdsito o considerando 50 do DSA
que, na sequéncia de uma notificagdo, o prestador “pode decidir se con-
corda ou ndo com a avaliacdo e se pretende suprimir os conteudos ou
bloquear o acesso aos mesmos («agdo»)”. Por seu turno, resulta dos consi-
derandos 51 e 52 do DSA que a obrigagdo de dar seguimento as notifica-
¢bes em tempo util dependerd do tipo de conteudos ilegais visados pelas
notificacdes e da urgéncia da tomada de medidas, mais se prevendo que
“as notificacdes deverdo, regra geral, ser dirigidas aos prestadores de ser-
vicos de alojamento virtual de que se possa razoavelmente esperar que
tenham capacidade técnica e operacional para agir”.

Todos estes elementos devem informar uma leitura e uma aplicacio
proporcionais dos artigos 6.°, n.° 1, e 16.°, n.° 3, do DSA que, em nosso
ver, ndo traduzem a pura e absoluta imposicdo, ao prestador de servigos
intermediarios, de uma particular atuacdo na sequéncia de uma notifi-
cacgdo indicativa da presenca de conteudos putativamente ilegais, sob
pena de uma automatica responsabilizacio pelos referidos conteudos
de terceiros. Pelo contrario, o que resulta desses preceitos €, “apenas”,
a exigéncia de adogdo de uma especial diligéncia ou consideracéo pelo
prestador.

Assim, e em particular, posto perante a notificacdo de conteudos
putativamente ilegais de terceiros na sua plataforma, considera-se ficar o
prestador de servicos intermedidrios obrigado a (i) avaliar, confirmando

3% Sobre a necessidade de operacionalizacdo do artigo 14.° do DSA a luz do enquadra-
mento aplicavel aos direitos fundamentais, cf. QuinTails, Jodo Pedro; APPELMAN, Naomi;
O FaTHAIGH, Ronan. “Using Terms and Conditions to Apply Fundamental Rights to Con-
tent Moderation”. German Law Journal, v. 24, p. 1-20, 2023. Disponivel em: http://dx.doi.
0rg/10.1017/glj.2023.53. Acesso em: 15 out. 2025.

40 Cf. considerando 51, DSA.
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ou infirmando, a alegacdo de ilegalidade insita a notificacio e, apenas
em caso de confirmacio da ilegalidade do contetdo, a (ii) adotar medi-
das de supressdo ou desativacdo de acesso aos referidos conteudos ile-
gais, nos termos do artigo 6.°, n.° 1, al. b), do DSA. Do exposto resulta,
pois, que a atuagio exigida em (ii) se encontra dependente da afericdo
conduzida em (i), podendo a responsabilidade do prestador circunscre-
ver-se entdo a primeira etapa (nomeadamente quando da sua avaliagio
néo resultem indicios seguros da ilegalidade do conteido).

Reitere-se que em todos os momentos e relativamente a todas as po-
tenciais vias de atuacfo, o prestador de servigos se encontra vinculado
ao respeito e garantia dos direitos fundamentais de todas as partes
envolvidas e, portanto, ndo apenas aqueles dos autores da notificacao,
mas, e bem assim, também aqueles dos titulares da informacao.

A sustentar esta nota de enquadramento, e pese embora apenas
salientado a propdsito das decisdes de atuacdo contra conteudos ilegais*!
adotadas por autoridades judiciarias ou administrativas nacionais, esta
o considerando 36, apontando claramente no sentido da necessidade
de assegurar “o equilibrio entre o objetivo que a decisdo procura alcan-
car, em conformidade com a base juridica que permite a sua emissao,
e os direitos e interesses legitimos de todos os terceiros passiveis de ser
afetados pela ordem, em particular os seus direitos fundamentais con-
sagrados pela Carta”. No mesmo sentido, também o considerando 153
do DSA estabelece que, “[n]o exercicio dos poderes estabelecidos no pre-
sente regulamento, todas as autoridades publicas envolvidas deverio
alcancgar, em situagdes em que se verifique um conflito entre os direi-
tos fundamentais pertinentes, um equilibrio justo entre os direitos em
causa, em conformidade com o principio da proporcionalidade”.

Ainda em apoio do que se avanga, cumpre salientar que o DSA
delega em privados o exercicio de funcdes tipicamente estaduais — para-
judiciais —, que, além de coenvolverem tarefas de qualificacio juridica,
implicam, também, exercicios de concordancia pratica entre direitos
fundamentais. Ora, podendo essa delegacdo ser até perspetivada como

41 Por “decisdes de atuacdo contra conteudos ilegais” deverdo entender-se as decisdes de
autoridades judiciarias ou administrativas nacionais, nomeadamente as autoridades respon-
saveis pela aplicacdo da lei, que ordenem “aos prestadores de servicos intermedidrios que
adotem medidas contra um ou mais elementos especificos de contetudo ilegal ou que forne-
¢am determinadas informagdes especificas.” — cf. considerando 31, DSA.
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necessdria ou inelutdvel perante o ritmo vertiginoso e a ubiquidade das
relagdes em linha, ndo se pode também ignorar que, ao contrario de
uma autoridade publica (administrativa ou jurisdicional), um presta-
dor de servicos privado nfo tera nem a legitimidade nem a competén-
cia nem a sensibilidade (juridica) para encetar este tipo de fungdes, ndo
pelo menos em todos os casos. De onde, e na mesma ordem de ideias,
ndo podera também ser por elas, sem mais, responsabilizado.

Finalmente, cumpre ainda alertar para a inexisténcia de uma defi-
nicdo de conteudo ilegal no Regulamento dos Servicos Digitais, o que,
perante conceitos ou alcances de ilicitude divergentes entre os Estados-
-Membros, milita igualmente, pelo menos em cendrios de diferenca, no
sentido de uma particular cautela na leitura da agdo exigida nos termos
e para os efeitos do artigo 16.°, n.° 3, do DSA*2.

Em suma, a natureza destas fun¢des, em conjugagdo com a circuns-
tancia de serem exigidas a uma entidade privada, conforta(m) a necessi-
dade de uma leitura parcimoniosa da norma que resulta da articulacédo
don.° 3 do artigo 16.° com o artigo 6.° do DSA. Afinal, de entre os direi-
tos fundamentais garantidos pela CDF cuja protecao e exercicio o DSA
pretende também proteger, estd também a liberdade de empresa®s.

3.2. Densificacdo das balizas

O legislador europeu avanca, nas normas em andlise, pistas que
permitem enquadrar a solugdo normativa que resulta dos artigos 16.°,
n.° 3, e 6.°do DSA, em termos concordantes com a teleologia e os limi-
tes a que ja se fez referéncia. Essas balizas descobrem-se, quer no con-
junto de requisitos impostos as notificagdes que, nos termos do n.° 3 do
artigo 16.° do DSA, fundardo a presunc¢ido de conhecimento ou alerta

42 Alertando para essa diferenca e para a confusio associada, cf. WaNG, Tiana. “Delicate
Task: Content Moderation and Intermediary Liability in a Post-DSA World”. Berkeley Techno-
logy Law Journal, v. 39, n. 4, p. 1507-1550, 2024. Disponivel em: https://doi.org/10.15779/
Z38GHO9BB6P. Acesso em: 15 out. 2025, p. 1547. Também no sentido da inexisténcia de
definicdes claras, em termos geradores de incerteza para as plataformas, cf. ENARssoN, The-
rese. “Navigating Hate Speech and Content Moderation under the DSA: Insights from ECtHR
Case Law”. Information & Communications Technology Law, v. 33, n. 3, p. 384-401, 2024. Dis-
ponivel em: https://doi.org/10.1080/13600834.2024.2395579. Acesso em: 15 out. 2025.

43 Cf. considerando 3, DSA e artigo 16.°, CDF.
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ao prestador de servicos, quer na particular adjetivagdo dos conteudos
passiveis de a fundar.

Vejamos.

Dos considerandos 22 e 51 do DSA resulta um conjunto de requisi-
tos que as notificagdes de pessoas ou entidades deverdo preencher para
que se possa fundar a presuncio de conhecimento efetivo da presenca de
conteudos ilegais em linha. Segundo o primeiro considerando, é neces-
sario “que tais notificacdes sejam suficientemente precisas e adequa-
damente fundamentadas para permitir a um operador econémico dili-
gente identificar, avaliar e, se for caso disso, adotar medidas, de forma
razoavel, contra os conteudos alegadamente ilegais”. Ja o considerando
51 determina que “uma notificacdo deverad ser estritamente direcionada,
no sentido de que devera servir para suprimir ou bloquear o acesso a
elementos especificos de informagdo considerados conteudos ilegais,
sem afetar indevidamente a liberdade de expressdo e de informac&o dos
destinatarios do servico. Por conseguinte, as notificagdes deverdo, regra
geral, ser dirigidas aos prestadores de servicos de alojamento virtual de
que se possa razoavelmente esperar que tenham capacidade técnica e
operacional para agir contra esses elementos especificos”. Por seu turno,
reitera o considerando 53 que “[slempre que uma notificacdo contenha
informacdes suficientes para permitir a um prestador diligente de servi-
cos de alojamento virtual identificar, sem um exame juridico pormenori-
zado, que € evidente que o conteudo € ilegal, deverd considerar-se que a
notificacdo da origem ao conhecimento efetivo ou ao conhecimento da
ilegalidade”.

Do exposto extrai-se que as notificacdes deverdo ser suficientes, pre-
cisas, adequadamente fundamentadas e estritamente direcionadas (a con-
teudos especificos).

Por seu turno, dos mesmos considerandos e, bem assim, do préprio
n.° 3 do artigo 16.° do DSA, extrai-se a concluséo de que a presuncéo de
conhecimento apenas se aplicara aos conteudos cuja ilegalidade surja
evidente a um prestador diligente de servigos de alojamento virtual, sem
a necessidade de um exame juridico pormenorizado. E dizer, apenas fun-
dardo a referida presungao de conhecimento ou alerta, e a consequente
exigéncia de atuacdo em conformidade (nos termos do artigo 6.°, n.°
1, do DSA), os conteudos (i) cuja ilegalidade seja patente (dispensando,
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pois, um exame juridico pormenorizado), (ii) a um prestador diligente de
servicos de alojamento virtual.

Trata-se de balizas ndo despiciendas.

Comecando pela referida em (i), ndo oferece, de facto, duvida a pro-
liferagdo de informacdes e conteudos em linha cuja qualificagdo como
conteudo ilegal se vé dependente de uma analise complexa, morosa,
circunstanciada e contextual**, necessariamente variavel, ndo sé de
acordo com os particulares contextos social, politico, juridico e geogra-
fico de que é originaria, como, e bem assim, com a natureza do respetivo
autor, ou, ainda, com os usos ou a finalidade da informacao, o respetivo
conteudo e forma, incluindo nuances e outros elementos contextuais da
linguagem e do discurso*®, a que acresce o alcance e a probabilidade ou
iminéncia de dano.

Desde logo, e com a doutrina, importa recordar que o “DSA is unclear
whether the focus must be on illegal — and/or harmful — content. There is no
clear definition of what is harmful and what 1is illegal. This is problematic
and should be resolved. The issue is especially concerning in the EU context,
given that some contents or behaviors may be illegal in some MSs, and ‘not-il-
legal-but-harmful’ in others (i.e. defamation of religion is a criminal offence
in Germany, Italy, Poland, and Spain, but not in Denmark and France)”4°.
Por seu turno, concordamos também com a doutrina que alerta: “it is
unclear to what extent the procedural innovations of the DSA can provide

44 A titulo de exemplo, sobre os comportamentos de autolesido nio suicida, veja-se LOOKING-
BILL, Valerie; LE, Kimanh. “There’s Always a Way to Get Around the Guidelines: Nonsuici-
dal Self-Injury and Content Moderation on TikTok”. Social Media + Society, v. 10, n. 2, 2024.
Disponivel em: https://doi.org/10.1177/20563051241254371. Acesso em: 15 out. 2025,
considerando: “While risks of trauma or re-traumatization must be considered in content modera-
tion policies and practices, it is imperative that social media platforms have more nuanced unders-
tandings of content type and intention as the effect social media content has on a user is dependent
on the context, goal, and set interactions between a user and a system”, p. 4.

45 A propdsito, cf. ARTICLE 19. Jillian York: The Global Impact of Content Moderation. 2020.
Disponivel em: https://www.article19.org/resources/the-global-impact-of-content-modera-
tion/. Acesso em: 15 out. 2025, e ARTICLE 19. Content Moderation and Freedom of Expression
Handbook. 2023. Disponivel em: https://www.article19.org/wp-content/uploads/2023/08/
SM4P-Content-moderation-handbook-9-Aug-final.pdf. Acesso em: 15 out. 2025, p. 41 e ss.
46 Cf. TuriLLAZZI, Aina et al. “The Digital Services Act: An Analysis of Its Ethical, Legal, and
Social Implications”. Law, Innovation and Technology, v. 15, p. 1-94, 2023. Disponivel em:
http://dx.doi.org/10.1080/17579961.2023.2184136. Acesso em: 15 out. 2025.
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predictability and legal certainty concerning online freedom of expression, in
the absence of any major harmonization of the substantive law applicable in
this very broad and porous area’’.

O apontamento de cautela afigura-se particularmente premente a
propésito de contetudos constitutivos de critica, humor, satira ou counter-
speech, cuja qualificacdo ndo podera ser pura e simplesmente delegada,
por incompatibilidade axioldgico-valorativa, em prestadores de servigos
intermediarios, desde logo pelos efeitos lesivos da supressdo ou remo-
¢ao em direitos fundamentais ponderosos. A esta luz, considera-se, pois,
avisado associar a estes conteudos, pelo menos prima facie, uma duvida
razodvel que nao podera deixar de impactar na determinacao e avaliagdo
do alcance da diligéncia e da responsabilidade do prestador de servicos.

O critério do prestador diligente, referido em (ii), suscita mais duvi-
das, porém. A primeira respeita a questdo de saber se a avaliagdo exigida
por conteudos nio manifestamente (i)legais afastard (por nédo ser esse o
comportamento esperado de um prestador diligente) o recurso a meios
automatizados.

A este propdsito, importa salientar que o DSA néo proibe os presta-
dores de servigcos de alojamento virtual de recorrerem a meios automa-
tizados para efeitos da tomada de decisdes*®. Pelo contrario, aceitando
esse como um cenario, ndo sé possivel, como prototipico*’, o legislador

47 Cf. OrroLraNI, Pietro. “The Digital Services Act, Content Moderation and Dispute
Resolution”. SSRN Electronic Journal, 2023. Disponivel em: http://dx.doi.org/10.2139/
ssrn.4356598. Acesso em: 15 out. 2025, p. 21.

48 Neste mesmo sentido, pese embora sustentando a necessidade de impor ou, pelo menos,
incentivar a intervencdo humana logo nesta fase, cf. QUINTAIS, Jodo Pedro et al. “Copyright
Content Moderation in the European Union: State of the Art, Ways Forward and Policy
Recommendations”. IIC — International Review of Intellectual Property and Competition Law,
v. 55, p. 175-176, 2024. Disponivel em: http://dx.doi.org/10.1007/s40319-023-01409-5.
Acesso em: 15 out. 2025.

19 Como referem Franco, Mirko; GacG1, Ombretta; Parazzi, Claudio E. “Integrating Con-
tent Moderation Systems with Large Language Models”. ACM Transactions on the Web, v. 19,
n.2,art. 18, p. 1-21, 2025. Disponivel em: https://doi.org/10.1145/3700789. Acesso em: 15
out. 20285, “[a]lthough content moderation practices vary across different platforms, the underlying
idea is common across all OSNs. In particular, on Facebook, potential violations undergo detection
through artificial intelligence (Al classifiers that scrutinize content during the upload process or are
flagged by users who come across violating content. If the Al system identifies a potential violation
with high confidence, swift removal may occur without additional checks. On the other hand, if the
Al classifier detects potential violations with low confidence or if users report the content, human
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europeu limita-se a impor obrigacdes de transparéncia. A esta luz, duas
interpretacgdes afiguram-se-nos possiveis.

Por um lado, podera entender-se que, por prestador diligente de ser-
vicos de alojamento virtual, o legislador europeu se estard a referir a
uma subjetividade (humana ou coletiva-empresarial) que, pese embora
sem conhecimentos bastantes para proceder a andlise contextual e/ou
juridica necessaria e exigida por determinados conteudos, procede a um
juizo de avaliacdo-qualificacdo ndo meramente automatizado. Assim
perspetivada a norma, dir-se-a que o prestador diligente sera aquele que,
perante uma notificacdo com as referidas caracteristicas, assegura uma
“acdo” nido assente (em exclusivo) em meios automatizados, de onde
resulta ndo poder um prestador de servigos que haja recorrido a meios
automatizados ver a sua responsabilidade excluida, alegando a incapa-
cidade de discernimento ou a ocorréncia de erro imputavel aos meios
automatizados utilizados no processo de catalogagio e reconhecimento
da ilegalidade dos conteudos.

Por outro lado, e em contraste, podera assumir-se, pelo menos no
que se refere aos fornecedores de plataformas em linha — obrigados, nos
termos do artigo 20.° do DSA, a disponibilizacdo de um sistema interno
de gestdo de reclamacgdes —, que a diligéncia esperada do prestador de
servicos ndo exigird uma avaliagdo “humana”, exclusiva, supervisiona-
dora e/ou adicional aquela porventura resultante do recurso a meios
automatizados. Isto, atenta a possibilidade de o notificante, insatisfeito
com a referida qualificacio (assente em meios automatizados) e con-
sequente inércia do prestador, recorrer ao respetivo sistema interno de
gestdo de reclamacdes, a propdsito do qual o DSA impde ja que as deci-
sbes “sejam tomadas sob supervisdo de colaboradores devidamente qua-
lificados, e nao exclusivamente com base em meios automatizados”°.
Note-se que, a adotar-se esta segunda leitura, a reclamacio subsequente

reviewers scrutinize the content. In such cases, if the content breaches community standards, it is
referred to a pool of paid reviewers and removal is contingent on consensos among multiple human
moderators. Conversely, potential misinformation violations are routed to thivd-party certified and
independent content moderators unless there is an imminent risk of violence or physical harm. In
case of disagreement, users can appeal a moderation decision and the content will be reviewed by
human moderators who can either uphold or overturn the initial verdict”, p. 6.

50 Cf. n.° 6 do artigo 20.°, DSA.
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do notificante ndo poderda também deixar de impactar na avaliagio e na
determinacgio da diligéncia esperada do prestador de servigos.

A auséncia de resposta concludente no Regulamento e a possibi-
lidade tedrica de sustentar as duas leituras sdo um argumento adicio-
nal em favor da interpretagdo parcimoniosa que aqui se sustenta para a
norma do n.° 3 do artigo 16.° do DSA (conjugado com o artigo 6.°). Com
efeito, se se sustentar que a presungio de conhecimento e a consequente
obrigatoriedade de acdo devem ver a sua aplicagéo circunscrita aos con-
teudos cuja ilegalidade seja manifesta ou patente, é dizer, aqueles cuja
qualificacdo (juridica) se ndo veja dependente de uma anélise contextual
e/ou juridica pormenorizada e, em particular, de um juizo humano quali-
ficado, que um prestador de servicos diligente ndo estd em condigdes de
assegurar®l, a acdo porventura justificativa do recurso a meios automa-
tizados so se colocara em relacdo a i) conteudos claramente problema-
ticos ou ilegais e/ou a ii) conteudos cuja legalidade néo ofereca duvidas,
caso em que — havendo agdo ou inércia por parte do prestador, respeti-
vamente — ndo poderd o recurso a meios automatizados ser de molde a
desqualificar a sua diligéncia®?.

A distingao propugnada em texto encontra ancoragem na jurispru-
déncia dos tribunais europeus e nacionais. A titulo de exemplo, conside-
rou o Tribunal de Justica, no caso Glawischnig-Piesczek (C-18/18)°3, que,
na sequéncia da declaracio de ilicitude de determinados contetidos por
um tribunal, podera ser exigida as plataformas a remoc¢io de conteudos

5t Além da incapacidade (juridica), importa salientar os constrangimentos associados.
Com G’sell, importa reconhecer que “complying with the DSA’s procedural requirement will
be arduous and expensive for platforms that handle millions of publications daily through
automated systems” — cf. G’SELL, Florence. “The Digital Services Act (DSA): A General
Assessment”. SSRN Electronic Journal, 2023. Disponivel em: http://dx.doi.org/10.2139/
ssrn.4403433. Acesso em: 15 out. 2025.

52 Sobre esta distingdo, cf., inter alia, STOCKINGER, Andrea; SCHAFER, Svenja; LECHELER,
Sophie. “Navigating the Gray Areas of Content Moderation: Professional Moderators’ Perspec-
tives on Uncivil User Comments and the Role of (Al-based) Technological Tools”. New Media
& Society, v. 0, n. 0, 2023. Disponivel em: https://doi.org/10.1177/14614448231190901.
Acesso em: 15 out. 2025. Vd., também, ToB1, Abraham. “Towards an Epistemic Compass for
Online Content Moderation”. Philosophy & Technology, v. 37, p. 109, 2024. Disponivel em:
https://doi.org/10.1007/s13347-024-00791-3. Acesso em: 15 out. 2025.

53 Cf. TRIBUNAL DE JUSTIGA DA UNIAO EUROPEIA. Acérddo de 3 de outubro de 2019, Glawischni-
g-Piesczek v. Facebook Ireland Limited (C-18/18, ECLL:EU:C:2019:821).
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idénticos ou substancialmente equivalentes. E 0 mesmo que afirmar que
a categoria de conteudos manifestamente ilegais deverdo reconduzir-se
aqueles que tenham ja sido, diretamente ou por proximidade, declara-
dos como tal por drgdos jurisdicionais. Além destes, e em linha com o
decidido pelo Landgericht Diisseldorf no processo 2a O 112/23%4, relativo
a divulgacgido de anuncios fraudulentos através do Google Ads, que imita-
vam o dominio legitimo de uma empresa notificante, podera igualmente
sustentar-se que o tipo de ilicitude em questdo — uso indevido de marca
e eventual fraude — devera ser considerado manifestamente ilegal por
uma plataforma que possa facilmente detetar tal pratica mediante sim-
ples verificac@o técnica ou mecanica, sem necessidade de um juizo juri-
dico complexo.

Em contraste, conflitos entre particulares relativos a publicac¢oes
ou conteudos criados por utilizadores e partilhados em redes sociais
situar-se-80 numa gona cinzenta, em que a ponderacdo entre liberdade
de expressdo e direitos de personalidade exige uma apreciacdo humana
e publica mais desenvolvida, nao exigivel, sob pena de desproporcionali-
dade, a um prestador de servicos intermediarios.

Em suma, e de tudo o exposto, resulta possivel extrair, do n.° 3 do
artigo 16.°, conjugado com o artigo 6.° do DSA, um particular dever
para o prestador de servicos de alojamento virtual, de avaliacio, quali-
ficacdo e ponderagdo da informacio putativamente ilegal notificada,
nos termos do qual podera aquele concluir no sentido da presenca de
i) conteudo ilegal patente ou manifesto, caso em que devera adotar as
diligéncias exigidas pela alinea b) do n.° 1 do artigo 6.° do DSA; ii) con-
teudo de nenhum modo configuravel como ilegal, caso em que se devera
limitar a cumprir os deveres comunicacionais do artigo 16.° do DSA
(além de outros aplicaveis); ou de iii) conteudo cuja natureza (i)legal
ndo ¢ certa, cendrio em que devera proceder a uma indagacio mais pro-
funda, na sequéncia da qual poderd optar, ora pela suspensio (tempora-
ria) do acesso aos referidos contetdos, ora pela respetiva manutencao,
ndo devendo — a mingua de outros elementos de enquadramento — ser
responsabilizado por qualquer uma das escolhas, contanto que assentes
num exercicio de ponderacdo proporcional e razoavel, tendo em conta,

54 Cf. LANDGERICHT DUSSELDOREF. 2a O 112/23, Skinport GmbH c. Google Ireland Ltd., 15 jan.
2025.
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quer o tipo de conteudos em presenca, quer intera¢des subsequentes,
seja com o(s) autor(es) da notificagdo, seja com os titulares da informa-
¢do. A classificacio assim encetada afigura-se necessaria para evitar
falsos positivos e falsos negativos, associados, respetivamente, a interferén-
cias indevidas na liberdade de expresséo e de criacdo artistica em linha,
e, por outro lado, a eventuais lesdes ou a perpetuacio de interferéncias
em direitos de personalidade®®.

4. Do alcance da responsabilidade da plataforma pelo conhecimento
(presumido): subsidios para uma responsabilizacdo proporcionada

Como se avangou, a notificagido de elementos especificos de infor-
macédo considerados “conteudos ilegais” pela parte notificante exigira,
do prestador de servicos de alojamento virtual, (i) uma avaliagdo e qua-
lificacdo, mais ou menos complexas, na sequéncia do que se lhe exi-
gird, também, (ii) a adocdo de uma decisdo quanto as medidas a adotar.
Salientou-se, ainda, que, quer o exercicio de qualificacdo, quer a “a¢do”
assumida pelo prestador, quer, em particular, a escolha das concretas
medidas a adotar, devem obediéncia e surgem limitadas por direitos
fundamentais.

Em linha com o exposto, considera-se que também o enforcement do
DSA pelas autoridades competentes devera ser balizado pelos direitos
fundamentais em presenca, onde se incluem, além daqueles dos desti-
natarios do servico (seja na qualidade de notificantes, seja na qualidade
de titulares de informacdes e/ou conteidos potencialmente ilegais),
também, os direitos do prestador do servico.

Em particular, perante as duvidas suscitadas pelas zonas cinzentas
previamente introduzidas, nomeadamente no que se refere & natureza e
a qualificacdo juridica de alguns conteudos como “ilegais”, a atuacédo das
autoridades responsaveis pela aplicacéo e execucdo do Regulamento dos
Servicos Digitais e, em particular, a sua discricionariedade deverdo ser

55 Alertando para estes riscos, cf. WE1, Johnny Tian-Zheng; ZuraLL, Frederike; JIA, Robin.
“Operationalizing Content Moderation ‘Accuracy’ in the Digital Services Act”. Al, Ethics,
and Society (AIES) Journal, v. 7, p. 1527-1538, 16 out. 2024. Disponivel em: https://doi.
org/10.1609/aies.v7i1.31744. Acesso em: 15 out. 2025, p. 1530ff.
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atuadas, em tais cenarios, com particular autocontencio e proporciona-
lidade face ao status de duvida e a dimensao dos poderes de enforcement
que lhes séo reconhecidos.

Isto de iure constituto. J& de iure constituendo, considera-se haver
margem para explorar, promover e prever — com particulares vantagens
sobretudo em cendrios de duvida razodvel — mecanismos e canais de
didlogo e de transmissdo de informacdes, entre o prestador de servigos
intermediarios e as autoridades (administrativas ou jurisdicionais) com-
petentes, estas, em melhor posicdo para auxiliar o prestador no exercicio
de qualificacdo e na determinacdo das medidas exigiveis para dar cum-
primento ao DSA.

Concretizando muito brevemente.

4.1. A proporcionalidade e a razoabilidade da aplicagdo prdtica da
responsabilidade pelo conhecimento (presumido): entre o public e o
private enforcement

Como se antecipou, o DSA é um ato normativo que compreende dois
pilares principais. Por um lado, um elenco de isenc¢des condicionais de
responsabilidade. Por outro lado, um conjunto de obrigacdes de devida
diligéncia. O ndo cumprimento das condicdes previstas nos artigos 4.° a
6.°do DSA afasta o beneficio da isencéo de responsabilidade como porto
seguro, permitindo, pois, a responsabilizacdo dos prestadores de servi-
¢os intermediarios por informacdes (ilegais) de terceiros, transmitidas,
acedidas e/ou armazenadas nos respetivos canais, interfaces ou plata-
formas. Ja a violagdo dos deveres de devida diligéncia consagrados no
DSA, sujeita-o (prestador) a medidas sancionatdrias de execugdo, entre
as quais coimas, adotadas pelas autoridades competentes (public enforce-
ment), a que acrescem eventuais pretensdes indemnizatérias deduzidas
por potenciais lesados (private enforcement). Esta responsabilidade (pela
violacdo de deveres proprios) € relativamente independente da (isencéo
de) responsabilidade relativamente aos conteudos de terceiros®®.

56 Sobre a articulacdo entre as duas dimensdes, num sistema assente num wmixed enfor-
cement, cf. Husovec, Martin. “The DSA as a Mixed Enforcement System”. In: Principles of
the Digital Services Act. Oxford: Oxford University Press, 2024. Disponivel em: http://dx.doi.
0rg/10.1093/law-0cl/9780192882455.003.0019. Acesso em: 15 out. 2025.
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Assim, e pese embora as isenc¢des condicionais de responsabilidade
previstas no DSA ndo possam ser entendidas como “uma base positiva
para determinar quando um prestador pode ser responsabilizado™®?,
certo é que o prestador de servigcos intermediarios se vé sujeito a dife-
rentes frentes possiveis de responsabilizagdo, quer em contexto de public
enforcement, regulado no DSA e nas legislagdes nacionais de execucao,
quer em contexto de private enforcement, também reconhecido no consi-
derando 121%8 e no artigo 54.° do DSA. Deste ultimo resulta que, “[n]os
termos do direito da Unifo e nacional, os destinatarios do servico tém o
direito de pedir uma indemnizacéo aos prestadores de servigos interme-
diarios no que diz respeito a quaisquer perdas ou danos sofridos devido
a uma violacdo, por parte desses prestadores, das obrigacdes que lhes
incumbem por for¢a do presente regulamento”.

Os dois pilares do DSA suprarreferidos — isenc¢des condicionais de
responsabilidade e deveres de devida diligéncia — ndo séo, porém, ape-
sar da sua autonomia, nem excludentes nem incomunicaveis. Exempli-
ficativa disso mesmo é a norma em estudo, resultante da conjugacao do
n.° 3 do artigo 16.°com o n.° 1 do artigo 6.° do DSA.

Por isso mesmo, e em linha com as duvidas de hermenéutica assina-
ladas supra, considera-se que igual parcimoénia sera também de exigir na
respetiva aplicagdo e execucéo.

Em particular, deverdo as autoridades competentes (coordena-
dores dos servigos digitais ou Comissido Europeia)® abster-se de um

57 Cf. considerando 17, DSA.

58 De acordo com o considerando 121 do DSA, “[slem prejuizo das disposi¢des relativas a
isencdo de responsabilidade previstas no presente regulamento no que respeita as informa-
¢Oes transmitidas ou armazenadas a pedido de um destinatario do servico, os prestadores de
servicos intermedidrios deverdo ser responsaveis pelos danos causados aos destinatdrios do
servico devido a uma violacdo das obrigacdes estabelecidas no presente regulamento para
esses prestadores. A indemnizagao desses danos devera estar em conformidade com as regras
e os procedimentos estabelecidos na legislagdo nacional aplicavel e sem prejuizo de outras
possibilidades de reparagao disponiveis ao abrigo das regras de defesa dos consumidores”.

59 Sobre a articulagéo entre diferentes entidades responséveis pelo enforcement do DSA, cf.
VaN CLEYNENBREUGEL, Pieter; MATTIOLI, Pietro. “Digital Services Coordinators and Other
Competent Authorities in the Digital Services Act: Streamlined Enforcement Coordination
Lost?”. European Law Blog, 2023. Disponivel em: http://dx.doi.org/10.21428/9885764c.
f18f26b8. Acesso em: 15 out. 2025. Também WiLMAN, Folkert; KALEDA, Saulius Lukas;
LoeEwWENTHAL, Paul-John. “Implementation, Cooperation, Penalties and Enforcement”. In:
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enforcement punitivo, optando, antes, por uma estratégia dialdgica e
pedagdgica. E dizer, ao invés da imediata imposicdo de sancdes [nos
termos dos artigos 51.°, n.° 2, als. ¢) e d), 52.° e 74.° do DSA] pela néo
remocao de conteudos sinalizados como potencialmente ilegais por des-
tinatarios do servigo ou outras entidades, deverdo as autoridades compe-
tentes, perante a existéncia de duvida razoavel quanto a natureza e qua-
lificagdo da informacgao ou conteudos, optar por esclarecer o fornecedor
e concretizar as medidas necessdrias para assegurar o cumprimento do
Regulamento [nos termos dos artigos 51.°, n.° 2, al. b), e 73.° do DSA].

E nem se avance, contra o exposto, a inexisténcia de base normativa
no DSA. Desde logo, esta-se perante Regulamento que de nenhum modo
impd&e a aplicacdo de sangdes pecunidrias em caso de incumprimento
das suas disposi¢des. Em contraste, veja-se que, de acordo com os con-
siderandos 115 a 117 do DSA, os poderes de investigacdo e de execu-
¢do reconhecidos aos coordenadores dos servicos digitais e, sendo caso
disso, a outras autoridades competentes deverdo estar enquadrados por
condicdes e limites pormenorizados, e, bem assim, exercidos de forma
proporcionada “nomeadamente, a natureza e ao dano global efetivo ou
eventual causado pela infracdo ou suspeita de infracdo”®.

Em particular no que a aplicacdo de sancdes se refere (que néo se
esgotam nas coimas e sangdes pecuniarias compulsdrias), resulta do
Regulamento que os Estados-Membros deverdo assegurar a sua efetivi-
dade, proporcionalidade e dissuasio, “tendo em conta a natureza, a gra-
vidade, a recorréncia e a duracgio da violacio, dado o interesse publico
visado, o Ambito e o tipo de atividades realizadas, bem como a capaci-
dade econdmica do infrator”¢!.

Idénticas exigéncias de proporcionalidade se erguem, por seu turno
e também, a Comissdo Europeia, a quem sdo reconhecidos poderes
de investigacdo e execucdo exclusivos em relagdo aos fornecedores de

The EU Digital Services Act. Oxford: Oxford University Press, 2024. Disponivel em: http://dx.
doi.org/10.1093/1aw/9780198892847.003.0005. Acesso em: 15 out. 2025. Em particular,
sobre as dificuldades de um enforcement consistente, cf. NANNINI, Luca et al. “Beyond Pha-
se-in: Assessing Impacts on Disinformation of the EU Digital Services Act”. Al and Ethics,
2024. Disponivel em: http://dx.doi.org/10.1007/s43681-024-00467-w. Acesso em: 15 out.
2025.

%0 Vd., também, artigo 51.°, DSA.

61 Vd., também, artigo 52.°, DSA.
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plataformas em linha de muito grande dimens&o (e aos motores de pes-
quisa em linha de muito grande dimenséo). Com efeito, 1é-se no consi-
derando 140 do DSA que os referidos poderes deveréo ser exercidos “no
pleno respeito do direito fundamental de ser ouvido e de ter acesso ao
processo no Ambito de um procedimento de execucdo, do principio da
proporcionalidade e dos direitos e interesses das partes em causa”. Sendo
que, no que se refere em particular a aplicacdo de coimas e de sangdes
pecunidrias compulsdrias, previstas no artigo 74.° do DSA, também o
considerando 144 apela a particulares exigéncias de proporcionalidade.

Em suma, os desafios suscitados por contetdos de (i)legalidade ndo
manifesta ou patente aconselham e exigem a preferéncia das autori-
dades responsaveis por uma abordagem de enforcement dialdgica, com
ancoragem normativa clara.

Isto, no plano do public enforcement.

Ja no plano do private enforcement, a responsabilidade por uma
aplicacdo razoavel e proporcional do Regulamento deslocar-se-a, em
particular, para os juizes e demais autoridades jurisdicionais (porven-
tura, o Ministério Publico), a quem caiba ajuizar do mérito de uma acéo
de responsabilidade civil movida contra um prestador de servicos, por
incumprimento dos seus deveres ao abrigo do DSA, e, em particular, por
incumprimento do seu dever de “acdo”, na sequéncia da notificacéo por
um destinatario do servico.

Julga-se, desde logo por imperativos de coeréncia politico-juridica,
ser, também nesta sede, de levar a sério o disposto na parte final do n.°
3 do artigo 6.° do DSA, cabendo entéo aos referidos atores judicidrios
avaliar se a particular notificagcdo, dirigida ao prestador, era de molde
— tendo em conta o seu conteudo e, em particular, o tipo de informacao
em presenca — a permitir a um “prestador diligente de alojamento vir-
tual identificar a ilegalidade da atividade ou das informacdes em causa
sem um exame juridico pormenorizado”®2.

Dos atores judiciarios exigir-se-4, para o efeito, um conhecimento
cabal do enquadramento normativo aplicavel, e a exploracdo das dife-
rentes vias potencialmente abertas aos notificantes®s. Inter alia, sera

62 Cf. n.° 3 do artigo 16.°, DSA.
63 Com efeito, importa recordar que, na sequéncia da inércia do prestador, aos destinatdrios
da decisdo serd possivel apresentar uma reclamacio (nos termos do artigo 20.° do DSA),
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relevante aferir se, na sequéncia de uma notificacido e consequente inér-
cia do prestador de servicos, o notificante recorreu ao sistema interno
de gestdo de reclamacdes consagrado no artigo 20.° do DSA (quando
aplicavel e se disponivel), ou se, a contrario, na sequéncia de uma deci-
sdo restritiva (de supresséo, restri¢cdo ou bloqueio do acesso a uma infor-
macao, conta ou elemento do servigo), o proprio interessado (titular da
informacao) reagiu através do mesmo sistema. E, em ambos os cendrios,
em que termos se desenvolveu esta interagdo e que motivos e /ou preocu-
pacdes a nortearam.

Adicionalmente, devera o tribunal apreciar também se, ao invés do
mecanismo de notificagdo oferecido pelo prestador de servicos, o des-
tinatario do servigco optou diretamente pela eventual citacdo da plata-
forma para uma acéo (coletiva) de responsabilidade civil, elemento que
podera indicar um eventual recurso abusivo a acdo. Com efeito, pese
embora resulte do considerado S9 do DSA que “[o]s destinatarios do
servico deverdo poder escolher entre o mecanismo interno de reclama-
¢ado, a resolucdo extrajudicial de litigios e a possibilidade de intentar, em
qualquer fase, processos judiciais”, esta alternatividade estd claramente
pensada para uma fase posterior a uma notificacdo ao abrigo do artigo
16.° do DSA, o que se compreende, tendo em conta que a acdo de res-
ponsabilidade civil tera por objeto aferir do (in)cumprimento de uma
qualquer “agdo” exigida pelo DSA pela plataforma, o que pressuporda um
conhecimento prévio, obtido através de qualquer uma das vias ja atras
referidas. Assim, cré-se dever o recurso direto a uma acéo de responsabi-
lidade civil, sem recurso prévio ao mecanismo do artigo 16.° do DSA, ser
elemento relevante em contexto do private enforcement, no qual havera
que apurar se esse recurso direto teve por fundamento a inexisténcia de
canais de notificacio e acdo (o que representa o incumprimento do DSA
pela plataforma) e/ou, pelo contrario, a simples inércia consciente e/ou a
eventual ma-fé ou abuso do direito a acdo por parte do putativo lesado.

recorrer a um organismo de resolugdo extrajudicial de litigios (nos termos do artigo 21.° do
DSA), ou intentar, em qualquer fase, um processo judicial, possibilidades de que os notifi-
cantes deverdo ser informados pelo prestador de servicos. Por seu turno, na sua resposta fun-
damentada aos notificantes, o prestador de servigos poderd e deverd justificar a sua decisao,
com base na ilegalidade ndo manifesta ou patente dos conteudos em questado — cf. conside-
randos 55 e 59, DSA.



A RESPONSABILIDADE DAS PLATAFORMAS PELO CONHECIMENTO
(PRESUMIDO)

Listadas algumas indicagdes que se julgam relevantes para um
enforcement efetivo, mas, e bem assim, proporcional do DSA, cumpre
agora terminar com um conjunto de recomendagdes sobre as vantagens
do didlogo entre prestadores de servicos intermedidrios e autoridades
(publicas) competentes.

4.2. Repensar o dialogo e a reparticdo de responsabilidades entre o
prestador de servicos intermediarios e as autoridades competentes

Segundo o artigo 18.° do DSA, aplicavel aos prestadores de servicos
de alojamento virtual, incluindo as plataformas em linha, “[s]Jempre que
um prestador de servicos de alojamento virtual tome conhecimento de
qualquer informacao que levante suspeitas de que ocorreu, esta a ocor-
rer ou € suscetivel de ocorrer um crime que envolva uma ameaca a vida
ou a seguranga de uma ou varias pessoas, o prestador de servicos de alo-
jamento virtual informa imediatamente da sua suspeita as autoridades
policiais ou judiciarias do ou dos Estados-Membros em causa e fornece
todas as informacdes pertinentes disponiveis”4,

Pese embora o reporte de conteudos as autoridades competentes
estar previsto, como dever especial, apenas e tdo-sé para informacoes
que levantem suspeitas de crimes, julga-se que, imbuidos no mesmo
espirito, nada haveria a obstar a aplicagdo de solucédo préxima e a intro-
ducédo de canais de didlogo entre prestadores de servicos e autoridades
competentes, a proposito de contelidos cuja ilegalidade ndo seja mani-
festa ou patente e/ou cuja legalidade também se ndo possa asseverar
acima de toda a duvida razodvel, isto €, para os casos cinzentos.

Em particular, a prever-se um tal canal, daf resultaria que, entre as
possibilidades abertas ao prestador, para — perante a comunicagio por
um destinatario do servico relativamente a presenca de conteudos ile-
gais em linha — preservar a sua isencdo de responsabilidade, estaria,
também, a via da notificacdo dos referidos conteudos e situacgao fatica as
autoridades competentes®®, comunicagio essa que, em caso de duvida,

64 Vd., também, considerando 56, DSA.

65 Neste sentido, INSERRA, David. “A Guide to Content Moderation for Policymakers”. Policy
Analysis, n. 974, 2024. Disponivel em: https://www.cato.org/policy-analysis/guide-content-
-moderation-policymakers. Acesso em: 15 out. 2025.
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poderia ser considerada “suficiente” para dar cumprimento as condic¢des
previstas no artigo 6.° do DSA, e, com elas, para a aplicacido da isencéo
de responsabilidade af prevista.

A duvida insita a qualificagdo de um contetido em linha como (i)le-
gal e, em particular, o alcance das eventuais agdes adotadas na sua
sequéncia (como forma de garantir a preservagdo da isencéo de respon-
sabilidade) — potencialmente lesivas de direitos fundamentais (seja do
lesado pela informacao, seja do autor da informac&o) — justificam a refe-
rida articulacdo com as autoridades publicas, nacionais ou europeias
competentes®®.

Além de se estar perante elemento relevante e idéneo a atestar a
boa-fé do prestador — e demonstrativo de como ndo age de outro modo,
apenas em razdo de duvida razoavel quanto a (i)legalidade das infor-
macdes (fator que deverd ser tido em conta na avaliacdo da respetiva
diligéncia) —, o didlogo a que se alude revestiria também importancia
inegavel do prisma do interesse publico (também ele na base do DSA)®7,

% Com efeito, apesar de os dados constantes do DSA Transparency Database suportarem
alguma autocontencao das plataformas no que se refere & adogéo de restrigdes adotadas motu
proprio (e ndo na sequéncia de uma notificacdo), e fundadas na violagdo ou incompatibili-
dade com os termos e condicdes da prépria plataforma — o que mitiga os riscos associados aos
falsos positivos (overblocking) —, a verdade é que, além de nada permitir assegurar a manu-
tengdo dessa tendéncia, importa também prevenir os efeitos nefastos dos falsos negativos
(underblocking), isto é, a preservacéo em linha de informacdes ou contetidos danosos, desig-
nadamente para os direitos de personalidade. Tudo isto reforca a necessidade de uma maior
articulacdo com as autoridades publicas, em especial nos casos em que a determinacao da
ilicitude dos conteudos dependa de uma avaliacdo juridica contextual. Sobre o DSA Transpa-
rency Database, cf. https://transparency.dsa.ec.europa.eu/. Também KausHAL, Rishabh; Van
DE KerkHOF, Jacob; GoanTa, Catalina; SpaNaKkis, Gerasimos; IAMNITCHI, Adriana. “Auto-
mated Transparency: A Legal and Empirical Analysis of the Digital Services Act Transpa-
rency Database”. In: Proceedings of the 2024 ACM Conference on Fairness, Accountability, and
Transparency (FAccT °24). New York: Association for Computing Machinery, 2024. p. 1121~
-1132. Disponivel em: https://doi.org/10.1145/3630106.3658960. Acesso em: 15 out.
2025. Sobre as insuficiéncias da base de dados, cf. TRusILLO, Amaury; Facni, Tiziano;
CrEscl, Stefano. “The DSA Transparency Database: Auditing Self-reported Moderation
Actions by Social Media”. In: Proceedings of the 28th ACM Conference on Computer-Supported
Cooperative Work and Social Computing (CSCW °25). New York: Association for Computing
Machinery, 2025. Disponivel em: https://doi.org/10.1145/3711085. Acesso em: 15 out.
2025.

67 Cf. considerando 40, DSA.
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insito ao combate a presenca e a disseminacio de conteudos ilegais em
linha (independentemente do tipo de ilegalidade), e justificativo de um
envolvimento préoximo, seja das autoridades nacionais competentes do
Estado-Membro a que o conteudo ilegal se refere (ou no qual o presta-
dor ou o seu representante legal estejam localizados)®8, seja da Comisséo
Europeia (no caso dos fornecedores de plataformas em linha de muito
grande dimens&o0)%°.

Esta-se, reconhece-se, perante solucido valida de iure constituendo,
porquanto naturalmente carecida (na sua efetivacéo pratica) do desenho
e da implementacao de canais de didlogo que a permitam, e que, no que
se refere & opcdo entre a notificagdo a uma das autoridades competentes
para a supervisdo e execucdo do Regulamento dos Servicos Digitais e/
Jou a uma outra autoridade administrativa, policial ou judiciaria, sempre
exigird o esclarecimento de questdes de competéncia. Com efeito, ainda
que em relagdo as primeiras (sobretudo, os coordenadores dos servigos
digitais), a possibilidade aqui sustentada possa até ndo suscitar proble-
mas’®, importa ndo negligenciar a eventual necessidade e preméncia da
intervencdo de outras entidades e a possibilidade de a elas recorrer, nos
termos de um enquadramento préprio’t.

Pese embora carecida de concretizacdo ulterior, a solucdo aqui
avancada — didlogo preventivo — antecipa os problemas reconhecidos,
inter alia, no considerando 39 do DSA, ao prever que “o presente regu-
lamento ndo devera impedir as autoridades judiciarias ou administra-
tivas nacionais competentes de emitir, com base no direito da Unifo ou
nacional aplicavel, uma decisdo de reposicido de conteudos sempre que
esses conteudos estiverem em conformidade com os termos e condig¢des

68 Cf. artigo 49.° e ss., DSA.

69 Cf. artigo 64.° e ss., DSA.

70 Pese embora focado nos direitos dos destinatérios do servico, o DSA consagra um direito
a apresentacdo de reclamagdes no artigo 53.° do DSA, cujo canal de efetivacdo permitird, de
igual modo, a um prestador de servicos apresentar uma preocupagado fundamentada.

7t Desde logo, ha propostas no sentido da centralizagdo da apreciagdo de casos complexos
na Comissdo Europeia ou no Comité Europeu dos Servicos Digitais, por forma a evitar uma
aplicagao divergente do DSA, motivada por diferentes tradigdes nacionais de tutela do dis-
curso e de protegao da liberdade de expressdo. Neste sentido, cf. VAN DE KERKHOF, Jacob.
“The DSA’s Tower of Babel: On Digital Services Coordinators and Freedom of Expression”.
European Journal of Risk Regulation, p. 1-26, 2025. Disponivel em: https://doi.org/10.1017/
err.2025.10034. Acesso em: 15 out. 2025.
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do prestador do servico intermediario, mas tenham sido erradamente
considerados ilegais por esse prestador e tenham sido suprimidos”.

Pergunta-se: ao invés da manutencdo de um quadro de incerteza
e da promocio de um crescente risco de responsabilizagdo, propicio a
“remocao por defeito”, ndo exigirdo os direitos fundamentais, pelo con-
trario, a seguranca juridica e a centralizacio da resolucéo dos “casos difi-
ceis” nas autoridades judiciarias ou administrativas nacionais compe-
tentes, como dita o artigo 9.° do DSA?

Por outras palavras, ao invés da adoc¢do de decisdes de reposicio
(que pressupbem e convivem com a remogdo errénea de conteudos),
considera-se necessario reabilitar a responsabilidade das autoridades
competentes pela adocdo das competentes decisdes de atuacdo-remo-
¢do, em termos que ndo sé ndo afetam a isencéo de responsabilidade dos
prestadores de servicos como contribuem para um ambiente em linha
seguro e respeitador dos direitos fundamentais, evitando a censura das
liberdades e garantindo, em simultaneo, a protecido de todos os direitos
fundamentais.

Em suma, sendo a garantia e a efetivacdo dos direitos fundamentais
uma responsabilidade de todos, ndo podera a sua atuagio e protecio em
linha deixar de assentar numa efetiva partilha de responsabilidades”?, e
ndo numa pura e simples delegacio de tarefas.

5. Conclusdes

O quadro de isencdes de responsabilidade (pelos contetudos de ter-
ceiros) e o conjunto de obrigacdes de devida diligéncia consagradas no
Regulamento dos Servicos Digitais representam as suas duas faces de
Jano. Sao questdes inconfundiveis, porém. Com efeito, uma coisa é afe-
rir da (ndo) responsabilidade do prestador pelos contetdos ilegais de ter-
ceiros. E outra, diferente, é cuidar da sua responsabilidade pelo (in)cum-
primento das obrigacdes de devida diligéncia previstas no Regulamento.
Porque assim é, a regra € a de que o incumprimento das obrigacdes de

72 E néo apenas dos riscos. Sobre a necessdria partilha de riscos entre diferentes stakehol-
ders, a propdsito do sistema dos artigos 34.° e 35.2, DSA, cf. Husovic, Martin. “General Risk
Management”. In: Principles of the Digital Services Act. Oxford: Oxford University Press, 2024.
Disponivel em: http://dx.doi.org/10.1093/law-0cl/9780192882455.003.0015. Acesso em:
15 out. 2025.
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devida diligéncia € fonte de uma responsabilidade especifica — pela qual
podem, alids, ser aplicadas sanc¢des e avancadas pretensdes indemniza-
torias —, inconfundivel com a responsabilidade por conteudos e infor-
macgdes ilegais em linha de terceiros.

A diferencga nfo elimina, porém, a existéncia de pontos de contacto.

Este artigo debrugou-se sobre um em particular — aquele que resulta
da leitura conjugada do n.° 3 do artigo 16.° com o n.° 1 do artigo 6.° do
DSA, preceitos estes que, estabelecendo uma presuncao de conhecimento
da presenca de conteudos ilegais em linha, por um prestador de servi-
cos disso alertado por um destinatario do servigo, exigem desse mesmo
prestador uma atuacdo diligente no sentido da supressdo ou desativa-
¢ao do acesso a esses conteudos “ilegais”. Procurou-se, para esta norma,
uma proposta de interpretagdo proporcional e razodvel, conjugada com
a necessidade de uma sua aplicacdo e execucgdo de “geometria variavel”.

Retomando as questdes de estudo avancadas, considera-se que a
presuncao de conhecimento, consagrada no n.° 3 do artigo 16.°do DSA,
configura uma presuncao relativa, podendo o prestador, ainda quando
indevidamente acionado, avancar elementos demonstrativos de duvida
razoavel quanto a qualificacdo da informagdo como ilegal e, portanto,
capazes de afastar a sua responsabilidade pela “acdo” (ou omiss&o).

Por seu turno, e em linha com uma hermenéutica proporcional e
razoavel da norma, sustenta-se a circunscricdo do potencial aplicativo
da presuncido de conhecimento a i) notificagbes suficientes, precisas,
adequadamente fundamentadas e estritamente direcionadas (a conteu-
dos especificos) e ii) respeitantes a conteudos cuja ilegalidade seja mani-
festa ou patente a um prestador diligente. Em particular, considera-se
que somente em tais casos serd de exigir a atuacido do prestador de servi-
¢os, sob a ameacga de, em caso de inércia, ndo poder beneficiar da isen-
¢ao de responsabilidade do artigo 6.° do DSA.

A esta luz, e além da importancia de uma analise atenta da notifi-
cacdo avancgada pelo destinatario do servico, considera-se que o n.° 3 do
artigo 16.° e o proprio artigo 6.° do DSA suportam a existéncia de um
regime diferenciado, distinguindo entre i) contetudos ilegais evidentes
ou manifestos, ii) conteudos cuja legalidade ndo oferece duvida razoavel
e iii) conteudos cuja qualificacdo como (i)legais se afigura carecida de
uma avaliacio que o prestador podera nédo estar em condigdes de fazer
(no imediato ou sem mais).
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Além da proposta hermenéutica sustentada, tratou-se, também, do
respetivo impacto na aplicacio e execuc¢do do Regulamento dos Servi-
cos Digitais, quer em contexto de public enforcement, quer em contexto
de private enforcement, considerando relevante a exigéncia de uma ana-
lise contextual séria, por parte de todos os atores publicos envolvidos —
desde coordenadores dos servigos digitais e Comissdo Europeia, as auto-
ridades judicidrias e administrativas nacionais competentes.

O texto conclui, propondo a necessidade — sobretudo em cendrios
cinzentos, isto €, de (i)legalidade ndo manifesta ou evidente — de um
maior envolvimento, articulagdo e didlogo entre prestadores de servi-
¢os e autoridades administrativas e judicidrias competentes, as quais
se considera dever caber, em ultima linha, a responsabilidade por
decisdes de qualificacdo (juridica) e pela adjudicacdo de direitos fun-
damentais, fung¢des que ndo devem caber, nem podem ser exigidas,
sem mais ou em termos desproporcionais, a um prestador de servigos
intermedidrios.

Segundo parte da doutrina, o DSA é exemplificativo de um ato
normativo que procura alcancar compromissos extremamente dificeis,
complexos e, em alguns casos, verdadeiramente dilematico-diabdlicos,
seja entre o combate a disseminacio de conteldos ilegais e a desinfor-
macdo em linha, por um lado, e a liberdade de expressio e de informa-
¢do, por outro; seja entre a protecio dos utilizadores e da sociedade em
geral, por um lado, e os 6nus incidentes sobre os prestadores de servigos,
com efeitos conexos na concorréncia e na inovagao, por outro’s.

Foi precisamente com a pretensio de explorar um dominio onde as
referidas tensdes se fazem sentir de forma particular e qualificada que se
procuraram aqui respostas capazes de nortear um enquadramento, néo
s6 proporcional e razoavel perante os diferentes interesses em presenca,
como, e bem assim, compativel com o objetivo de garantir a efetivacio
dos direitos fundamentais em linha. A final, considera-se necessario
devolver ao Estado uma funcéo que ndo podera ser pura e simplesmente
entregue a privados — a protecido dos direitos fundamentais —, que

73 Sobre a questdo, cf. WiLMmAN, Folkert. “Het voorstel voor de Digital Services Act”. Neder-
lands Tijdschrift voor Europees Recht, v. 27, n. 1-2, p. 27, 2021. Disponivel em: http://dx.doi.
0rg/10.5553/nter/138241202021027102002. Acesso em: 15 out. 2025.
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importa garantir ndo (apenas) por via de um sistema automatizado’,
mas através da sensibilidade humana e da intervencéo publica.
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Estados privados e soberania digital:
a regulacao de plataformas globais no Brasil
e na Ameérica Latina

RODRIGO ARDISSOM DE SOUZA

Introducéo??

As empresas transnacionais de tecnologia, tais como Google, Meta
e Amazon, ndo apenas acumulam um expressivo poder econémico, mas
também assumem o papel de atores autébnomos no ordenamento juri-
dico global. Ao regular fluxos de dados, controlar infraestruturas criti-
cas e estabelecer normas que regem o ambiente digital, tais corporacdes
exercem fungdes tradicionalmente associadas & soberania estatal. Esse
fendmeno as distancia da estrutura que se consolidou no século xx, dimi-
nuindo o poder dos Estados-nagéo e consolidando “empresas paralelas”,
na medida em que suas praticas desafiam a efetividade dos marcos regu-
latdrios nacionais e internacionais, bem como as dinamicas classicas da
geopolitica. O presente texto aborda a crescente complexidade do ecos-
sistema digital, caracterizado pela centralidade das grandes plataformas
tecnoldgicas que ultrapassam os limites tradicionais do Estado, inaugu-
rando novos desafios para a governanca global no século xxI.

Essa dindmica reforca a necessidade de politicas publicas consis-
tentes que promovam a inclusdo digital e fortalecam infraestruturas
locais. Neste contexto, a soberania digital emerge como uma questdo

! Este trabalho foi realizado no ambito do meu estagio de pds-doutorado no Programa Uni-
versitario de Estudos sobre Democracia, Justica e Sociedade (PUEDJS) da Universidade
Nacional Auténoma do México (UNAM). Agradeco ao Programa de Bolsas de Pés-Doutorado
da UNAM, ao meu orientador John Mill Ackerman Rose e a Coordenacdo de Humanidades
da UNAM pelo apoio concedido a esta pesquisa.

2 Este texto contou com o apoio de ferramentas de revisdo baseadas em modelos de lin-
guagem de larga escala (LLMs), incluindo ChatGPT, Perplexity, Gemini e DeepSeek, uti-
lizadas exclusivamente para revisdo redacional e verificacdo preliminar de informacdes, sob

supervisao e responsabilidade intelectual integral do autor.
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estratégica, que transcende o controle técnico-juridico de infraestru-
turas tecnolégicas. Quando concebida ndo apenas como problema de
governanga, mas como um projeto politico e ético, a soberania digital
permite o desenvolvimento de politicas publicas voltadas a reducio da
dependéncia tecnolégica externa, ao fortalecimento da infraestrutura
nacional de dados e a promocéo de um ecossistema digital mais inclu-
sivo. Esta perspectiva demanda novos arranjos regulatérios e institu-
cionais que assegurem, de maneira simultanea, a protecido dos direitos
fundamentais, a promocao da inovacio local e a autonomia tecnoldgica
dos Estados, atribuindo a soberania digital um papel central no desen-
volvimento nacional e na reconfiguracdo da ordem global.

A infraestrutura digital nacional revela vulnerabilidades criticas que
se manifestam de forma particularmente aguda no tratamento de dados
sensiveis por instituicdes publicas e académicas, especialmente diante
da auséncia de politicas consistentes para a gestdo federada de dados
em conformidade com a Lei Geral de Protecdo de Dados. Essa fragili-
dade esta diretamente conectada a concentracao de poder tecnoldgico
nas maos de poucas corporagdes globais, que controlam nio apenas o
processamento de dados, mas também os padrdes técnicos e as capaci-
dades operacionais necessarias para geri-los de forma auténoma. A falta
de politicas alinhadas & LGPD para a gestdo federada de dados ameaca
tanto a privacidade quanto a segurancga institucional, agravando depen-
déncias externas.

A concentracio de capacidades técnicas em maos de poucas empre-
sas privadas acentua essa assimetria, especialmente no que diz respeito
as tecnologias fundacionais da inteligéncia artificial, que reforcam
légicas de opacidade, deslocalizacdo decisdria e captura normativa. Ao
mesmo tempo, estudos recentes indicam que o pais sofre com a desconti-
nuidade de politicas publicas voltadas a retencao e formacéo de quadros
técnicos de exceléncia, evidenciada pela reducdo de 16,2% nas bolsas
de pés-graduacdo da CAPES entre 2019 e 2022, com a taxa de cober-
tura caindo de 42% em 2014 para 32% em 2021 — ponto mais baixo —,
recuperando parcialmente para 37% em 2023 (CAPES, 2020; CAPES,
2024), e pela evasao de pesquisadores qualificados para o exterior, o que
agrava a dependéncia externa e compromete a autonomia tecnoldgica
de longo prazo (MCTI, 2023; CNPq, 2024; SBPC, 2024). A articulacéo
entre formacdo interdisciplinar em areas criticas — como inteligéncia
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artificial, robédtica e computacio de alto desempenho — e investimentos
publicos estruturais é condigido necessaria, ainda que n&o suficiente,
para reverter esse quadro.

Os fluxos globais de dados, cujo volume ja havia superado o comér-
cio internacional de bens fisicos e continuou a crescer exponencial-
mente, configuram hoje um campo de disputa estratégica (McKinsey
Global Institute, 2016, pp. i-iii; OECD 2022, p. 12). O McKinsey Glo-
bal Institute ja destacava que esses fluxos internacionais cresceram
mais de 45 vezes entre 2005 e 2020, inaugurando uma nova era de glo-
balizacdo digital orientada por dados. Essa tendéncia consolidou-se e
se intensificou nos ultimos anos, com estimativas recentes indicando
que os dados transfronteiricos ndo apenas continuam a impulsionar
cadeias globais de valor, inovacdo e producdo, mas ja contribuem de
maneira significativa para o PIB mundial (OECD, 2023, p. 15; LSEG,
2024). Tais fluxos constituem tanto o substrato técnico da economia
digital quanto o motor de uma nova governanca transnacional, mar-
cada pela centralidade de atores privados e pela erosdo de mecanismos
classicos de responsabilizacdo. O poder acumulado pelas big techs ndo
se limita ao controle mercantil: avanga também sobre as esferas norma-
tivas e simbdlicas, influenciando praticas democraticas e decisdes de
ambito coletivo.

Este artigo se inscreve em uma investigagdo juridica e politico-con-
ceitual que examina as transformacdes contemporaneas da soberania
estatal frente ao avanco de regimes normativos privados operados por
grandes plataformas tecnoldgicas. O enfoque metodoldgico adotado é
de carater critico e analitico, baseado na revisdo de literatura especia-
lizada, documentos normativos, resolucdes judiciais paradigmaticas e
materiais publicos relevantes vinculados a governanca digital e as for-
mas emergentes de autorregulagdo corporativa. Adotamos um desenho
qualitativo com trés eixos: (i) exame de decisdes e votos nos Recursos
Extraordinarios 1.037.396 e 1.057.258 do Supremo Tribunal Federal
(STF) e seus efeitos sobre o art. 19 do Marco Civil da Internet (MCI);
(ii) andlise de conflitos entre o Estado brasileiro e plataformas digitais
(bloqueios e medidas coercitivas) como casos criticos; e (iii) avaliacdo
dos limites da autorregulagdo corporativa, especialmente do Oversight
Board da Meta, a luz de literatura especializada (DoUEK, 2022, pp. 526-
-527; GORWA & GARTON AsH, 2020, pp. 286-287; AL SUR, 2022).
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A partir de uma perspectiva comparada e situada no contexto lati-
no-americano, o estudo analisa o deslocamento de funcdes soberanas
para atores privados mediante o exame de casos emblematicos. O recorte
temporal concentra-se no periodo de 2019 a 2025, coincidindo com a
intensificacdo de conflitos regulatdrios e o amadurecimento de debates
sobre soberania digital na regido. Mais do que reconstruir cronologias, o
objetivo é mapear as ldgicas estruturantes que possibilitam a emergén-
cia de “Estados privados” no espaco digital e discutir os limites juridicos
da autorregulacao tecnoldgica ante a erosdo dos marcos publicos de con-
trole. Nao abordamos neste trabalho regulacdo setorial de publicidade,
mensuragao econométrica de impactos ou andlise antitruste detalhada,
salvo quando essas dimensdes interferem diretamente na arquitetura de
moderacgado de conteudo e na circulagdo informacional.

Nesse cendrio, disputas como a travada entre o Supremo Tribunal
Federal (STF) e a plataforma X (antigo Twitter) evidenciam os limites
do aparato estatal diante da resisténcia organizada das corporacdes
globais. O descumprimento reiterado de decisdes judiciais por parte da
empresa, seguido do bloqueio temporario da plataforma no Brasil em
agosto-setembro de 2024, reatualizou o debate sobre os limites consti-
tucionais da liberdade de expressio e o papel do Estado na mediacéo de
discursos digitais em situacdes de ameaca a ordem democratica. Mais
do que um caso isolado, o episddio insere-se numa constelacido de con-
flitos em que plataformas globais operam a revelia das jurisdi¢des nacio-
nais, tensionando a legitimidade da autoridade publica e deslocando o
eixo da normatividade.

O julgamento da constitucionalidade do art. 19 do Marco Civil da
Internet representa outro ponto de inflexdo. Em 26 de junho de 2025,
o Supremo Tribunal Federal, por maioria de oito votos a trés, fixou tese
de repercussdo geral que amplia os deveres de cuidado das plataformas
e admite responsabilizacdo a partir de notificagdo extrajudicial em casos
de ilicitos gravissimos (STF, 2025a, Teses de Repercussdo Geral RE
1037396 ¢ RE 1057258). O acdérdio foi publicado no Didrio da Jus-
tica Eletrdnico em 5 de novembro de 2025, com 1.323 péginas, 132
dias apds a decisdo — prazo superior & média de 56,7 dias para casos de
repercussdo geral, refletindo a complexidade da matéria. A tese fixada
tem efeito vinculante e aplicacdo prospectiva. Assim, descrevemos a tese
majoritaria, distinguindo-a dos votos individuais e assinalando pontos
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pendentes de consolidacio. A eventual consolidagdo desta interpretacio
pode abrir espaco para um novo paradigma de regulacio, mais proativo,
mas também mais suscetivel a riscos de moderacio excessiva. O desafio
nio estd apenas em revisar um regime normativo; esta em reconfigurar o
lugar do Estado em um ecossistema normativo hibrido, onde as frontei-
ras entre regulagdo publica e governanca privada se mostram cada vez
mais porosas.

Por fim, a consolidagdo de instancias normativas auténomas, como
o Oversight Board da Meta, ilustra a emergéncia de formas sofisticadas
de autorregulagdo corporativa. O desenho institucional do Oversight
Board limita-o a revisdes ex post de casos individuais, circunscritas ao
ecossistema Meta, sem poderes de auditoria algoritmica nem efeitos vin-
culantes erga omnes (DOUEK, 2022, p. 535). Tais arranjos ndo substituem
a regulacdo publica, tampouco garantem accountability efetiva. Ao con-
trario, reforcam a fragmentacdo da normatividade e esvaziam a esfera
publica de mecanismos democraticos de controle. Neste contexto, torna-
-se urgente pensar a soberania digital ndo como mera extensfo da logica
territorial, mas como fundamento ético-juridico para a reconstrucio de
instrumentos coletivos de regulacéo e justica no século xx1. Diante desse
cendrio, o artigo investiga em profundidade como a atuacio paraestatal
de plataformas digitais desafia principios constitucionais e examina cri-
ticamente respostas regulatérias, argumentando em favor de uma rea-
propriacdo estatal da soberania no meio digital mediante critérios veri-
ficaveis: dever de cuidado estruturado, transparéncia auditavel, enforcea-
bility local e separacéo entre moderagdo de conteudo e arquitetura.

O artigo esta estruturado em quatro secOes principais. A primeira
analisa as tensdes entre o Estado moderno e a construcio de sistemas
juridicos privados, estabelecendo o conceito de “Estados privados”.
A segunda examina a jurisprudéncia do STF sobre o art. 19 do MCI. A
terceira investiga conflitos jurisdicionais entre Estado e plataformas.
A quarta avalia o Oversight Board como paradigma dos limites da autor-
regulacdo. A conclusdo sintetiza argumentos e propde critérios para a
reapropriacdo estatal da soberania digital.
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Tensbées do Estado moderno e a construgcdo privada de sistemas
juridicos

As plataformas digitais, em sua evolugdo, passaram a exercer um
poder regulatério que desafia frontalmente o papel tradicional do
Estado moderno. De fato, elas operam como sistemas juridicos privados,
com competéncia para estabelecer normas, julgar comportamentos e
impor sanc¢des em seus ecossistemas. Essa dinAmica ataca frontalmente
a estrutura politica estatal (ScaMITT, 2005 [1922], p. 9), indo além da
mera erosio da soberania cldssica para uma reconfiguraco estrutural
do espaco juridico e politico global.

Nesse novo cendrio, decisdes criticas relacionadas a direitos fun-
damentais — como a liberdade de expressido, o acesso a informacéo e
a protecdo de dados pessoais — estdo cada vez mais concentradas em
instancias privadas, alheias aos mecanismos institucionais democrati-
cos e moldadas por ldgicas corporativas. A transparéncia algoritmica,
enquanto desdobramento dos direitos constitucionais a informacéo e a
protecdo de dados (conforme previsto no art. 5.°, incisos X1V e LXXII, €
no art. 220 da Constituicdo Federal, bem como nos arts. 6.°,9.°e 20 da
Lei Geral de Protecdo de Dados), emerge como principio essencial para
assegurar a fiscalizac@o e o controle publico sobre decisdes automatiza-
das que afetam direitos individuais e coletivos. Tal deslocamento nor-
mativo consolida um poder transnacional que tensiona diretamente os
principios constitucionais que historicamente fundamentaram os Esta-
dos-nacédo (Lessig, 2006, pp. 5-6).

Entendemos por Estados privados as estruturas corporativas
transnacionais que, ao controlar infraestruturas digitais criticas e
regrar comportamentos online, passam a desempenhar papéis tipicos
do Estado, sem investidura publica ou accountability democratica. Este
conceito alinha-se as formulagdes de Cohen (2012, p. 9), que analisa a
emergéncia de “constitucionalismos digitais” configurados por atores
privados, e Celeste (2022, p. 77), que examina o digital constitutiona-
lism como governanca hibrida. Também dialoga com Srnicek (2017, p.
435) sobre capitalismo de plataformas e DeNardis (2014, p. 15) sobre
privatizacdo da governanca. A diferenca central reside na operaciona-
lizacdo mediante critérios verificaveis: dever de cuidado estruturado,
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transparéncia auditavel, enforceability local e separagcio entre modera-
¢do de conteldo e arquitetura.

No contexto brasileiro, a resisténcia sistematica de corporacdes
como Google, Telegram e Meta em cumprir determinagdes judiciais
revela que a questio € politica e juridica, ndo técnica. Casos concretos
que serdo analisados na Secéo III incluem: (i) bloqueios do WhatsApp
em 2015 e 2016 por recusa em fornecer dados; (ii) resisténcia do Tele-
gram durante eleicdes de 2022; e (iii) descumprimento da plataforma X
em 2023-2024, culminando em bloqueio nacional. O conflito € norma-
tivo: disputa por legitimidade entre autoridades publicas e corporagdes
transnacionais. O descumprimento reiterado evidencia tanto a limita-
¢do das ferramentas coercitivas estatais quanto uma assimetria estru-
tural: o Estado atua sob regime publico com controles democraticos,
enquanto as plataformas impdem regras privadas baseadas em interes-
ses econdmicos, alheias a consequéncias sociais e politicas.

A nocao de neutralidade das plataformas dissolve-se diante de ana-
lise rigorosa. Elas sdo agentes normativos ativos que exercem controle
substancial sobre a esfera publica digital, definindo quais discursos séo
amplificados ou silenciados via algoritmos opacos (Gillespie, 2018, pp.
1-23). A curadoria algoritmica é governanca privada que molda debate
publico e afeta instituices democraticas.

Na América Latina, caracterizada por arcaboucos regulatérios frag-
mentados, essas plataformas operam com ampla margem para impor
regimes normativos préprios (Da Silva & Nufez Reyes, 2021, pp. 45-50).
A auséncia de coordenacgdo regional favorece a “soberania paralela”,
onde multinacionais decidem sobre direitos fundamentais sem controle
estatal efetivo. Casos como a reconfiguracdo do Twitter por Elon Musk
ou alteracdes nos algoritmos do Facebook (HorFHEINZ, 2023, pp. 45-50)
evidenciam que decisdes com impacto sistémico podem ser tomadas por
individuos ou conselhos privados, sem vinculo constitucional ou com-
promisso democratico (SRNICEK, 2017).

O que esta em curso é a transformacdo estrutural nas formas de
mediacgao social. Plataformas ndo apenas intermedeiam: definem para-
metros normativos e regimes de visibilidade. Ao estabelecerem regras
que se sobrepdem, ignoram ou contradizem legisla¢des nacionais, cons-
troem um regime juridico extraterritorial que orienta comportamentos
segundo légicas de mercado (CELESTE, 2022). A digitalizacdo do espaco
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publico sob légicas privadas compromete a legitimidade democratica e
dificulta a responsabilizagdo. A coexisténcia de normatividades estatais
e privadas fragmenta a legitimidade democratica. Enquanto os Estados
buscam exercer a autoridade soberana, as big techs operam com norma-
tividades proprias, desvinculadas de territdrio e resistentes a jurisdi-
cao estatal. Esse hibridismo, alimentado por lacunas, forum shopping e
estruturas transnacionais, limita a eficacia dos instrumentos classicos
do direito internacional. Plataformas emergem como instancias regula-
torias paralelas sem ancoragem territorial ou accountability.

O Marco Civil da Internet (Lei 12.965/2014) revela potencial de
marcos que buscam integrar corregulacio, transparéncia e responsabi-
lidade compartilhada (Brasil, 2014). Contudo, desafios atuais superam
capacidades do arcabouco vigente, exigindo dimensdes politicas e téc-
nicas capazes de conter poder concentrado. A tese do excepcionalismo
cibernético continua alimentando o debate internacional (GOLDSMITH
& Wu, 2006). A tensido nio € apenas conflito de interesses: evidencia
urgéncia de reconfigurar o direito internacional para a protegao efetiva
de direitos em ambiente informacional transformado.

A internet ndo se desenvolveu em vacuo institucional. Sua expansio
foi viabilizada por incentivos econémicos e estruturas regulatorias publi-
cas, especialmente investimentos estatais em infraestrutura e pesquisa
(Mazzucaro, 2011, pp. 28-35). Longe de espaco auténomo, o ambiente
digital resulta de politicas publicas deliberadas. A ideia de “espaco sem
fronteiras” € narrativa funcional que omite o papel decisivo do Estado na
arquitetura informacional. O crescimento exponencial, porém, permitiu
o surgimento de atores privados com capacidade de controlar infraestru-
turas criticas e regular interacdes em escala planetaria.

Conceitos classicos como soberania, jurisdigdo e territorialidade
perdem forca analitica diante de redes transnacionais. Interconexao e
ubiquidade ultrapassam a capacidade dos Estados de exercerem con-
trole efetivo, pois o desenvolvimento técnico supera a velocidade de
adaptagdo legislativa. A territorialidade juridica dissolve-se onde indivi-
duos e corporacdes elidem responsabilidades, tornando a construcdo da
responsabilidade juridica instavel. Nesse contexto, o espago digital apre-
senta-se como dominio autdnomo onde limitagdes normativas tradicio-
nais tornam-se inoperantes. Esse redesenho das formas de mediacao
social exige respostas institucionais articuladas. E nesse contexto que se
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insere o debate sobre a constitucionalidade do art. 19 do Marco Civil da
Internet, analisado a seguir.

A tensio tecnopolitica e a constitucionalidade do art. 19 do Marco
Civil da Internet

O julgamento da constitucionalidade do art. 19 do Marco Civil da
Internet pelo Supremo Tribunal Federal, concluido em 26 de junho de
2025, resultou em decisdo de alto impacto que redefine bases da res-
ponsabilizacdo das plataformas digitais no Brasil (STF, 2025a). Este
processo transcende a esfera técnico-juridica, envolvendo questdes
estruturais relativas a soberania digital e ao poder econédmico-norma-
tivo das plataformas. Originalmente concebido para equilibrar liberdade
de expressio e controle judicial, o art. 19 foi intensamente questionado
pela proliferacdo industrial de desinformacdo sistémica, discursos de
6dio e crimes cibernéticos.

Esse clamor por regulacdo mais firme atravessa o espectro politi-
co-ideoldgico nacional, indicando que o modelo anterior, ancorado em
ordens judiciais ex post facto, ndo satisfazia a percepcao social de justica
e protegdo. Paralelamente, a tentativa de avancar com o Projeto de Lei
(PL) n.°2.630/2020 (PL das Fake News) esbarrou em pressdes politicas,
lobbies corporativos e polarizacdes legislativas, resultando no arquiva-
mento em abril de 2024 e aprofundando a paralisia do Poder Legisla-
tivo. Essa inacéo forcou o Judicidrio a assumir protagonismo central na
tarefa de definir limites para plataformas, atribuicdo que analistas con-
sideram atipica e de alto risco institucional.

As big techs viam no art. 19 anteparo fundamental contra censura
prévia, argumentando que o endurecimento regulatério poderia indu-
zi-las & remocdo preventiva arbitraria, empobrecendo o debate publico.
O STF estava diante de um dilema constitucional: como incorporar
anseios por responsabilizacdo mais efetiva, prevenir abusos sistémicos
e garantir que a arquitetura juridica acompanhasse a evolucéo tecnold-
gica, sem solapar a liberdade de expressdo. Em decisdo histdrica, o STF,
por maioria de oito votos a trés, declarou o art. 19 parcialmente incons-
titucional, estabelecendo nova tese de repercussdo geral para a respon-
sabilizacdo de provedores por conteudo de terceiros (STF, 2025a, Teses
RG RE 1037396 € RE 1057258). O acdérdéo foi publicado no Didrio
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da Justica Eletrénico em 5 de novembro de 2025. Descrevemos a tese
majoritaria, distinguindo-a dos votos individuais e assinalando pontos
pendentes de consolidagio.

A Corte firmou entendimento de que, para conteudos ilicitos gra-
vissimos e manifestos — como incitagdo a atos antidemocraticos, terro-
rismo, induzimento ao suicidio, discriminagio por raca/religido/identi-
dade de género, crimes contra mulher e pornografia infantil —, as plata-
formas podem ser responsabilizadas civilmente pela ndo remocao a par-
tir de notificacdo extrajudicial, desde que comprovada falha sistémica
no dever de cuidado (STF, 2025b; MicaLHAS, 2025). Para crimes contra
a honra e ilicitos de menor gravidade, a exigéncia de ordem judicial per-
manece, embora as plataformas sejam incentivadas a remover proativa-
mente quando a ilicitude for clara.

Os votos dos Ministros refletiram complexidade interpretativa sig-
nificativa. O Ministro Dias Toffoli (relator) argumentou pela inconstitu-
cionalidade parcial, defendendo suficiéncia da notificacao extrajudicial
para ilicitos flagrantes. Reconheceu que a internet ndo € “territério sem
lei” e que a judicializacdo prévia entrava a celeridade, estendendo a pos-
sibilidade a contas falsas, impulsionamentos pagos e conteudos eleitorais
(TorroLl, Voto RE 1037396, 2025; MI1GALHAS, 2025). O Ministro Luiz
Fux propds a responsabilizacio objetiva e direta sem ordem judicial como
regra para ilicitos penais manifestos, enfatizando dever de vigilancia e
moderagdo proativa, inclusive para conteudo impulsionado ou moneti-
zado (Fux, Voto RE 1057258, 2025; Poder360, 2025). O Ministro Luis
Roberto Barroso defendeu um regime diferenciado conforme o tipo de
ilicito, atribuindo “dever de cuidado” para riscos sistémicos e a exigindo
relatdrios de transparéncia, alinhando-se ao Digital Services Act europeu.

Em contraponto, André Mendonca, Edson Fachin e Kassio Nunes
Marques defenderam constitucionalidade plena, argumentando que a
exigéncia de ordem judicial é fundamental para preservar liberdade de
expressdo e evitar “censura privada” sem controle estatal, alertando que
a redefinicdo caberia ao Legislativo (MENDONCA, Voto RE 1037396,
2025; FACHIN e NUNES MARQUES, Votos RE 1057258, 2025; Poder360,
2025; O Globo, 2025). Flavio Dino, Cristiano Zanin e Gilmar Men-
des endossaram parcial inconstitucionalidade, reforcando a necessi-
dade de regime diferenciado para marketplaces, anincios pagos e con-
teudo manipulado por algoritmos, reconhecendo poder de amplificagcdo
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(Poder360, 2025). Alexandre de Moraes prop6s equiparar redes sociais
a meios de comunicagido de massa, exigindo representagdo nacional,
transparéncia algoritmica e responsabilizacdo solidaria por conteudos
ilicitos (Poder360, 2025). Carmen Lucia considerou que as plataformas
ndo sdo neutras e devem responder por descumprimento judicial, com-
binando com dever de cuidado proativo (Poder360, 2025).

A tese majoritaria é consenso complexo que busca equilibrar amplia-
¢do da responsabilizacdo sem inviabilizar liberdade de expressdo. Exige
que as plataformas implementem autorregulagdo obrigatdria com siste-
mas de notificacio eficazes, garantia de devido processo para usudrios,
relatérios de transparéncia detalhados e canais acessiveis (STF, 2025a).
Incluiu obrigatoriedade de sede e representante legal no Brasil e apelo
explicito ao Congresso para criar um marco legal permanente atuali-
zado (O Globo, 2025; M1caLHAS, 2025).

Este veredito ndo encerra debate, mas o modula para novo patamar,
deslocando énfase para deveres proativos e necessidade de critérios cla-
ros para remocao. A redacdo original do art. 19, ao condicionar a respon-
sabilizacdo a prévia notificacido e descumprimento judicial, mostrava-se
insuficiente para a disseminacido massiva de desinformacéo, discursos
de 6dio e praticas danosas (Koops, 2014, p. 250). A interpretacéo cri-
tica, parcialmente endossada pela tese do STF, apontava “imunidade
excessiva” que dificultava a protecio de valores constitucionais essen-
ciais, criando vacuo de accountability em ambiente de alto risco (Koops
& GALIC, 2021, p. 485). O veredito foi recebido por alguns setores como
correcdo histérica necessaria. Para juristas como Francisco Britto Cruz,
Laura Schertel (2025) e Ronaldo Lemos (2025), a tese de convergén-
cia, embora solucgdo judicial proviséria, € “ampla e detalhada o suficiente
para impedir excessos e coibir que provedores removam conteudos a
bel-prazer”. Essa perspectiva contraria alarmes de que a decisdo sufo-
caria a liberdade de expressdo de pequenos blogs ou Wikipédia. Defen-
sores argumentam que trés tipos de provedores continuam sob o art. 19
original: e-mail, videoconferéncias fechadas e mensageria instantanea
(BriTTo CRUZ & SCHERTEL, 2025). Essa modulacio reflete uma solucéo
ponderada, ajustando o dispositivo criado para “internet que néo existe
mais” e promovendo democracia e equidade econémica.

O julgamento transcende a esfera técnico-juridica, envolvendo
questdes estruturais de soberania digital e poder econémico-normativo
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das plataformas no Brasil (DENARDIS, 2014). Em contexto de assime-
trias globais no controle de infraestrutura e dados, a decisdo do STF
abre caminho para redefinir o papel do Estado na governanca digital.
Ao estabelecer pardmetros que potencialmente priorizam direitos fun-
damentais ante dominio corporativo, sinaliza uma mudanca de para-
digma. A controvérsia ndo se limita ao plano doméstico: insere-se ati-
vamente no debate internacional sobre responsabilidade de interme-
diarios, atuando como marco global na reconfiguracdo do capitalismo
de plataformas.

Embora o Brasil seja reconhecido por legislacdo pioneira, o pais
continua enfrentando o desafio de adaptar-se as dinamicas contempo-
raneas do ecossistema digital, notadamente escalabilidade, automacao
e viruléncia da propagacao de ilicitos. A experiéncia demonstrava que a
lentidao de processos judiciais e a exigéncia de decisdo individualizada
ndo ofereciam respostas a velocidade de conteudos danosos — desinfor-
macao, discurso de ddio, incitamento a violéncia — que se propagam
viralmente, ameacando democracia e seguranca. Episédios como ata-
ques de 8 de janeiro de 2023 evidenciaram falha estrutural no modelo
(CPMI dos Atos de 8 de Janeiro, 2023).

A discussido sobre a reforma do art. 21 aprofunda esse processo ao
avancar sobre a responsabilizacido civil em contextos sensiveis como
divulgacdo ndo autorizada de imagens intimas. Embora represente uma
resposta necessaria a violagdes graves, a forma como alteragdes tém sido
propostas — muitas vezes por medidas provisdrias ou projetos de trami-
tacdo acelerada — revela déficit deliberativo preocupante. A auséncia de
avaliagles de impacto normativo, a escuta multissetorial qualificada e o
didlogo com padrdes internacionais de direitos humanos compromete a
qualidade e legitimidade do processo legislativo.

A interpretacdo conforme a Constituicdo do art. 19 — impondo
dever de cuidado preventivo e exigindo medidas proativas diante de
conteudos que violem gravemente direitos fundamentais — rompe com
o modelo originalmente estabelecido pelo legislador em 2014, centrado
na neutralidade, na ndo responsabilizacdo prévia e na judicializacdo das
ordens de retirada. Essa mudanca nao resulta de um processo legisla-
tivo democratico tecnicamente fundamentado, mas da construcgao juris-
prudencial reativa diante de lacunas estruturais, amplificadas por crises
sucessivas no ecossistema informacional.
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E preciso reconhecer que o modelo original revelava limitacdes
profundas diante de escala, velocidade e complexidade das interac¢des
digitais. Dados empiricos do InternetlLab e da Coalizdo Direitos na
Rede demonstram que a judicializacdo como unica via gerava assime-
trias severas de acesso a justica, ineficiéncia sistémica e incapacidade
de resposta célere a conteudos evidentemente ilicitos que permaneciam
disponiveis por longos periodos. Segundo levantamentos dessas organi-
zacdes, usudrios em situacdo de vulnerabilidade enfrentavam barreiras
quase intransponiveis para obter decisdes judiciais, enquanto conteudos
difamatdrios, invasdes de privacidade e violéncia digital prosseguiam
sem resposta adequada. A regra da ordem judicial prévia, embora pau-
tada por protecdo a liberdade de expressdo, criava blindagem despro-
porcional as plataformas, gerando ambiente permissivo a circulacdo de
danos — inclusive violéncia politica, discurso de édio e exposi¢cdo néo
consentida de imagens intimas.

Contudo, a guinada hermenéutica promovida pelo STF néo se limita
a corrigir disfuncdes operacionais. Promove mutacdo na arquitetura do
Marco Civil sem o devido respaldo legislativo, o que enseja preocupacdes
sob perspectiva da legalidade estrita e reserva de lei. A exigéncia de “dever
de cuidado” genérico, sem delimitacio legal de escopo, critérios ou conse-
quéncias juridicas, transfere ao Judiciario — e as préprias plataformas — a
tarefa de definir padrdes de diligéncia e limites da moderagio legitima.
Tal transferéncia gera tensio latente entre necessidade de protecdo de
direitos e risco de privatizagdo da censura, como alertado por Derechos
Digitales (2024) e Nomura, Costa Filho e Ramos, 2025, que apontam
opacidade de sistemas automatizados, assimetria de poder informacional
e auséncia de mecanismos efetivos de contestacio e transparéncia.

Além disso, o julgamento insere-se em contexto institucional mar-
cado por intensificacdo da atuacdo do STF em matérias de governanca
digital, evidenciado pelo Inquérito 4781 (“das Fake News”), instaurado
em 2019 e ainda em tramite. A manutencdo de inquérito sob controle
direto do Supremo, com base em fundamentos excepcionais como Lei
de Seguranca Nacional (revogada em 2021), tem gerado controvérsias
sobre separagdo de poderes, devido processo legal e uso expansivo da
jurisdicdo constitucional para tutela do espago publico digital. Embora
legitimado por setores que veem na Corte bastido de defesa democra-
tica, o protagonismo também levanta questdes sobre accountability,
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excesso de jurisdicdo e sobreposicdo de funcdes tipicas dos Executivo,
Legislativo e Judiciario.

A reforma hermenéutica do art. 19 € indissocidvel do redesenho
do papel do Estado no ambiente digital. Trata-se de disputa normativa
o profunda que nio se reduz a adequacgdo de dispositivos legais, mas
tensiona préprio equilibrio entre poderes, a definicdo de competéncias
regulatdrias e os modos de producéo da normatividade em tempos de
transnacionalizagdo da infraestrutura comunicacional. As plataformas
digitais operam hoje como centros normativos de facto, estabelecendo
critérios de visibilidade, exclusdo e relevancia & margem dos controles
institucionais classicos. Ao redefinir o art. 19 por via judicial, o Brasil
posiciona-se como laboratério de experimentagdo normativa — ainda
que sem solidez institucional e legal que tal protagonismo exige.

A discussio sobre a reforma do art. 21 aprofunda esse processo ao
avancar sobre a responsabilizacdo civil em contextos sensiveis como a
divulgacdo néo autorizada de imagens intimas. Embora represente a
resposta necessaria a violacdes graves, a forma como as alteracdes tém
sido propostas — muitas vezes por medidas provisdrias ou projetos de tra-
mitacdo acelerada — revela déficit deliberativo preocupante. A auséncia
de avaliacdes de impacto normativo, a escuta multissetorial qualificada
eo didlogo com padrdes internacionais de direitos humanos comprome-
tem a qualidade e legitimidade do processo legislativo.

Apesar da narrativa de avango normativo, a auséncia de critérios
objetivos, auditaveis e respaldados em legislagcdo primaria pode compro-
meter o préprio objetivo de protecdo de direitos, ao fomentar solucbes
casuisticas, judicializa¢cdes massivas e decisdes contraditérias. O risco
de conformar sistema baseado em expectativas vagas de diligéncia ou
modelos de overcompliance corporativo € real — podendo resultar em
silenciamentos seletivos, discricionariedade algoritmica e erosdo da pre-
visibilidade juridica. Diante disso, qualquer tentativa de revisar o Marco
Civil — seja judicial ou legislativa — deve partir da premissa de que a
regulacdo do espaco digital ndo pode ser reduzida nem a deferéncia tec-
nocratica as plataformas nem a légica punitivista de responsabilizagdo
ilimitada. A construgdo de um novo marco regulatério requer um pacto
normativo orientado por principios constitucionais, estruturado em
bases publicas e permeado por mecanismos de participagdo, controle e
revisdo. E nesse sentido que o momento atual, marcado por indefinicdo
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quanto aos contornos da decisdo do STF e auséncia de regulamentacio
infralegal, deve ser compreendido ndo como ponto de chegada, mas
como processo em disputa, cuja diregdo dependera da capacidade insti-
tucional de produzir normas legitimadas, equilibradas e coerentes com
fundamentos do Estado Democratico de Direito. Esse redesenho juris-
prudencial, contudo, sé produz efeitos duradouros quando alcanca a
arquitetura técnica e as cadeias contratuais que estruturam a circulagéo
informacional. E precisamente nesse ponto onde jurisdi¢io encontra
infraestrutura que emergem conflitos entre Estado brasileiro e platafor-
mas globais, examinados na secdo seguinte.

3. Soberania em xeque no espaco digital: confrontos jurisdicionais e
geopolitica da governanca

A concepcdo classica de soberania estatal, fundamentada na autori-
dade suprema sobre territério e populacdo, encontra-se em reconfigura-
cdo diante das dindmicas intrinsecas ao espaco digital. L.dgicas coloniais
e praticas extrativistas que ha séculos desafiam essa autoridade persis-
tem, transmutadas na exploracdo massiva de dados e hegemonia das
infraestruturas tecnoldgicas controladas por conglomerados transnacio-
nais. O colonialismo digital reproduz estruturas de exploracio e depen-
déncia, apropriando-se de vastos volumes de dados e concentrando
poder econémico-informacional em poucas plataformas gigantescas.
Longe de intermediarias neutras, essas entidades operam como atores
hegemoénicos capazes de moldar mercados, comportamentos sociais e
estruturas normativas, desafiando diretamente a soberania jurisdicional
dos Estados, especialmente os periféricos, e acentuando desigualdades
estruturais no sistema internacional.

A materializagdo dessas tensdes revela-se em confrontos recentes
que evidenciam as dificuldades dos Estados nacionais em fazer valer
normas no ambiente digital globalizado. Os bloqueios temporarios do
WhatsApp no Brasil (2015 e 2016), decorrentes do descumprimento
de ordens judiciais em investiga¢des criminais e da recusa da empresa
em fornecer dados criptografados, foram marcos iniciais dessa nova
etapa de confrontacdo. Em dezembro de 2015, juiz da 1.2 Vara Crimi-
nal de S&o Bernardo do Campo determinou suspensao do aplicativo por
48 horas apds o Facebook (controladora do WhatsApp) nédo atender a
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ordem judicial de fornecer dados em investigacdo criminal. O bloqueio
afetou cerca de 100 milh&es de usuérios, gerando impacto econémico e
social significativo. O episddio repetiu-se em maio de 2016, quando juiz
de Sergipe ordenou o bloqueio por 72 horas novamente por descumpri-
mento de ordem judicial em investigacdo de trafico de drogas. Embora
bloqueios tenham gerado discussdes legitimas sobre o impacto despro-
porcional sobre milhdes de usudrios, deixaram claro que a ndo interven-
cao estatal plena € inviavel. Esses precedentes sinalizaram a disposicao
do Judicidrio brasileiro em assegurar cumprimento de normas domeés-
ticas mesmo diante de resisténcia de plataformas globais com politicas
internas proprias.

A tensdo entre protecdo de direitos individuais e salvaguarda de
direitos coletivos tornou-se ainda mais aguda diante do avango de pla-
taformas como Telegram, cuja ldgica transnacional frequentemente
desafia legislacdes domésticas. Durante o periodo eleitoral de 2022, a
resisténcia do Telegram em remover canais que disseminavam desin-
formacao massiva, discursos de 6dio e conteudos claramente ilegais
levou o Tribunal Superior Eleitoral (TSE) a aplicar multas milionarias
e ameacgar bloqueio da plataforma. O Telegram mantinha-se resistente
a cooperar com as autoridades brasileiras, alegando que sua arquitetura
descentralizada e criptografia dificultavam a moderacdo centralizada.
O ministro Alexandre de Moraes, entio presidente do TSE, determinou
a multa didria de R$ 100 mil por descumprimento de ordens e chegou a
ameacar a suspensio do aplicativo. Apenas sob a iminéncia de bloqueio,
o Telegram indicou representante legal no Brasil e comecou a atender
parcialmente requisicdes judiciais. Tal desafio ilustra a capacidade dos
capitais e arquiteturas tecnoldgicas de impor normas de conduta proé-
prias, em detrimento das autoridades estatais.

Nesse contexto de redefinicdo da autoridade estatal sobre fluxos
digitais, o Inquérito das Fake News (INQ 4.781), instaurado em 2019
sob relatoria de Alexandre de Moraes, emergiu como o epicentro de dis-
putas centrais para a afirmagdo da soberania digital no Brasil. A inves-
tigacdo abarcou desde a difusdo de desinformacéo sistémica até ataques
coordenados contra institui¢des democraticas e a organizacédo de atos
antidemocraticos, evidenciando o uso politico das plataformas. Casos
como de Allan dos Santos e Oswaldo Eustaquio tornaram-se exem-
plares, ao disseminarem teorias conspiratdrias e explorarem falhas na
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moderacio de conteudo em redes como o X. Apds as elei¢cdes de 2022, a
desinformacéo escalou em sofisticacdo, incorporando estratégias como
o uso de VPNs e aplicativos descentralizados, levando & ampliagdo do
escopo da investigacdo em 2024.

A crise intensificou-se com a resisténcia reiterada da plataforma X
e de seu proprietario, Elon Musk, ao cumprimento de ordens judiciais
— incluindo recusa em remover conteudos ilegais, auséncia de represen-
tacdo legal no Brasil e ataques publicos ao STF. Musk utilizou a prépria
plataforma para criticar decisdes judiciais brasileiras, acusando Moraes
de “ditador” e alegando censura politica. Em resposta, o Supremo apli-
cou multas didrias milionarias, determinou o bloqueio de ativos finan-
ceiros €, de maneira inédita, ordenou a suspensio do funcionamento da
plataforma em agosto de 2024, estendendo sangdes a Starlink com base
na existéncia de “grupo econdmico de fato” (Advocacia-Geral da Unido
[AGU], 2024, p. 23). A deciséo de bloquear a Starlink, embora polémica,
baseou-se no entendimento de que as empresas controladas pelo mesmo
grupo econdmico devem responder solidariamente por descumprimen-
tos. A medida afetou usudrios em areas remotas da Amazodnia e outras
regides dependentes de internet via satélite, gerando debates sobre
proporcionalidade.

Apesar das controvérsias quanto a legalidade e proporcionalidade
— especialmente considerando impactos sobre usuarios em areas depen-
dentes da Starlink —, a decisdo reafirmou com veeméncia a autoridade
do Estado na regulagdo do ambiente digital. A Agéncia Nacional de
Telecomunicacbes (Anatel) teve um papel central, coordenando agdes
com provedores de internet para bloquear o acesso a servicos como Clou-
dflare, utilizados para burlar sang¢des. Esse movimento, de alta comple-
xidade técnica e juridica, revelou a urgéncia de reforcar mecanismos de
coordenacgio entre agéncias reguladoras e Poder Judiciario frente a pla-
taformas que operam a revelia das determinacdes estatais. O bloqueio
foi implementado mediante notificacdo a mais de 20 mil provedores de
internet, que tiveram um prazo de 24 horas para cumprir a determina-
¢do sob pena de uma multa didria de R§ 50 mil.

O embate entre Elon Musk e o STF ultrapassou a esfera nacional,
catalisando o debate global sobre os limites da liberdade de expressdo
online e a obrigacdo das plataformas de moderar conteudos. Enquanto
Musk defendia uma concepcgdo irrestrita de liberdade, alinhada a
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paradigmas norte-americanos e indiferente as especificidades constitu-
cionais brasileiras, o STF reafirmou que esse direito fundamental néo
é absoluto: deve ser compatibilizado com a protegdo da ordem demo-
cratica, os direitos de terceiros e a integridade institucional do Estado.
O Marco Civil da Internet — especialmente a luz da reinterpretacido do
art. 19 na tese de a repercussdo geral fixada pelo STF — foi fundamen-
tal na afirmagdo de modelo que busca o equilibrio entre liberdade e
responsabilizacgao.

Ao enfrentar plataformas que desobedecem a decisdes judiciais,
o Estado brasileiro sinaliza a necessidade de preservar a estabilidade
democratica frente a riscos de desinformacdo e manipulacédo algorit-
mica em larga escala. Nesse sentido, as declaragdes publicas do presi-
dente Lula, inclusive em féruns como o G20, reafirmaram a soberania
juridica nacional e o dever das empresas estrangeiras de submeterem-
-se ao ordenamento brasileiro. Sua posicdo representa um movimento
estratégico que articula politica doméstica e projegdo internacional,
visando uma governanca digital global mais equitativa, fundada nos
principios do Estado de Direito, nos direitos humanos e na inovacdo
responsavel. Em discurso na Assembleia Geral da ONU em setembro
de 2024, Lula defendeu que as “empresas de tecnologia ndo podem
estar acima das leis nacionais” e prop0s a criacdo de mecanismos mul-
tilaterais de governanca das plataformas.

A constatacdo de que instrumentos tradicionais de regulacio e
enforcement sdo insuficientes diante das complexidades e da velocidade
do ambiente digital imp&e a necessidade de respostas institucionais arti-
culadas. A construcido de marcos regulatérios eficazes e justos, capazes
de reconhecer a natureza transnacional das plataformas sem abrir méo
da soberania juridica local, exige articulagdo entre governos, sociedade
civil, academia e setor privado. Nesse cendrio, a cooperacio internacio-
nal adquire centralidade para harmonizar principios, construir pardme-
tros globais e assegurar que a tecnologia sirva ao bem publico, a coesdo
social e & consolidacdo das democracias.

A soberania digital, compreendida ndo como fechamento, mas
como capacidade de exercer controle efetivo sobre fluxos e infraestrutu-
ras digitais, deve ser pensada como componente essencial do territério
politico e juridico dos Estados. Essa soberania, mais do que conceito
reativo, constitui alicerce de novo pacto regulatério para o século xxI,
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no qual a atuacgio estatal se afirme frente a légica desregulada dos mer-
cados informacionais globais. A experiéncia brasileira, embora contro-
versa e ainda em construcdo, oferece elementos empiricos para repensar
a relacéo entre Estados nacionais e poder corporativo transnacional no
espaco digital, apontando tanto para potencialidades quanto para limi-
tes e riscos de abordagens judicializadas de regulacéo.

Diante da ineficacia parcial do enforcement estatal e das assimetrias
estruturais reveladas nesses conflitos, torna-se necessario avaliar criti-
camente as alternativas propostas pelas préprias plataformas. A secéo
seguinte examina o Oversight Board da Meta como caso paradigmatico
dos limites estruturais da autorregulagdo corporativa.

Os limites estruturais da autorregulagio corporativa: os limites estru-
turais do Oversight Board

A progressiva delegacdo de funcgdes regulatérias do Estado a entes
privados no espacgo digital tem sido legitimada por um discurso recor-
rente de eficiéncia, inovacdo e flexibilidade. Nesse cenario, as plata-
formas propuseram arranjos de autorregulacdo que prometem trans-
paréncia, imparcialidade e respeito aos direitos fundamentais. Caso
paradigmatico € o Oversight Board da Meta, concebido como instancia
autdbnoma para revisar decisdes sobre moderacio de conteudo. Sua cria-
cdo, em 2019, representou uma tentativa institucional de responder a
pressdes globais por accountability e criticas acumuladas sobre violagdes
de direitos, praticas opacas e interferéncias em processos democraticos.

Tal como Douek (2024) reconhece, o Conselho conquistou signi-
ficativa “legitimidade sociologica” na midia e academia, tornando-se
rapidamente referéncia no debate sobre moderagao de conteudos online.
Contudo, embora publicamente apresentado como independente, o
Conselho opera estruturalmente vinculado aos marcos normativos
internos da prépria empresa, restringindo-se a avaliacéo ex post de casos
individuais, sem ingeréncia direta sobre decisdes estratégicas, design
algoritmico, coleta de dados ou priorizacdo de fluxos informacionais.
Douek (2024) reforca esse ponto ao demonstrar que, apesar de avangos
procedimentais pontuais, o Conselho evita persistentemente enfrentar
questdes mais dificeis e estruturais para as quais teria sido criado, priori-
zando “legitimidade de fachada” sobre solucao efetiva de dilemas. Essa
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limitacdo funcional, que Douek chama de “evasio estratégica”, impede
que o Oversight Board trate dos fatores estruturais que transformam as
plataformas em vetores centrais de desinformacéo, violéncia simbdlica e
captura comunicacional das esferas publicas.

Mais do que falha conceitual ou operacional, o modelo de autorre-
gulacdo corporativa revela utilidade estratégica para deslocar a autori-
dade normativa. Douek chama a atencéo para o carater “performativo”
dessa governancga privada: ao simular mecanismos de controle e trans-
paréncia, tais estruturas neutralizam preventivamente demandas por
regulacdo estatal efetiva, atuando como “biombo” para o poder corpo-
rativo. O Oversight Board encarna esse deslocamento — tribunal simbd-
lico que atua em nome de comunidade global abstrata, mas permanece
subordinado as racionalidades corporativas da big tech estadunidense.
Gillespie (2018) e Klonick (2018) ja alertavam que a instituicdo seria
menos 6rgdo normativo legitimo do que sofisticada ferramenta de ges-
tdo reputacional.

Douek atualiza a critica mostrando como a legitimidade sociold-
gica adquirida pelo Conselho obscurece o fato de que as decisdes néo
tém forca vinculante fora da Meta, tampouco dialogam eficazmente
com sistemas juridicos nacionais, especialmente no Sul Global, onde
prevalecem profundas desigualdades informacionais e técnicas asso-
ciadas a colonialidade tecnopolitica (KwgT, 2019, pp. 1-24). Essa
dindmica corrobora a emergéncia de “Estados Privados” que, ao esta-
belecerem as proprias leis e tribunais internos, erodem a soberania
jurisdicional e normativa dos Estados-nacéo, impondo uma “soberania
paralela” sobre o espaco digital.

A auséncia de poder de auditoria sobre algoritmos, a inexisténcia
de obrigacdes legais vinculantes de transparéncia e a incapacidade de
provocar mudancgas estruturais nos mecanismos das plataformas reve-
lam o limite politico da autorregulagdo corporativa. Como apontado por
Srnicek (2017, p. 45), o modelo econémico dessas plataformas € intrin-
secamente incompativel com a ldgica de justica informacional, ja que
se sustenta no engajamento massivo, priorizando conteudos polémicos,
emocionais e polarizadores. Nesse sentido, Douek (2024) complementa
a perspectiva ao argumentar que o Conselho adota métricas formalistas
e simplistas para medir a eficacia, desconsiderando o impacto substan-
tivo e material sobre direitos dos usuarios.
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O discurso da “governanca multistakeholder” frequentemente invo-
cado para legitimar o Oversight Board torna-se véu que encobre uma
profunda assimetria estrutural entre usuarios, Estados e empresas, tra-
vestindo de pluralismo uma governanga essencialmente privada, desi-
gual e autorreferente (MusIANI et al., 2016, p. 15). Como demonstrado
por Douek (2024), a autorregulacdo ndo opera como modelo legitimo
de freios e contrapesos, mas como dispositivo estratégico de preemp-
cdo regulatdria. As plataformas resistem ativamente a qualquer forma
de escrutinio publico, negando acesso a dados sensiveis, utilizando
clausulas contratuais opacas e rebaixando padrdes éticos em contextos
periféricos.

Gorwa e Garton Ash ja indicavam que a governanga da liberdade
de expressdo global ndo pode depender exclusivamente de corporagdes
com accountability voluntaria e légicas mercadoldgicas. Nesse ponto,
as limitacdes denunciadas por Douek (2024) convergem diretamente
com criticas feitas neste texto: a tentativa de construir um tribunal pri-
vado como o Oversight Board apenas posterga a necessidade urgente de
mecanismos democraticos efetivos que articulem normatividade estatal,
participacdo social e accountability juridica genuina. A inércia regulato-
ria, seja por deferéncia a modelos privados ou por captura de agenda,
solidifica a “soberania paralela” das big techs, desafiando a prépria fun-
dagdo do direito publico no ambiente digital.

Nesse contexto, recente jurisprudéncia do Supremo Tribunal Fede-
ral brasileiro — especialmente ao reinterpretar o art. 19 do Marco Civil
da Internet — surge como contramovimento institucional significativo e
estudo de caso emblematico diante da insuficiéncia estrutural da autor-
regulagdo (STF, 2025a, 2025b). Ao reconhecer dever de cuidado proa-
tivo das plataformas, independentemente de ordem judicial especifica,
o STF rompe com a ldgica restritiva e formalista incorporada pelo Over-
sight Board. Enquanto este ultimo enfatiza avalia¢des ex post limitadas
e superficiais, a nova abordagem brasileira enfatiza a responsabiliza-
¢do das plataformas por falhas sistémicas na arquitetura de circulacéo
informacional.

Esse deslocamento do foco da moderacdo de contetudo para estru-
turas invisiveis de producio e circulacdo de informacdo constitui rup-
tura decisiva com a logica que rege modelos como o Oversight Board,
revalorizando o papel do Estado como instancia legitima de producao
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normativa. Trata-se da reconfiguracio da soberania no espaco digital
que recoloca o interesse publico no centro da governanga da informa-
¢ao, alinhando-se inclusive com o robusto Digital Services Act europeu
(European Union, 2022), que institui obrigacdes de transparéncia, audi-
toria independente e gestdo de riscos, desafiando frontalmente a ldgica
voluntarista da autorregulagio corporativa.

Por fim, € crucial sublinhar que modelos corporativos de autorregu-
lacdo, como o Oversight Board da Meta, ndo apenas negligenciam espe-
cificidades juridicas e culturais locais, mas reforcam a légica de domi-
nagdo epistémica. A universalizacdo dos marcos normativos e valores
do Norte Global como padrao de conduta digital constitui uma forma
concreta de colonialismo digital. Ao reafirmar a soberania estatal sobre
o espacgo digital, propomos um ato de autodeterminagdo normativa e
defesa dos direitos fundamentais, indispensavel a construcdo de arqui-
tetura informacional democratica, inclusiva e genuinamente plural.

Como adverte Douek, o perigo da abordagem atual nao reside na
ilegitimidade evidente dessas iniciativas, mas justamente na capacidade
de se fazerem passar por modelos legitimos, influenciando futuras insti-
tuicdes de governanca digital em direcdo a solucdes formais e performa-
tivas, esvaziadas de transformacdes substantivas e estruturais. Assim, a
falacia do Oversight Board nédo € apenas um problema da Meta, mas um
alerta global sobre os limites do controle privado e a urgéncia da acéo
soberana. A experiéncia demonstra que delegar governanca digital a
tribunais corporativos equivale a consolidar assimetrias de poder, per-
petuar opacidade e renunciar a possibilidade de construir um espago
publico digital efetivamente democratico.

Conclusio

A presente investigagdo desvelou que a ascensdo de Estados priva-
dos no espaco digital ndo apenas redefine fronteiras da soberania, mas
configura um novo paradigma juridico-politico, onde a autoridade nor-
mativa é exercida por agentes ndo estatais com efetiva capacidade de
modulagdo social. Trata-se de mutacgdo estrutural: deslocamento da fun-
¢ao regulatdria classica dos Estados para entes corporativos globais, que
operam mediante controle de infraestruturas criticas, cadeias logisticas,
fluxos informacionais e sistemas algoritmicos que organizam, mediam e
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condicionamaexperiénciacotidianadoscidaddos(YEUNG,2018,pp.505-
-523). Longe de testemunharmos simples erosdo do Estado, observa-se
a emergéncia de topologia normativa assimétrica, na qual corporacdes
transnacionais passam a integrar, disputar e, em certos casos, suplantar
funcdes constitutivas da ordem publica.

Essa reconfiguracio manifesta-se em dispositivos juridicos formais
e informais, como termos de uso, standards técnicos e mecanismos de
moderacio de conteudo, os quais, embora apresentem-se como neutros
ou técnicos, impdem regimes normativos proprios, muitas vezes alheios
ao controle democrético e a transparéncia exigivel em regimes juridi-
cos republicanos (CoHEN, 2012, pp. 1-23). O resultado € uma cidada-
nia degradada, onde direitos fundamentais sdo subsumidos a légica da
governanca por plataformas e & extracdo econdmica de dados — modelo
cuja racionalidade repousa na privatizagdo do espago publico digital
e na transformacio da vida em recurso (ZUBOFF, 2019, p. 8; SRNICEK,
2017). A cumplicidade institucional que sustentou essa consolidacio —
marcada por descompasso regulatdrio, interesses econdmicos globaliza-
dos e captura de processos decisérios — foi fundamental para a emergén-
cia de soberanias paralelas.

E nesse contexto que a andlise critica do Oversight Board da Meta,
retomada na introducgio e aprofundada ao longo do texto, adquire cen-
tralidade como sintese empirica das limitacdes da autorregulacéo corpo-
rativa. Embora publicamente apresentado como mecanismo de super-
visdo independente, o Board opera sob marcos normativos delimitados
pela propria empresa, sem autoridade real sobre algoritmos, fluxos de
monetizagdo ou estratégias de ranqueamento. Sua atuacéo ilustra uma
légica de governanca performativa, em que a encenacdo da respon-
sabilidade substitui seu exercicio efetivo. Como apontado por Al Sur
(2022; CELESTE, 2022, p. 77), trata-se de “teatro regulatério” no qual a
supervisdo € instrumentalizada para legitimar regimes opacos de poder
informacional. Sua ineficacia revela que a autorregulacio, longe de ser
solucdo adequada, tende a reforcar assimetrias e consolidar auséncia de
accountability publica no ambiente digital.

A andlise demonstra que a insuficiéncia regulatdria da autorregula-
¢do privada clama por agdo estatal assertiva — reapropriacdo soberana
da autoridade normativa, especialmente no equilibrio entre liberdade de
expressdo, direitos fundamentais e integridade democratica. No Brasil,
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essa reapropriacdo ganha forma na resposta jurisprudencial dada pelo
STF ao reinterpretar o art. 19 do Marco Civil, configurando verdadeiro
“dever de cuidado” (duty of care) das plataformas digitais. Ao deslocar o
onus da tutela de direitos da vitima para a propria arquitetura de fun-
cionamento das plataformas, a Corte reconhece o carater sistémico dos
danos informacionais e reafirma o papel do Estado como guardido da
ordem constitucional no espaco digital.

Essa guinada jurisprudencial posiciona o Brasil na vanguarda glo-
bal das respostas juridicas a concentracdo de poder informacional. Ao
exigir a implementacdo de medidas proativas — como canais acessiveis
de dentncia, mecanismos transparentes de moderacéo e politicas efica-
zes de prevencado —, o STF alinha-se as tendéncias internacionais mais
avancadas, como o Digital Services Act da Unido Europeia [Regulation
(EU) 2022/2065], sem renunciar a autonomia interpretativa das nor-
mas constitucionais nacionais. Trata-se de gesto juridico de afirmacéo
soberana, que responde a conjuntura marcada por desinformacéo, vio-
léncia politica e tentativas de subversdo democratica com doutrina siste-
maticamente construida e consequente.

Do ponto de vista geopolitico, delineia-se novo eixo de confrontos
normativos: Estados nacionais tentam rearticular sistemas juridicos
em ambiente digital originalmente desenhado para escapar a jurisdi-
¢do publica. A confrontacio entre Estado brasileiro e plataformas como
Telegram e X ilustra com precisido a recusa em aceitar um modelo de
dominacédo informacional baseado no férum privado. O esforgo por ins-
tituir o direito publico digital € uma forma de resisténcia a colonialidade
algoritmica e a légica extraterritorial que vem o regendo espaco digital
(KweT, 2019, pp. 13). A formacio dos Estados privados digitais € sin-
toma de mutacdo mais ampla: descentralizacéo e fragmentacdo da auto-
ridade juridica global. A governanca digital deixou de ser campo técnico
ou setorial para tornar-se arena principal das disputas por hegemonia,
soberania e redistribuicdo de poder. Diante disso, reformas incremen-
tais ndo bastam. O desafio exige refundacdo normativa que inclua mar-
cos regulatdrios efetivos, instancias multilaterais de controle e incorpo-
racdo ativa da sociedade civil e saberes locais na defini¢do de direitos e
garantias no digital. A luta pela soberania digital ndo € apenas juridica:
€ epistémica, cultural e civilizatoria.
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Digital Identity Management:
Emerging Technologies and the Future
of Security and Privacy
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Abstract: In contemporary society, digital identity has become an
indispensable component in the interactions between individuals, institu-
tions and digital systems. The advent of technologies such as blockchain,
biometric authentication, artificial intelligence, wearable technology
and, more recently, the Internet of Bodies (IoB) has had a profound effect
on the evolution of personal identification models. The present article
puts forward a critical analysis of digital identity management, exploring
the legal, ethical and political implications of the expansion of biom-
etrics, the use of genetic data and the growing integration of con-
nected body devices. It has been posited that these transformations are
instrumental in the establishment of a novel paradigm of algorithmic
surveillance, exerting a direct influence on the realms of informational
self-determination and human dignity. The research adopts a legal-
-normative and multidisciplinary approach, proposing robust safeguards
compatible with fundamental rights and the principles of the rule of law.
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166 \ SILVIA DE CARVALHO HOMEM

IX. Emotion Recognition and the Fragility of Automated Interpretation
X. Final Considerations. Bibliographical References.

I. Preliminary Considerations

The accelerated digital transformation has profoundly impacted the
methods by which individuals are identified, recognised and authenti-
cated across various domains of social life. Digital identity has become
a pivotal component in interactions with the State, commercial entities,
and technological platforms, progressively superseding conventional
identification models reliant on physical documentation. This transi-
tion is driven by emerging technologies such as blockchain, biometrics,
artificial intelligence, technological and smart clothing, which promise
greater security, convenience and personalisation.

A new phase of this evolution has recently come to the fore: the
Internet of Bodies (IoB). This concept refers to the use of devices that
are interconnected to the human body, such as clothing, ingestibles,
implantables or embedded devices. The purpose of these devices is to
collect and transmit biometric, physiological and behavioural data.? The
Internet of Bodies signifies not merely a technological continuity, but
rather an ontological shift® in the conceptualisation of the body as an
identity interface and a continuous data source. In this new scenario,
the body becomes not only an object of identification but also a subject
of constant surveillance, creating a field of tension between innovation,
freedom and control.

The present article puts forward a critical analysis of digital iden-
tity management, with a particular focus on the legal and normative
implications arising from the integration of body-embedded technolo-
gies such as the Internet of Bodies. The argument advanced is that there
is a need for a more articulated legal framework capable of addressing

2 A CeLIk, KN Salama and AM Eltawil, “The Internet of Bodies: A Systematic Survey on
Propagation Characterisation and Channel Modeling’ (2021) IEEE Internet of Things Jour-
nal https://www.researchgate.net/pu blication/353270324 The Internet of Bodies A System-
atic Survey on Propagation Characterization and Channel Modeling.

3 MIREILLE HILDEBRANDT, Smart Technologies and the End(s) of Law: Novel Entanglements of
Law and Technology (EDWARD ELGAR 2015); SHOSHANA ZUBOFF, The Age of Surveillance Capi-
talism: The Fight for a Human Future at the New Frontier of Power (PublicAffairs 2019).
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the specific risks associated with bodily-integrated data systems. Such
a framework should complement and strengthen existing instruments
(namely the GDPR, the Medical Device Regulation (MDR) and the
forthcoming eIDAS 2.0 Regulation) by incorporating enhanced safe-
guards related to proportionality, purpose limitation, transparency, data
minimisation and algorithmic accountability.* These principles are
essential to ensure that digital identity systems remain consistent with
fundamental rights and the individual’s informational autonomy in an
increasingly datafied society.

Methodologically, the study adopts a legal-normative approach
grounded in a systematic bibliographical review and a critical analysis of
relevant normative, technical and doctrinal materials at the intersection
of law, technology and data protection.

II. Evolution of Digital Identity Systems

Digital identity management has become an increasingly signifi-
cant field of study in the context of the intensification of interactions
mediated by digital technologies. Digital identity systems were initially
established on the basis of rudimentary authentication mechanisms,
focusing on the integration of identifiers (usernames) and credentials
(passwords). The advent of technological evolution resulted in the imple-
mentation of models supported by centralised databases, which were
typically under the jurisdiction of institutional, public or private entities.
Nevertheless, this centralised architecture has demonstrated structural
vulnerabilities to cyber-attacks, resulting in unauthorised access and the
compromise of sensitive data.®

In order to mitigate these weaknesses, the Public Key Infrastruc-
ture (PKI) was conceived, based on cryptographic mechanisms for iden-
tity authentication and the establishment of secure communication

4 Regulation (EU) 2016/679 (General Data Protection Regulation) [2016] OJ L119/1; Reg-
ulation (EU) 2017/745 (Medical Device Regulation); European Commission, Proposal for
a Regulation amending Regulation (EU) No 910/2014 as regards establishing a framework for a
European Digital Identity COM(2021) 281 final.

5 Paul Ohm, ‘Broken Promises of Privacy: Responding to the Surprising Failure of Anonymi-
sation’ (2010) 57 UCLA Law Review, P. 1701-2010.
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channels.® Notwithstanding the enhancements implemented by this
model, the emergence of social networks and the widespread adoption
of federated authentication systems, such as Single Sign-On (SSO), have
given rise to novel attack vectors and have substantially augmented the
exposure of personal data, thereby escalating the risks associated with
digital security and privacy.

II1. Blockchain and Self-Sovereign Identity

The advent of blockchain technology has emerged as a robust
solution for the management of decentralised identities, providing a
more secure and tamper-resistant system designed to mitigate the vul-
nerabilities associated with centralised architectures.” In this context,
users’ personal data are stored on mobile devices (such as smartcards
or smartphones with secure hardware) according to the principles of
self-sovereign identity. The authenticity of data access is guaranteed by
cryptographic mechanisms, ensuring the integrity, privacy and confi-
dentiality of the information. Cryptographic proof of identity is stored
in a decentralised manner, based on blockchain technology, thus elimi-
nating the need for third parties to verify identity and reducing the risks
associated with data sharing. The self-sovereign identity model is pred-
icated on the notion that it should provide users with exclusive control
over their personal data, thereby engendering autonomy with regard to
their management and disclosure.

Self-sovereign identity is defined as an identity management system
that functions independently of centralised entities. It is characterised
by a decentralised architecture that prioritises security, privacy and user
self-determination. In this model, the concept of the right to selective
disclosure empowers individuals to exercise control over the disclosure
of their personal information, in accordance with the principle of infor-
mational self-determination, as codified in the General Data Protection
Regulation (GDPR).

¢ Andrea Renda, The Legal Framework for eID and Trust Services in the EU (CEPS Research
Report 2018/01, 2018).
7 RENDA, Legal Framework for eID.
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The primary benefits of blockchain technology can be summarised
as follows: firstly, it guarantees the integrity of database records and, sec-
ondly, it enables the detection of any improper or unauthorised alteration
of data.® In practical terms, this means that if a credential, transaction
or attribute stored on the blockchain is modified (even slightly) the sys-
tem automatically flags the discrepancy, as the altered record no longer
matches the cryptographic hash validated by the network. For exam-
ple, an attempt to change the attributes of a digital identity credential
or to falsify a timestamped record would be immediately identifiable
and rejected by the system. This provides evidence of interference with
activity records. Nevertheless, challenges pertaining to interoperability
between disparate platforms persist, as do issues relating to the scala-
bility (the capacity to expand or adapt to changes in scale, scaling up
or down, without compromising performance or efficiency) of this
technology.

The European Union’s proposed eIDAS 2.0 Regulation constitutes
a practical example of the implementation of these principles, as it
provides for the creation of a European digital identity wallet enabling
secure access to public and private services. The system is designed to
minimise the disclosure of personal information and to enhance user
control over digital credentials. In practical terms, blockchain-based
trust infrastructures do not store personal data themselves; rather, they
record the validity, issuance or revocation status of credentials. This
allows users to authenticate directly with a service provider through
cryptographic proofs stored locally on their device, without relying on
external identity providers. In this decentralised model, the blockchain
functions as a distributed trust anchor, enabling the verification of cre-
dentials while circumventing traditional authentication intermediaries.’
The judicious management of information disclosure, in conjunction
with the tenet of informational self-determination, has been demon-
strated to curtail the risks of data exposure and augment confidence in
the identity verification process.

8 Ibid.
9 European Commission, Proposal for a European Digital Identity; Renda, Legal Framework for
elD.
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Emerging technologies such as biometric authentication and arti-
ficial intelligence complement blockchain-based solutions, offering
greater security and personalisation in digital identity management.
Furthermore, they enhance the reliability of authentication processes by
enabling continuous multi-factor verification and improving the detec-
tion of anomalies or fraudulent behaviour.1©

IV. Biometric Authentication: Potential and Risks

Biometric authentication has been demonstrated to offer substan-
tial advantages in the public sector context, particularly in relation to
identity management. Its capacity to provide an effective and relia-
ble verification method has led to its adoption across a wide range of
domains, including financial services and law enforcement agencies.!!
It stands out for its ability to offer a higher level of security compared
to traditional authentication methods, particularly due to the difficulty
of falsifying or replicating biometric traits. Moreover, biometric systems
have been shown to enhance user privacy by reducing reliance on repeat-
edly disclosed credentials and minimising the exposure of personal data
during authentication processes.'? This is due to the fact that biometric
traits are considered to be more difficult to falsify or manipulate than
other methods, such as passwords or personal identification numbers
(PINs). A PIN is a personal identification number that is used as a pass-
word to access a system. Examples of the application of this technology
include the use of facial recognition in airport environments and the
implementation of voice authentication in public services. These sys-
tems contribute to the optimisation of administrative and operational
processes by streamlining identity verification procedures and reducing
the need for manual checks.!3

Nevertheless, the pervasive implementation of biometric tech-
nologies gives rise to substantial concerns regarding privacy and data
protection. Biometrics is a term that encompasses a range of distinct

=

0 HILDEBRANDT, Smart Technologies and the End(s) of Law.
11 CELIK, SALAMA and Eltawil, “Internet of Bodies™.

2 Ibid.

13 Ibid.
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technologies that employ probabilistic matching methods to authenti-
cate identities based on physiological or behavioural characteristics.!*
These characteristics can include physiognomic attributes (e.g., the
face, iris, fingerprints and hand geometry) as well as behavioural char-
acteristics (e.g. signature patterns, typing style and an individual’s gait).

In one-to-one authentication systems, the biometric comparison
is made between the individual’s characteristics and data stored previ-
ously, as exemplified by the use of fingerprints to unlock mobile devices.
Biometric authentication can be categorised into two distinct types:
active and passive. Active authentication involves the direct participa-
tion of the individual in the authentication process, whereas passive
authentication refers to the collection of data imperceptibly. An exam-
ple of passive authentication can be found in voice biometrics during
a telephone call, wherein the user’s voice characteristics are analysed
in an undetectable manner. Behavioural biometrics is the analysis of
behavioural patterns. Such patterns may include the manner in which
a device is held, the typing pattern (i.e., the manner in which the fingers
come into contact with the screen and the force that is applied), move-
ment, behaviour, and the language used (e.g., sentence structure, word
choice, or grammar). These data are characterised as a passive form of
authentication, which is increasingly used as an additional layer of secu-
rity to confirm identity.

In mass identification systems, such as those employed in public
security contexts and forensic investigations, the biometric characteris-
tics of an unknown individual are compared with a pre-existing data-
base. Examples of this include the use of facial recognition technology
in public spaces and the comparison of DNA samples in criminal inves-
tigations. These systems can be integrated with other technologies for
functions other than identification, such as surveillance and monitor-
ing. This integration involves networks of surveillance cameras and
artificial intelligence systems, which carry out continuous monitoring
and identify individuals in real time. The integration of automation
with artificial intelligence has been demonstrated to enhance the effi-
cacy of biometric processes in authentication and identification, thus

14 Ibid.
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positioning it as a significant instrument within the domain of securi-
ty.!® Nevertheless, it must be acknowledged that such systems are not
without their limitations.

Biometric systems are subject to two main types of error: false pos-
itives and false negatives. The former occurs when the system wrongly
associates an input with an existing template, and the latter when a
valid match is discarded. Given the probabilistic nature of biometric
matching, errors may occur due to a number of factors, including sim-
ilarities in biometric characteristics between individuals (e.g., monozy-
gotic twins), variations caused by ageing, injuries or medical conditions,
or even differences in interaction with the sensor between the registra-
tion and recognition phases (e.g., changes in body posture). Further-
more, environmental factors such as suboptimal lighting conditions
have been shown to negatively affect the accuracy of biometric capture,
compromising the reliability of recognition systems.® A further critical
issue pertains to the biases inherent in the systems’ training data, which
have the potential to compromise the accuracy and precision of authen-
tication or identification.

Furthermore, the security of biometric data is not guaranteed, as it is
vulnerable to forgery attacks, such as spoofing, where false artefacts are
used to deceive biometric sensors. Despite the implementation of tech-
niques such as liveness detection to mitigate these risks, vulnerabilities
inherent in biometric systems are not completely eliminated. Liveness
detection refers to the set of methods used to verify whether the biomet-
ric input originates from a real, live individual rather than from an arte-
fact such as a photograph, mask, synthetic fingerprint or recorded voice.
These mechanisms analyse physiological cues (such as depth, texture,
involuntary movements or temperature) to prevent spoofing attempts.!”

In addition to the security-related issues that have been extensively
documented, the implementation of biometric technologies gives rise to
a number of ethical and privacy concerns. These challenges are inher-
ently associated with the architecture and implementation of biometric
systems. A significant challenge pertains to the phenomenon of function

15 CELIK, SALAMA and ELTawIL, “Internet of Bodies”.
16 Ibid.

17 CELIK, SALAMA and ELTAawIL, “Internet of Bodies”.
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slippage, whereby biometric data collected for a specific purpose are
subsequently utilised for secondary purposes without the explicit con-
sent of the individual, for example when fingerprints or facial templates
initially gathered for physical access control are later repurposed for
employee monitoring or productivity assessment.'® Another significant
risk is the clandestine collection of biometric information, such as the
unauthorised capture of facial features or fingerprints, which exacer-
bates privacy violations, especially as technology advances. Examples
of this include the collection of facial biometric data from photographs
taken at a distance or the taking of fingerprints after the individual has
interacted with any surface.

Furthermore, the disclosure of sensitive, non-consented secondary
information, including health-related data and genetic predispositions,
is a potential consequence of biometric characteristics, thereby chal-
lenging the notion of informed consent. In many cases, the collection
of biometric data occurs covertly or compulsorily, thereby restricting the
individuals’ autonomy over their personal information. This process
can be regarded as dehumanising, insofar as it reduces the individuals’
unique identity to mere computer data, with a potential adverse effect
on their social relationships and sense of privacy.

V. Genetic Data and the Expansion of Biometrics

The utilisation of genetic data for identification purposes consti-
tutes one of the most sensitive and controversial frontiers in contempo-
rary biometrics. In contrast to other biometric characteristics, such as
fingerprints, facial patterns or typing rhythm, DNA contains vast quan-
tities of information relating to an individual’s biological identity. This
includes genetic predispositions, ancestry, potential diseases and kin-
ship relations. This abundance of information renders DNA not merely
a unique identifier, but a repository of highly sensitive data, the handling
of which necessitates particularly stringent safeguards.

Historically, the use of DNA for identification has been confined
to the domain of forensics. However, there has been an ongoing shift

8 Mavya Wang, China’s Algorithms of Repression (Human Rights Watch 2019) https://www.
hrw.org accessed 4 July 2025.
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towards its application in civil and security contexts. The development
of sophisticated genetic databases, the reduction in sequencing costs,
and the creation of probabilistic algorithms for the inference of pheno-
type (skin colour, hair, ethnic ancestry, etc.) have encouraged govern-
ments and private companies to explore new forms of genetic identifi-
cation. These include the use of Forensic DNA Phenotyping in criminal
investigations, the large-scale collection of genetic material from minor-
ity populations in authoritarian regimes, and the expansion of commer-
cial genetic testing for ancestry and health-related traits.!® In countries
with authoritarian regimes, such as China, the collection of DNA sam-
ples from minority populations, under the pretext of national security,
has generated international warnings about the violation of human
rights.?® At the same time, concerns associated with disproportionate
and non-consensual collection of genetic material have also been docu-
mented in democratic contexts, including Portugal, where the expansion
of State genetic databases raises questions of proportionality, purpose
limitation and the potential normalisation of genetic surveillance.?!

The uniqueness and immutability of deoxyribonucleic acid (DNA)
pose significant legal challenges. Unlike a password or authentication
token, genetic material is irrevocable and non-replaceable; once exposed
or misused, the harm to privacy is irreversible. The risk of secondary or
unauthorised uses of genetic data is therefore particularly acute. Mate-
rial collected initially for identification may subsequently be repurposed
for medical analyses, statistical cross-referencing, criminal profiling or
broader forms of social control.??

At the European level, the General Data Protection Regulation
(GDPR) categorises genetic data as a special category of personal data,
necessitating specific legal bases and augmented guarantees for its pro-
cessing. Nevertheless, the practical effectiveness of these rules is contin-
gent on the existence of supervisory mechanisms, institutional capac-
ity, and a data protection culture: elements that are not always present,
especially in security, border control or migration management.

19 WANG, ‘Algorithms of Repression’.

20 Ibid.

21 Sfrvia DE CARVALHO HOMEM, ‘A base de dados de perfis de ADN em Portugal - Deus ex
Machina?’ (Masters dissertation, Universidade do Minho 2023), P. 31-64.

22 HoMEM, ‘A base de dados de perfis de ADN’.
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The introduction of Forensic DNA Phenotyping (FDP) represents a
further advance that gives rise to significant ethical concerns. This tech-
nique, used to predict physical traits and ancestry from DNA samples,
has increasingly been advocated as an investigative aid in criminal pro-
ceedings, particularly in cases where no suspect has been identified.??
Yet its probabilistic nature, combined with the risk of misinterpreta-
tion as scientific certainty, creates the potential for miscarriages of jus-
tice, discriminatory policing and the reinforcement of structural racial
biases.?*

From the perspective of digital identity, the incorporation of genetic
data within authentication or identification systems gives rise to signif-
icant inquiries concerning informational self-determination and the
extent of State power over the biological body. The digitisation of human
biology, along with its integration into interoperable databases, has the
potential to precipitate a novel form of algorithmic biopower, insofar as
predictive systems and automated infrastructures increasingly shape
the ways in which individuals are classified, monitored and governed.?®
This dynamic aligns with what recent scholarship has termed the emer-
gence of a “molecular panopticon,” a genetic surveillance structure
based in the continuous extraction, interpretation and circulation of bio-
logical information.2¢

In such circumstances, it becomes imperative to adopt a judicious
legal approach that acknowledges the intrinsic dignity of genetic data,
imposes clear limits on their utilisation, and ensures transparency,
informed consent, and effective redress mechanisms. The protection of
genetic identity is not merely a matter of privacy; it is also a question of
justice, equality and freedom in a society increasingly shaped by invisi-
ble infrastructures of biological governance.

23 WANG, ‘Algorithms of Repression’.

24 HoMEM, ‘A base de dados de perfis de ADN’.

25 HILDEBRANDT, Smart Technologies and the End(s) of Law.

26 SfLviA DE CARVALHO HOMEM, ‘The Molecular Panopticon: How Law Faces the Rise of
Genetic Surveillance’ (UMinho Research and Innovation Open Days, Braga, 11-14 Novem-
ber 2025).
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VI. Wearable Technology

The integration of tracking and identification technologies through
physical devices such as smart bracelets, Radio-Frequency IDentifica-
tion (RFID) tags and subcutaneous integrated circuits (microchips) adds
a tangible dimension to the debate on digital identity. These devices, fre-
quently categorised as smart clothing (wearable technology), effectively
transform the human body into a continuous point of emission, authen-
tication and data collection, thereby blurring the conventional bound-
aries between identity, functionality and surveillance. A notable exam-
ple of this phenomenon can be observed in the case of certain Swedish
companies, where employees have voluntarily implanted subcutaneous
microchips to facilitate access to buildings, log schedules and to perform
basic transactional functions.?” Despite being promoted as a practical
and innovative solution, this practice gives rise to significant concerns
regarding genuine consent, the control of personal data and the preser-
vation of human dignity.

Innovations in technological clothing extend beyond subcutaneous
implants to encompass garments and accessories with computer func-
tions. The concept of Smart Clothing has already been realised in the
form of a gesture-controlled jacket, for example the model developed by
Google in partnership with Levi’s, which incorporates Jacquard tech-
nology. This jacket enables the user to answer calls, control music and
access digital services directly from the fabric. In addition to the afore-
mentioned example, there is an observable emergence of various initia-
tives that combine technological clothing with the promotion of physi-
cal performance and well-being.

For instance, Under Armour has developed the UA RUSH™ line,
which is designed with the specific intention of enhancing athletes’
performance. This collection employs technologically advanced fabrics
infused with minerals that are capable of reflecting body heat in the form
of infrared radiation. The purpose of this function is to stimulate blood
circulation and contribute to muscle recovery and reduced fatigue, even
after physical exertion.

27 SAMUEL Gi1BBs, ‘Swedish Company Implants Microchips in Employees’ The Guardian
(London, 29 January 2015) https://www.theguardian.com accessed 4 July 2025.
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In the context of running, Sensoria’s smart socks are distinguished
by their incorporation of pressure sensors that monitor the foot’s support
pattern in real time during the stride. These data facilitate a detailed
analysis of running technique, enabling the correction of inappropriate
postures and the prevention of injuries, particularly to the joints and
heels. The socks function as a digital personal trainer, providing alerts
and guidance based on the wearer’s biomechanics.

Wearable X proposes an innovative approach to yoga by incorporat-
ing sensors into garments that provide tactile and audible feedback dur-
ing exercises. The Nadi X trousers, a leading product of the brand, pro-
vide guided instructions to promote proper posture and precise move-
ment, enabling wearers to practice yoga independently and customised
to their individual needs, in any location. This integration signifies a
technological advancement and a method of naturalising digital control
through conventional clothing.

Wristbands and smart watches, including the Apple Watch, as well
as devices utilising RFID (radio frequency identification) technology,
have emerged as prevalent instruments for the monitoring of physiolog-
ical parameters such as heart rate, sleep quality, geographical location
and social interactions. The application of these technologies in cor-
porate environments, events, gyms and even schools has given rise to
new behavioural surveillance mechanisms. Concurrently, the Near Field
Communication (NFC) technology embedded within these devices ena-
bles seamless transactions and access through a gesture, thereby render-
ing the user not only identifiable but also economically traceable.

The fusion of aesthetics and functionality is exemplified by smart
jewellery, such as the Oura Ring. These accessories have been developed
for the purpose of monitoring health parameters and functioning as
continuous authentication tools. For instance, the ring gathers twenty
biometric parameters containing sensitive health-related information
on a continuous basis via the finger. This almost imperceptible incorpo-
ration of biometric identification into personal style gives rise to ques-
tions concerning the role of the consumer market in facilitating passive
acceptance of the permanent collection of sensitive data.

The concept of computing in smart technological clothing has his-
torical roots in experiments conducted by Steve Mann in the 1980s
and 1990s. During this period, Mann developed devices capable of



178

SILVIA DE CARVALHO HOMEM

transmitting video in real time and incorporating screens into glasses
and helmets. The aim of these experiments was to achieve continuous
interaction between the user and the digital environment. The pro-
posal for personal imaging, which can be considered a form of perpet-
ual, internal computer system, anticipated many of the functionalities
offered by contemporary commercial wearable technology. However, the
author himself warned of the risks of technological dependence and the
possibility of oppressive use of these systems if they were controlled by
central entities or applied in a coercive manner.?®

The social normalisation of these devices, driven by miniaturisation
and aesthetically pleasing design, contributes to body control becom-
ing imperceptible, masked by convenience and aesthetics. Indeed, the
more sophisticated and unobtrusive the smart technological clothing
is, the more challenging it becomes to ascertain its potential impacts
on the individuals’ privacy, freedom of movement and informational
autonomy.

In this context, it is essential to reflect on the ethical principles that
should guide the development and implementation of smart technolog-
ical clothing, ensuring that the human body does not become a contin-
uous authentication terminal at the service of commercial or security
interests. It is imperative to comprehend the implications of wearables
not merely as a functional innovation, but as a new domain of conten-
tion between self-determination and surveillance.

VII. Surveillance Architectures and the Algorithmic Construction of
Digital Identity

The increasing pervasiveness of digital technologies in contempo-
rary society has precipitated the emergence of a novel surveillance par-
adigm, whereby individuals are subject to real-time monitoring through
interconnected devices, biometric sensors, facial recognition systems
and continuous geolocation mechanisms. This ecosystem of constant
traceability, widely promoted as innovative and efficient, is at the basis

28 S MANN, ‘Wearable Computing: A First Step Toward Personal Imaging’ (1997) 30(2) Com-
puter 25 https:/www.researchgate.net/publication/2954704 Wearable computing A first_
step_toward_personal imaging
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of what has come to be called digital surveillance architectures — a
model of social organisation underpinned by the large-scale collection,
analysis and commercialisation of personal data.?®

In this context, digital identity is not only constructed from data
consciously provided by the user, but also (and above all) by inferred
data generated through behavioural patterns, preferences, mobility
trajectories, interactions and response times to digital stimuli.?® Con-
sequently, users become only partially aware of the digital identity con-
structed about them, while remaining highly transparent to the techno-
logical platforms that analyse and classify their behaviour.

The concept of surveillance capitalism, as formulated by Shoshana
Zuboff, offers a particularly useful lens through which to comprehend
this dynamic.3! Technology platforms function as extractive entities, the
purpose of which is the collection of data with the objective of anticipat-
ing and modelling future behaviour. This is not solely for the purpose of
advertising, but also for the automated decision-making processes that
pertain to areas such as credit, public safety, health and employment.
In this process, digital identity becomes a continuous algorithmic con-
struction, subject to updates and reinterpretations that are beyond the
control of the holder. This occurs, for example, when credit-scoring sys-
tems automatically adjust a person’s risk profile based on behavioural
and contextual data, when advertising platforms infer new preferences
from patterns of navigation and attention, or when security and policing
systems assign predictive classifications (such as “anomalous” or “high
risk”) on the basis of movement, sensor-derived information or interac-
tion data.323334

These practices imply a radical inversion of the principle of infor-
mational self-determination. Contrary to the conventional paradigm
(understood less as an empirical reality and more as a regulatory aspira-
tion grounded in the idea that individuals should be able to define and

29 Zuboff, Age of Surveillance Capitalism.

30 Ibid.

31 Ibid.

32 Ibid.

33 Oscar H Ganpy, The Panoptic Sort: A Political Economy of Personal Information (Westview
Press 1993), pp. 436-457.

34 HILDEBRANDT, Smart Technologies and the End(s) of Law.

179



180 \ SILVIA DE CARVALHO HOMEM

control the contours of their digital identity) it is now the system that
assumes this role. This shift is predicated on algorithmic inferences that
are frequently inaccurate, biased or decontextualised. In corporate and
institutional environments, the integration of wristbands with radio fre-
quency identification, smart cameras and environmental sensors facil-
itates the unobtrusive monitoring of workers’ movements, productivity
and even emotional states, frequently without their full awareness or
effective consent.3° 3¢

From a legal standpoint, these practices directly contradict the prin-
ciples of proportionality, minimisation and purpose outlined in the Gen-
eral Data Protection Regulation (GDPR). The technical feasibility of
data collection does not inherently guarantee its legality or legitimacy.
Automated processing based on inferred data requires special attention,
as it involves increased risks of discrimination, exclusion and error.

Furthermore, the opacity of algorithmic systems exacerbates the
asymmetry between users and platforms, as individuals are unable to
understand the criteria through which they are classified or the infer-
ences drawn from their data. In many cases, these systems operate as
‘black boxes’, with limited or no explanation in the applicable terms
and conditions — and sometimes without full interpretability even for
the companies deploying them. As a result, users are asked to consent
to processes whose functioning and implications they cannot meaning-
fully apprehend. This produces what is often described as conditional
or functional consent: acceptance given not out of genuine agreement,
but because refusal would result in exclusion from essential services or
substantial limitations on access.3”38

In a hyperconnected world, where bodies are permanent data
mediators and decisions are delegated to computer systems, there is an
urgent need to rethink the foundations of digital identity in the light of
fundamental rights. Algorithmic transparency, the right to an explana-
tion and effective control over personal data cannot be regarded as mere

35 ZUBOFF, Age of Surveillance Capitalism.
36 GANDY, Panoptic Sort.
37 HILDEBRANDT, Smart Technologies and the End(s) of Law.

38 ZUBOFF, Age of Surveillance Capitalism.
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technical requirements, but rather as structural guarantees of a dignified
and free digital citizenship.

VIII. Internet of Bodies (IoB): Body, Data and Control in the Age of
Cybersurveillance

The increasing convergence between the human body and digital
networks has led to the emergence of a new technological frontier known
as the Internet of Bodies (IoB). The IoB constitutes a specialised sub-
set of the broader Internet of Things (IoT), comprising interconnected
devices located in, on or around the human body, with the capacity to
collect, transmit or modify physiological, genetic or behavioural data.
These technologies include wearable sensors, implantable microchips,
ingestible digital pills and brain-machine interfaces. Wearable devices
therefore represent only one segment of the IoB, which also encom-
passes implantable, ingestible and embedded systems. The expansion of
the IoB marks a significant development in continuous monitoring and
ubiquitous connectivity, with profound implications for health, safety,
privacy and individual self-determination.

The concept of the Internet of Bodies encompasses devices with
varying degrees of invasiveness and functionality, and can be classified
into four main categories: (a) Smart wearables — fitness bracelets, smart
watches, connected textiles, movement or heart rate sensors. b) Ingesti-
ble devices — capsules equipped with cameras or sensors for the purpose
of gastrointestinal diagnosis or monitoring the ingestion of medications.
¢) Implantable devices — connected pacemakers, neurostimulators,
and subcutaneous microchips utilised for authentication purposes. d)
Embedded devices — systems integrated into the skin or organs, capable
of interacting with the nervous or endocrine systems.

The primary function of these devices is the collection of biomet-
ric data or the modulation of bodily functions, thereby creating personal
communication networks (Wireless Body Area Networks — WBANSs)
that integrate sensors, transmitters and interfaces modules. In typ-
ical IoB architectures, the data generated by these devices are relayed
to external infrastructures (such as cloud platforms or edge-computing
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nodes) where they may be processed in real time using artificial intelli-
gence algorithms.3°

The health sector is currently the primary beneficiary of IoB solu-
tions. These technologies enable continuous remote monitoring of
patients with chronic conditions, facilitate non-invasive diagnostics
based on physiological parameters such as perspiration, heart rate, glu-
cose levels or breathing patterns, and support personalised and predic-
tive medicine through the integration of genetic and behavioural data
into therapeutic plans. They also contribute to improving the quality of
life of persons with disabilities by means of smart prostheses and neuro-
functional implants.*°

The global Covid-19 pandemic further highlighted the centrality
of 10T infrastructures in public health, particularly through their use
in contact-tracing systems, remote symptom monitoring and the man-
agement of healthcare facilities. These developments have contributed
to consolidating the IoT as an essential component of contemporary
health and emergency-response architectures.*!

The expansion of the Internet of Bodies gives rise to a number of
significant legal and ethical challenges, particularly with regard to pri-
vacy, security and informed consent. The operation of IoB devices is
predicated on the collection of highly sensitive data, including cardiac
parameters, sleep patterns, menstrual cycles and even brain signals. The
secondary use of such data is possible in the absence of the individual
concerned.

Case law demonstrates the utilisation of biometric data from
body devices in legal proceedings. A notable example is the US case of
Ross Compton, wherein information extracted from a pacemaker was
employed as criminal evidence. The aforementioned precedents demon-
strate the potential of the IoB to transform the human body into a digital
witness. A widely cited example is the US case State v Ross Compton, in
which data extracted from a pacemaker were admitted as criminal evi-
dence to contradict the defendant’s version of events.*? Similar develop-

39 CELIK, SALAMA and ErtawiL, ‘Internet of Bodies’.

40 Ibid.
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42 BBC News, ‘Pacemaker Data Used to Charge Man with Arson’ (9 February 2017) https://
www.bbc.com\ accessed 4 July 2025.
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ments can also be observed in cases involving data from smartwatches
and fitness trackers, illustrating a broader trend toward the forensic
use of bodily-integrated or body-generated data. This evolution raises
concerns for fundamental rights, particularly the privilege against
self-incrimination.

Furthermore, algorithmic surveillance exercised by employers,
insurers or public authorities through these devices has the potential
to lead to subtle forms of discrimination or social exclusion, especially
when applied to vulnerable populations with lower digital literacy or
unequal access to technology.

From a technical standpoint, IoB devices are subject to similar
risks to other connected objects, including software update failures,
weak passwords, poor encryption, and known vulnerabilities in legacy
systems. However, the critical nature of certain devices, including insu-
lin pumps, defibrillators and brain implants, necessitates a heightened
cybersecurity approach to mitigate the risk of compromising user physi-
cal integrity.

From a legal perspective, the regulation of the Internet of Bodies is
dispersed and incomplete. Whilst medical devices are subject to over-
sight by the U.S. Food and Drug Administration (FDA) in the USA and
the Medical Device Regulation (MDR) in the European Union, well-
ness or fitness devices frequently evade regulatory scrutiny, as they fall
outside the scope of the Medical Device Regulation despite processing
physiological and health-related data that qualify as “special categories
of personal data” under the GDPR.#? Their legal treatment therefore
contrasts sharply with that of certified medical devices, which are sub-
ject to stringent safety, accuracy and oversight requirements.

Moreover, extant regulatory frameworks such as the European
Union’s GDPR were conceived before the widespread diffusion of smart
clothing, implantable sensors and other IoB technologies. As a result,
the GDPR regulates the data produced by these systems but does not
address the broader techno-material context in which bodily data are
generated: namely the continuous integration of sensing devices with
the body, the real-time transmission of physiological information to
external infrastructures, or the emergence of algorithmic inferences

43 Regulation (EU) 2016/679.
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derived from intimate biological signals. These gaps raise fundamental
questions concerning consent, proportionality, bodily autonomy and
the limits of technological intervention on the human body, illustrating
the need for a more comprehensive legal framework capable of govern-
ing these novel forms of bodily interaction with digital systems.**

The Internet of Bodies marks a paradigm shift in the manner in
which the law perceives the nexus between the body, technology and
data. The IoB concept involves the transformation of the human body
into a permanent node of the digital network. This development neces-
sitates a re-evaluation of the limitations of technological control, the
foundations of legal subjectivity, and the normative architecture that
can safeguard human dignity in the era of total connectivity.

IX. Emotion Recognition and the Fragility of Automated Interpretation

The increased use of biometric technologies has given rise to con-
cerns regarding the violation of both territorial and bodily privacy, espe-
cially in the context of mass surveillance. Facial Emotion Recognition
(FER), a branch of biometrics, poses a number of specific and complex
challenges, particularly due to the epistemic fragility of automated inter-
pretations of human behaviour and the variability of emotional expres-
sion across individuals and groups.*® Despite the potential of this tech-
nology to personalise services and enhance public safety, its precision is
frequently contested, particularly in relation to the variability of facial
expressions across individuals and cultural groups. Furthermore, the
process of facial emotion recognition has the potential to inadvertently
engender discrimination if the underlying algorithms are trained with
biased data sets. This can result in erroneous interpretations that dis-
proportionately affect specific demographic groups, particularly when
the underlying datasets reflect structural biases or cultural assumptions
embedded in the training process of such systems.*¢ 47

44 Regulation (EU) 2016/679.

45 HILDEBRANDT, Smart Technologies and the End(s) of Law.
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The following list provides a non-exhaustive overview of the poten-
tial applications of facial emotion recognition: marketing (e.g., on bill-
boards); assessment of psychological disorders (e.g., psychosis, depres-
sion, autism, neurodegenerative diseases); identification of candidate
disinterest during job interviews; monitoring of employee attention;
detection of suspicious behaviour in retail environments to prevent theft
or fraud; verification of statements in interrogation processes; intelli-
gent border control; predictive screening of public spaces to identify
emotions associated with potential terrorist threats; analysis of political
attitudes.

The ability of such applications to demonstrate the capacity for
facial emotion recognition, in conjunction with other forms of biome-
trics, to create automated profiles and make decisions based on emo-
tional data is evident, particularly when such systems rely on inferred
behavioural patterns to classify individuals and trigger automated
responses.*® 4° Nevertheless, this can result in undesirable or inequitable
manipulation, which has the potential to undermine individual auton-
omy and erode public confidence in institutions, particularly when deci-
sions based on emotional inference lack transparency or democratic
accountability.>° 1

Moreover, the management of digital identities is undergoing a sub-
stantial transformation, shifting from centralised and often vulnerable
architectures to decentralised or distributed models that increasingly rely
on technologies such as blockchain and biometric authentication.5? >3
While these innovations hold great promise in terms of enhancing secu-
rity and privacy, they also give rise to significant ethical concerns, par-
ticularly with regard to the use of biometric data and the potential for
invasion of privacy. The integration of emerging technologies, includ-
ing artificial intelligence, biometric authentication and self-sovereign

48 HILDEBRANDT, Smart Technologies and the End(s) of Law.
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281 final.
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identity, holds the potential to enhance security and the autonomy of
individuals in the management of their digital identities. However, it is
crucial that the development and implementation of these solutions be
carried out on the basis of robust ethical principles, ensuring that the
privacy and fundamental rights of individuals are preserved. It is imper-
ative to emphasise that establishing a digital identity management sys-
tem that is both secure and reliable, while also respecting human dig-
nity, necessitates a balanced approach.

The utilisation of facial emotion recognition to deduce emotional
states from micro-expressions possesses legitimate applications, includ-
ing supporting medical diagnoses and enhancing public security sys-
tems. Nevertheless, the indiscriminate use of this technology has the
potential to generate biased outcomes and produce automated deci-
sion-making that is ethically questionable and inequitable. As an illus-
trative example, systems inspired by models such as Fogg Engagement
Rating (FER) have been proposed for use in recruitment processes to
evaluate candidates’ motivation or emotional congruence during inter-
views. Such approaches risk excluding individuals with distinct neuro-
logical or cultural profiles, or those who do not conform to the normative
behavioural parameters embedded in these systems.

X. Final considerations

The evolution of digital identity systems has been marked by a pro-
gressive shift from documentary identification to bodily and algorithmic
identification. Technologies such as blockchain, biometrics, artificial
intelligence and smart technological clothing have transformed the
human body into a central element within authentication and control
architectures. The advent of the Internet of Bodies intensifies this trans-
formation, positioning the body as a permanent data interface subject
to continuous monitoring, remote intervention and secondary uses of
highly sensitive biological information.

This emerging paradigm raises profound challenges for the protec-
tion of privacy, informational self-determination and the physical and
psychological integrity of individuals. The pervasive and often imper-
ceptible nature of the Internet of Things obscures the boundaries of
meaningful consent and autonomy, exposing individuals to subtle yet
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increasingly effective forms of surveillance, profiling and exclusion.
This is similar to what has been described as molecular panopticism:
a configuration in which surveillance no longer relies on visible spatial
control, but on the continuous extraction, circulation and algorithmic
interpretation of biological, physiological and behavioural data. In this
model, the body becomes the primary locus of monitoring and predic-
tion, reinforcing the structural asymmetry between individuals and the
systems that govern them.*

In light of these developments, it is imperative to articulate a robust
legal and regulatory response capable of embedding the principles
of proportionality, purpose limitation and data minimisation within
emerging technological infrastructures. Ensuring the protection of dig-
ital identity in the IoT and IoB environments requires a multifaceted
framework that combines technological standards, legal safeguards and
an ethical and political reaffirmation of the foundational values of the
democratic rule of law. Principles such as human dignity, autonomy and
freedom must constitute the normative core of any system intended to
guarantee the integrity, security and legitimacy of digital identities in an
era increasingly marked by ubiquitous data extraction and algorithmic
inference.
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